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Abstract

In the era of big data, social media platforms have become invaluable sources of
information, offering vast amounts of data that can be analyzed to extract valuable insights.
With the explosive growth of social media and the large volume of data it generates, noise
has become a significant challenge in deriving meaningful insights. This article provides a
comprehensive survey of noise elimination techniques in social media big data.

In this paper, we review the literature on various noise elimination methods in social
media big data and introduce a new classification of these strategies, such as preprocessing
techniques, filtering methods, topic modelling, machine learning approaches, community
detection, user-based filtering, outlier detection, anomaly detection, spam detection and
related approaches. The survey examines the latest developments and recent advancements
in noise reduction techniques, highlighting subcategories within each approach and their
contributions to noise removal. Additionally, it discusses the challenges and opportunities
associated with noise elimination in social media big data. This survey serves as a valuable
resource for researchers and practitioners seeking an overview of noise reduction methods
to improve the quality and reliability of social media big data analysis.
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Overall, this survey offers valuable insights into the landscape of noise elimination
techniques in social media big data analysis, providing researchers and practitioners with
a comprehensive understanding of existing methods and guiding future research in this
important field.

Subject Classification: 97P80 Artificial intelligence (educational aspects).

Keywords: Social media, Big data, Noise elimination, Machine learning, Filtering methods.

Introduction

Social media platforms have become vast collections of user-generated
content, providing valuable insights into individuals’ thoughts, choices
and actions. However, the sheer volume of social media data presents a
significant obstacle known as “noise.” The rapid creation and collection of
large amounts of social data, often called Big Social Data (BSD), pose major
challenges because of the presence of noise [1]. Noise includes irrelevant,
repetitive or misleading information that hinders the extraction of
meaningful insights from the large pool of social media data. This noise
can stem from various sources, such as spam, ads, fake accounts,
troublemakers and trivial or duplicated posts. Recent work shows that
online platforms boost both genuine updates and misleading content.
They also allow certain users to push false claims. Methods inspired by
natural systems can identify who shares real content and who spreads
false claims. This makes later filtering and tracking tools more accurate
[16]. Research shows that influencers have a big impact on buying
decisions. Their posts often follow marketing patterns. Sometimes these
posts look like genuine interest and other times like spam. That’s why
influencer content needs extra care when being filtered or labelled [8].
Noise makes it harder for machine learning algorithms to accurately detect
and learn genuine patterns in the data, which can result in less accurate
models and predictions. Social media data is often used for advertising
and checking brand reputation. User actions, post style, and influencer
posts all affect how people see a brand. These factors increase attention.
They also create platform-specific noise that makes analysis harder [10].
Therefore, implementing effective noise removal techniques is crucial to
maintain the integrity and reliability of social media big data analysis [2].

We mention a few recent papers that have reviewed the noise elimination
strategies and mechanisms in social media big data:
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It has been demonstrated that incorporating efficient methods for
negation handling, word n-grams and mutual information-based
Feature Selection (F.S) can effectively remove noise and boost the
performance of the Naive Bayes classifier [3]. By combining these
techniques, the study achieved a significant improvement in
accuracy. Naive Bayes classifiers were selected because of their speed,
scalability, and robustness to noise and resistance to overfitting. The
proposed supervised sentiment classification model can be applied
to various text categorization tasks to improve both speed and
accuracy. However, the research does not address unresolved issues
or explore future areas of interest for researchers [3].

It has been found that some researchers in their study focus on noise
in the class label of the target attribute and suggest straightforward
strategies for detecting and eliminating class noise in classification
problems with improved performance. In cases of high noise levels,
classifiers in ensembles tend to learn incorrect patterns from noisy
data, leading to reduced precision and recall. Application of noise
pre-processing techniques results in enhanced accuracy inidentifying
noisy data, thereby improving classification performance. The scope
for future work in the article under consideration will explore
determining optimal ensemble sizes, conducting in-depth analyses
of noise handling methods and devising strategies specifically
tailored for multiclass datasets [38].

Others address the issue of noise in classification tasks and propose
a new iterative noise filtering method that combines three different
paradigms: ensembles, iterative filtering and noise measures to
improve the accuracy of classification algorithms after filtering.
The method uses the fusion of predictions from multiple classifiers
and introduces a noisy score to control filtering sensitivity, allowing
customization of the number of noisy examples removed in each
iteration. It is compared against existing filters on real-world
datasets with varying levels of class noise. To regulate the filter’s
sensitivity to noise, a noisy score is introduced. The findings show
that the proposed method effectively balances removing noisy
examples and preserving clean ones, outperforming other noise
filters. Compared to alternative noise filters, their approach removes
fewer clean examples. The method is extensively evaluated and
compared with state-of-the-art techniques using datasets with class
noise, highlighting its effectiveness across classifiers with different
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noise sensitivities. For proper functioning, a good balance between
eliminating noisy examples and accurately detecting noise-free ones
must be maintained [4].

Some authors in their paper empirically evaluate three filtering
strategies—keyword filtering, automated document classification
using machine learning and core network extraction with network
analytical measures to identify and remove irrelevant web pages
from the network. The article’s findings reveal that keyword filtering
and automated classification are the most effective techniques for
noise reduction, whereas core network extraction did not produce
satisfactory results for this particular case. This approach risks
excluding other associations related to food safety from the analysis
and overlooking important aspects of the actual discourse in the
networks. An alternative approach would involve using inductive,
data-driven methods such as probabilistic topic models to identify
common themes within the text corpus or analyzing word
co-occurrences within hyperlink networks. This knowledge could
then inform the selection of specific sections of the corpus and
network that warrant further in-depth analysis [5].

A versatile framework for collecting and validating social media
data was proposed, applicable beyond Twitter to other public social
networking sites and introduced a reporting standard. The inclusion
of noise-reducing techniques, such as removing automated content,
can be optionally incorporated into search filter development based
on the research topic. However, it is not universally necessary for
all studies using social media data. The paper emphasizes the
importance of transparently disclosing data cleaning and processing
methods employed, including whether bot-generated tweets are
included or excluded and presents a conceptual framework for
collecting social media data, consisting of three key steps: filter
development, filter application and filter validation. The article
mainly focuses on noise as a distinct methodological challenge in
web research during the age of big data. The article also discusses
the challenges of estimating precision and recall, especially when
accurate human coding and complete data collection are not feasible.
However, current trends, future research, or open issues in the field
of noise elimination in social media big data are not mentioned in
the article [6].

Sentiment Analysis (SA) was performed on Malay documents by
examining three aspects: i) exploring various text representation
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methods, ii) emphasizing the impact of pre-processing techniques
like normalization and stemming using two types of Malay stemmer
algorithms and iii) comparing the performance of Naive Bayes
(NB), Support Vector Machine (SVM) and K-nearest Neighbor
(KNN) classifiers in categorizing positive and negative reviews. For
sentiment classification, initial steps involve removing incomplete,
ambiguous and noisy data through a pre-processing phase that
includes tokenization, stop word removal, normalization and
stemming. Then, a supervised machine learning classifier is used to
categorize sentiments as positive or negative. The results show that
the pre-processing strategies slightly improve classifier performance.
Their future work aims to develop an auto-translation system to
convert dialects into formal Malay, which will be key in easing the
normalization process during pre-processing and reducing the time
needed to interpret human reviews [7].

In order to assist future researchers in developing innovative algorithms
and strategies for noise elimination, we conducted a comprehensive
literature survey and analyzed state-of-the-art mechanisms. Thus, the aim
of this paper is to review the existing techniques, elucidate their
characteristics and outline their strengths and weaknesses. The primary
aims of this paper are as follows:

¢ Examining the current noise elimination mechanisms

¢ Introducing a novel classification of noise reduction and elimination
mechanisms

¢ (Clarifying the merits and drawbacks of noise elimination strategies
within each category

¢ Identifying key areas for further research to enhance noise
elimination algorithms.

The following sections of the paper are organized as follows:

Section 2 presents a literature review encompassing the model,
metrics, policies and taxonomy pertaining to noise elimination algorithms.
Section 3 elucidates the challenges associated with noise elimination
algorithms in the context of social media. Section 4 offers an extensive
review of existing noise elimination techniques, accompanied by a novel
classification framework. Section 5 engages in a discussion regarding the
aforementioned techniques, supplemented by relevant statistics. Section 6
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outlines open issues that require further examination. Lastly, in Section 7,
we conclude our survey and propose potential avenues for future research.

2. Basic Noise Elimination Models, Metrics, and Policies in the Literature

Let us draw a basic diagram illustrating the process of noise
elimination in social media big data along with an explanation of each
component (Figure 1):

Social Media Big Data

0

Preprocessing Technigues

I

Noise Eliminati Strategies

|

Filtered Social Media Big Data

|

Data Analysis and Interpretation

Figure 1

Some Strategies for Noise Elimination in Social Media Big Data

Explanation:

a. Social Media Big Data: This is the raw data collected from various
social media platforms, including text, images, videos and other
multimedia content.

b. Preprocessing Techniques: These are ways to clean and prepare
the raw data for further analysis. Data cleaning, normalization,
tokenization and stemming are examples of preprocessing methods.

c¢. Noise Elimination Strategies: These are algorithms and techniques
used to identify and eliminate noise from large amounts of social
media data. Rule-based filtering, sentiment analysis, profanity
filtering, spam detection and duplicate detection are a few examples
of noise removal techniques, which are depicted below:
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ii.

iii.

iv.

vi.

vii.

viii.

ix.

Rule-based Filtering: This part uses preset patterns or rules to
eliminate noise from social media data. Criteria for detecting
spam, foul language, duplicate content, or irrelevant information
may be part of these guidelines.

Sentiment Analysis: This part examines the feelings or
sentiments conveyed in social media posts. When it comes to
noise elimination, it can be helpful in determining whether a
sentiment is positive, negative, or neutral.

Profanity Filtering: This component focuses on identifying and
removing offensive or inappropriate language derived from
data on social platforms.

Spam Detection: This part finds and eliminates spam or
unrelated material from social media information. It employs
a number of methods, including machine learning models,
content analysis and user behaviour analysis.

Duplicate Detection: Using information from social media
platforms, this component finds and eliminates redundant or
duplicate content. It helps to improve the quality of the dataset
and reduce interference.

Community Detection: This feature locates groups or
communities on social media platforms. By examining user
interactions and connections, it can assist in detecting noise.

Preprocessing Techniques: This component includes various
preprocessing techniques such as data cleaning, normalization,
tokenization and stemming. These methods are utilized to
prepare the data for subsequent analysis.

Machine Learning Models: This component includes various
machine learning algorithms and models used for noise
elimination. These models are trained on labeled data to classify
or filter out noise from social media data.

Statistical Analysis: This component involves statistical
techniques and methods used to analyze social media data and
identify patterns or anomalies indicative of noise.

Data Fusion Techniques: This component integrates data from
various sources or modalities to improve noise elimination. It
integrates data from text, images, videos and other multimedia
content to enhance the accuracy of noise detection and removal.
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Filtered Social Media Big Data: This is the data obtained after
applying noise elimination strategies. It consists of the cleaned and
refined social media data ready for analysis.

Data Analysis and Interpretation: This stage involves analyzing the
filtered social media big data to extract meaningful insights, trends,
patterns, or sentiments. Data analysis techniques such as machine
learning, Natural Language Processing (NLP) and statistical analysis
may be used for this purpose. The interpreted results can then be
used for decision-making or further research purposes.

2.1 Noise Elimination Metrics

In this subsection, we review the metrics for noise elimination in social
media big data. As mentioned before, researchers have proposed several
noise reduction algorithms and mechanisms. The literature on noise
elimination proposes metrics for applying noise elimination algorithms
and we summarize them as follows [39], [40], [41]:

Accuracy: The proportion of correctly classified instances, measuring
the effectiveness of the noise elimination technique in correctly
identifying and removing noise.

Precision and Recall: Precision measures the proportion of correctly
identified noise instances among all instances labeled as noise, while
recall measures the proportion of correctly identified noise instances
among all actual noise instances. These metrics provide insights into
the effectiveness and completeness of noise elimination.

F1-Score: The harmonic mean of precision and recall, which
provides a balanced measure of the overall performance of the noise
elimination technique.

RMSE and MAE: RMSE (Root Mean Square Error) and MAE
(Mean Absolute Error) are common measures used to evaluate the
performance of regression models by quantifying prediction errors.
RMSE calculates the square root of the average of squared differences
between predicted and actual values. It is found by taking the square
root of the mean of the squared errors. RMSE is valuable because it
emphasizes larger errors due to the squaring process. It offers an
overall assessment of the prediction errors, while MAE computes
the average of the absolute differences between predicted and actual
values, providing a general measure of prediction error magnitude.
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2.2 Taxonomy of Noise Elimination Algorithms and Mechanisms in Social
Media Big Data

In this subsection, we present the existing classification of noise
elimination algorithms. In the vast landscape of social media data, various
noise elimination algorithms are employed to filter out irrelevant,
redundant or misleading information. Figure 2 depicts the Classification
of Noise Elimination Strategies in Social Media Big Data. The taxonomy of
noise elimination algorithms and mechanisms in social media big data can
be classified into several key dimensions as follows:

a. Preprocessing Techniques [9]:

i. Text Cleaning: Methods to remove irrelevant characters, symbols or
formatting from social media text data.

ii. Tokenization: Breaking down text into individual tokens (words,
phrases, or symbols) for further analysis.

iii. Stop Word Removal: Eliminating common words that do not carry
significant meaning in relation to noise elimination.

iv. Stemming and Lemmatization: Reducing words to their root form to
handle variations and improve consistency.

Preprocessing methods are vital for readying data for analysis,
streamlining its structure and potentially reducing its complexity.
However, they may not fully eliminate all forms of noise and might be
confined to fundamental text adjustments, possibly leading to the loss of
contextual nuances. These techniques find application in various scenarios,
such as the initial phases of text manipulation in Natural Language
Processing (NLP) endeavors or the preparation of social media content for
sentiment analysis or topic modeling.

b. Methods of Filtering [10]:

i. Sentiment analysis: It is the process of determining the emotion
or sentiment expressed in social media posts in order to filter out
irrelevant content.

ii. Profanity Filtering: Identifying and eliminating offensive or
improper language from social media data.

iii. Spam Detection: Recognizing and eliminating spam, including
irrelevant or promotional posts.



752 A.SARDER AND R. K. MONDAL

iv. Duplicate Detection: To cut down on redundancy, duplicate or
nearly duplicate posts are found and removed.

v. Bot Detection: Recognizing automated accounts or bots and reducing
noise by filtering their activity.

vi. Topic Modeling: This technique uses models such as Latent Dirichlet
Allocation (LDA) to identify the primary topics in the data and
eliminate irrelevant content.

vii. PageRank-based Filtering: Identifies and eliminates less relevant
or poor-quality content by ranking nodes in a graph (such as social
media users or posts).

Filtering techniques work well for clearly defined problems, are
simple to use and comprehend and are very accurate for some kinds of
noise. But they require constant updates to rule sets, require substantial
computational resources for large datasets, may not adapt well to new or
evolving types of noise, have limited scope in only addressing predefined
issues and may misclassify content with ambiguous or mixed sentiments.
These techniques can be effective in filtering spam emails or comments on
social media platforms, maintaining clean and appropriate user-generated
content and removing redundant posts or messages in forums and chat
groups, enhancing customer feedback analysis by focusing on relevant
sentiments, identifying and removing noise in content analysis tasks.

¢. Machine Learning Approaches [11], [12], [37]:

i. Supervised Learning [13]: Training models using labeled data to
classify social media posts as noisy or non-noisy.

ii. Unsupervised Learning: Utilizing clustering or anomaly detection
algorithms to identify patterns and outliers that represent noise.

iii. Semi-Supervised Learning: Combining labeled and unlabeled data
to train models for noise elimination.

These approaches can handle complex and evolving noise patterns,
be flexible for accommodating new and unseen data and exhibit high
accuracy with sufficient training data. But they require large amounts of
labeled data for training (supervised learning) and are computationally
intensive. However, the model performance heavily depends on the caliber
of training data. In real-time scenarios, these approaches can classify social
media posts to detect spam or irrelevant content, identify anomalous user
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behavior in social networks, filter noise in user-generated content based
on learned patterns.

d. Community Detection [14]:

i. Identifying and analyzing communities or groups of users with
similar characteristics or behaviors in social media networks.

ii. Leveraging community structure to identify and filter noise within
specific user groups or communities.

iii. Spectral Clustering utilizes eigenvalues of graph-derived matrices
to conduct dimensionality reduction prior to clustering in reduced
dimensions.

iv. Label Propagation assigns labels based on the labels of neighboring
nodes, iteratively updating until a stable state is reached.

Community Detection Algorithms can be effective for
network-structured data, reveal hidden patterns and relationships within
social networks, and detect outliers or noise based on community structure.
But they may not work well for non-network data, are computationally
demanding for large networks, their results can be sensitive to the choice
of parameters and initial conditions. In practical use, these algorithms can
be utilized for detecting fake or spam accounts in social networks,
identifying irrelevant or low-quality content in community forums and
enhancing social network analysis by filtering out anomalous behavior.

e. Real-Time Monitoring and Feedback [42]:

i. Real-time monitoring of social media data to identify and filter noise
as it occurs.

ii. Utilizing user feedback or manual annotation to improve noise
elimination algorithms and mechanisms.

f. Evaluation Metrics:

i. Precision, Recall and F1-Score: Assessing the effectiveness of noise
elimination algorithms in correctly identifying and removing noise.

ii. User Satisfaction: Considering user feedback and satisfaction with
noise elimination results.
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g. Statistical Methods:

Outlier Detection: Identifies data points that deviate significantly
from the rest of the dataset using statistical measures (e.g., z-scores,
Mahalanobis distance). z-scores measure the number of standard
deviations a data point is from the mean. Mahalanobis distance considers
correlations between variables to measure the distance between a point
and a distribution. Simple statistical approaches can be effective for
numerical data, identifies extreme deviations that may indicate noise, may
not capture complex noise patterns, are limited to specific types of data
(e.g., numerical) and can be sensitive to the distribution of data. They
detect anomalies in user behavior on social media platforms, identify
abnormal posts or interactions that deviate from typical patterns and
enhance data quality in Social Media Analytics by removing statistical
outliers.

=

Figure 2

Classification of Noise Elimination Strategies in Social Media Big Data
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h. Hybrid Approaches

Hybrid approaches integrate the simplicity and specificity of
rule-based methods with the adaptability and accuracy of machine
learning techniques, thus improve robustness of noise detection and
handle a broader range of noise types. Hybrid approaches integrate the
simplicity and specificity of rule-based methods with the adaptability and
accuracy of machine learning techniques, thus improving the robustness
of noise detection and handling a broader range of noise types.

By employing these diverse algorithms, social media platforms can
effectively enhance the data quality and ensure more accurate analytics
and insights.

Below table 1 is a summary of noise elimination policies presented in
tabular format, highlighting different strategies, their approaches,

advantages, disadvantages and use cases.

Table 1

Summary of Noise Elimination Policies

Noise
Elimination Approach Advantages Disadvantages | Use Cases
Policy
Rule-Based |Predefined rules |Simple to Limited Social
Filtering to detect and implement and |flexibility, media
filter noise (e.g., |understand requires constant |platforms,
spam, profanity) updates forums
Machine  |Trained models |High accuracy, |Requires large News
Learning  |[to identify noise |adaptable to datasets and aggregation,
Filtering  |patterns new noise computational brand
patterns resources monitoring
Hybrid Combination of |Balances Increased Customer
Filtering  |rule-based and  |simplicity complexity, service,
machine learning |and accuracy, |needs careful event
techniques adaptable integration monitoring
User Collecting user  |Leverages Dependence on  [Social
Feedback feedback to refine [human user participation, |media
Mechanisms |filters judgment for  |potential biases |moderation,
accuracy community
forums

Contd...
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Real-Time |Continuous Immediate Resource Real-time
Monitoring |monitoring with |action, adaptive |intensive, event
and dynamic feedback|learning complex to monitoring,
Feedback |adjustment implement social
media
platforms
Content-  |Analyzing Effective for Can miss News feeds,
Based content specific types of [nuanced content
Filtering characteristics noise (e.g., fake |noise, context recommendation
(e.g., keywords, |news) dependency systems
context)
Collaborative |Using collective |Leverages Vulnerable to E-commerce
Filtering input from crowd groupthink, reviews,
multiple users to |intelligence, slower response |social media
identify noise scalable ratings
Spam Specific Efficient for May need Email
Detection |algorithms to large volumes of |frequent updates, |filtering,
Algorithms |identify and repetitive noise |can produce false |social
remove spam positives media
comment
sections
Duplicate |Identifying Reduces Can be Data
Detection |and removing redundancy, computationally |aggregation
duplicate content |improves data |intensive, platforms,
quality complex logic content
required management
systems
Profanity = |Detecting and Maintains Contextual errors, |Social media
Filtering  |removing platform can be bypassed |platforms,
offensive decency, by users online
language straightforward gaming
implementation communities
Sentiment |Analyzing Provides Sentiment Customer
Analysis  [sentiment to insights into detection feedback
filter negative or |user sentiment, |errors, requires analysis,
irrelevant content |versatile contextual brand
applications understanding ~ |monitoring

3. Challenges in Social Media-Based Noise Elimination Strategies

Review of the literature shows that noise elimination in big data from
social media has faced some challenges. Although noise elimination in
social media big data has been widely studied, the current state is still far
from ideal. In this section, we review the challenges in noise elimination
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with the aim of designing improved noise elimination strategies in the
future. Some studies have mentioned challenges for the social media-
based noise elimination mechanisms ([5], [6], [11], [12], [13], [15], [16], [17],
(18], [19]).

Eliminating noise in social media data presents several unique
challenges due to the dynamic and unstructured nature of the data.
Outlined here are some of the main challenges:

a. Volume, Velocity and Variety of Data:

e Volume: Social media generates an enormous amount of data
every second. Managing and processing such large volumes in
real-time to eliminate noise is a significant challenge.

e  Velocity: The rate of new data generation and processing
requirements is exceptionally fast. Real-time noise elimination
must keep up with this rapid data flow.

e  Variety: Data manifests in diverse formats, such as text, images,
videos and audio. Each type requires different noise elimination
techniques, adding complexity to the process.

b. Unstructured and Semi-Structured Data: Most of the data from
social media is unstructured or semi-structured, making it difficult
to apply traditional noise elimination methods that work well on
structured data.

c. HighDimensionality: Social media data often includes a large number
of features (e.g., hashtags, mentions, multimedia content). Handling
high-dimensional data without losing important information while
eliminating noise is complex.

d. Dynamic Content and Evolving Language: Language and trends
on social media change rapidly. New slang, hashtags and memes
emerge frequently. Noise elimination algorithms must continuously
adapt to these changes to remain effective.

e. Context Sensitivity: The context of used words or phrases can
change their meaning significantly. Algorithms need to understand
the context to differentiate between noise and relevant information
accurately.

f. Spam and Malicious Content: Identifying and filtering out spam
and other forms of malicious content (e.g., phishing links and fake
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news) poses a challenge because of the advanced methods employed
by malicious actors to avoid detection.

Ambiguity and Sarcasm: Social media users often use ambiguous
language, sarcasm, or irony, which can confuse noise elimination
algorithms and lead to misclassification of relevant content as noise.

Privacy Concerns: Analyzing and processing social media data for
noise elimination must be done in a way that respects user privacy
and complies with regulations like GDPR. Finding the right balance
between noise elimination and privacy poses a major challenge.

Received socipl media big dataset

Data Pracess for TE-IDF
Comvartingtes, Word B Z R
0. Tokenizstion Remaval $EaEwEs |t

[ =
Filtered social media data set
| Retrieval
Fiered noise-reduces data
Figure 3

(TF-IDF) based Model for Noise Elimination
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i. Multilingual and Multicultural Data: Social media platforms host
users from all over the world, leading to content in multiple languages
and cultural contexts. Developing noise elimination techniques that
work across languages and cultures is complex.

j. Integration of Different Noise Elimination Techniques: Combining
various noise elimination methods (e.g., rule-based, machine
learning, hybrid approaches) into a coherent system that works
effectively across different types of noise and content formats is
challenging.

k. Computational Resources: Real-time noise elimination in large-scale
social media data requires substantial computational resources,
including powerful processors, large memory capacities and efficient
algorithms.

L. User Interaction and Feedback: Incorporating user feedback
to improve noise elimination algorithms can be useful but also
introduces challenges related to collecting, processing and
integrating this feedback in a meaningful way.

To address these challenges, researchers and practitioners often
employ a combination of techniques, such as NLP, machine learning,
sentiment analysis, network analysis, and anomaly detection. Leveraging
advanced computational resources, such as cloud computing and
distributed processing, can also help in handling the scale and velocity of
social media data. Effective noise elimination in big data from social media
requires addressing these challenges through innovative and adaptable
strategies. Solutions must be scalable, capable of adjusting to different
contexts and equipped to manage the varied and ever-changing content
found on social media platforms. Balancing accuracy, efficiency and
privacy is crucial to developing robust noise elimination systems that can
keep pace with the ever-changing landscape of social media.

4. Survey on existing noise elimination mechanisms in social media
big data

Here are some examples of existing noise elimination algorithms and
mechanisms in big data from social media with detailed explanation,
along with their characteristics, strengths, weaknesses and real-life
applications with the help of diagrams where applicable.
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4.1 TF-IDF (Term Frequency-Inverse Document Frequency) ([14], [20], [40]):

a) Characteristics:

TF-IDF assesses the significance of a word in a document set.
It is calculated as the product of two metrics: term frequency
(TF) and inverse document frequency (IDF).

Term frequency (TF) gauges how often a word appears in a
document, while inverse document frequency (IDF) measures
the importance of the word across the entire collection of
documents.

tf-idf(t,d) = tf(t, d) * idf(t) where:
tf(t, d) = Number of times term t appears in document d

idf(t)=log(Total number of documents / Number of documents
with term t in it)

b) Advantages: Effective in identifying and removing irrelevant or
low-quality content, such as spam and low-information posts.

¢) Disadvantages: Might not encompass contextual nuances and could
be susceptible to variations or changes in vocabulary over time.

d) Real-life application: Applied in social media surveillance and
content curation to filter out noise and focus on the most relevant
and informative posts.

TF-IDF can be implemented in four steps: 1: Data Pre-processing, 2:
Calculating Term Frequency, 3: Calculating Inverse Document Frequency,
4: Calculating Product of Term Frequency & Inverse Document Frequency.
(TF-IDF) based Model for noise elimination is shown in Figure 3

4.2 Latent Dirichlet Allocation (LDA) ([19], [21]):

a) Characteristics: LDA is a topic modeling algorithm that identifies
latent topics in a collection of documents.

It assumes that each document is a mixture of various topics
and each topic is a distribution over a fixed vocabulary of terms.

The algorithm learns the topic distributions and the topic
proportions for each document in an unsupervised manner.
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The Role of LDA in Noise Elimination from Social Media Big Data

b) Advantages:

Socizl Media Big Data

Data Preprocessing

-Tokenization
-Normalization
-Remove Punctuation
-Stemming
-Stopwards removal

:

Document Representation

- Bag-of-Words (BoW) Matrix
~TF-IDF Matrix

+

LDA Topic Modeling

- Model Training

-Topic Extraction
-Document-Topic Distribution

Noise Filtering

- Topic Analysis
- Document Fiitering

Cleaned Social Media Data

Figure 4
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i)  Effective in detecting and removing content that does not align
with the dominant topics, such as off-topic or irrelevant posts.
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ii) Useful for identifying and grouping similar content, enabling
better filtering and curation.

c) Disadvantages:

i) It is computationally intensive and may require careful
parameter tuning.

ii) May not capture all the nuances and context of the content,
leading to potential misclassification.

d) Real-life application: Used in social media analytics to identify
and remove noise by grouping and filtering content based on its
relevance to the topic.

The diagram (Figure 4) illustrates the role of LDA in noise elimination
from social media big data:

Social Media Big Data: The unprocessed data sourced directly from
social media platforms, including noisy and irrelevant information.

1. Data Preprocessing: Initial steps to clean and prepare the data for
analysis, removing extraneous elements.

2. Document Representation: Conversion of text data into numerical
formats suitable for topic modeling.

3. LDA Topic Modeling: Application of LDA to discover topics and
represent documents as distributions over these topics.

4. Noise Filtering: Using the topic distributions to filter out documents
associated with irrelevant or noisy topics.

5. Post-Processing: Reconstructing the dataset with filtered data and
assessing the effectiveness of the noise reduction process.

6. Cleaned Social Media Data: The final output consisting of social
media data with reduced noise, focused on relevant topics.

By leveraging LDA in this structured approach, we can notably
improve the caliber of data in social media, making it more useful for
subsequent analysis and decision-making processes.

4.3. Anomaly Detection using One-Class Support Vector Machines (OC-SVM) [43]

a) Characteristics:

i)  Anomaly detection using One-Class Support Vector Machines
(OC-SVM) is a potent method for identifying and eliminating
noise in social media big data.
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b)

ii) The OC-SVM is trained on a dataset comprising only ‘normal’
data, allowing it to detect and filter out anomalous data points
that exhibit significant deviation from the norm.

Advantages: Effective in detecting and removing spam, bots,
irrelevant content, fake accounts, or other anomalous activities on
social media platforms.

Disadvantages: May require a well-defined set of normal data to
train the model effectively.

Real-life application: Applied in the detection of fraudulent activities
and moderation of content in social media to identify and remove
harmful or suspicious content.

Process and Components:

Data Collection: Collect extensive amounts of social media content,
such as posts, comments, and user interactions.

Data Preprocessing:

i. Text Cleaning: Remove unnecessary elements, such as stop
words, punctuation and special characters.

ii. Tokenization: Split text into individual tokens or words.

iii. Feature Extraction: Convert text data into numerical features
suitable for model training (e.g., TF-IDF, word embeddings).

Training Data Preparation:

i. Select a subset of data representing regular or relevant
information.

ii.  This subset functions as the training dataset for the OC-SVM.

Model Training (OC-SVM): Train the OC-SVM model on the normal
data to learn its characteristics and boundaries.

Anomaly Detection:

i. Apply the trained OC-SVM model to the entire social media
dataset.

ii. The model classifies each data point as regular or anomalous.

Noise Filtering: Remove the data points identified as anomalies

(noise) by the OC-SVM.

Post-Processing:
i. Reconstruction: Compile the cleaned dataset containing only
normal data points.
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ii. Evaluation: Assess the quality and relevance of the cleaned data.

Figure 5 illustrates the role of OC-SVM in noise elimination from
social media big data.
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Figure 5
The Role of OC-SVM in Noise Elimination from Social Media Big Data

4.4 Emotion-based Filtering ([22], [23], [24])

a) Characteristics:
1. Emotion-based Filtering is a method employed to enhance the
caliber of social media data by identifying and filtering out
noisy data based on emotional content.
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b)

9]

d)

2. The process involves analyzing the emotional tone of
user-generated content, such as comments, posts and reviews
and removing or flagging content that does not align with
the desired emotional spectrum. This approach helps in
maintaining a consistent quality of data, which is essential for
various analytical objectives.

Advantages: Filtering out noisy data improves dataset quality
and relevance, enables focused analysis for accurate insights,
automates processing of large data volumes, and effectively removes
non-informative content like trolling or sarcasm.

Disadvantages: Implementing effective emotion detection and
filtering algorithms is complex, potentially biased, computationally
intensive and difficult because of the informal and varied language
used in social media.

Real-life application: Emotion-based filtering in monitoring of
social media and customer service helps identify relevant customer
feedback, enhances brand monitoring by focusing on constructive
comments and aids mental health analysis by filtering data to meet
specific emotional criteria.

Figure 6 demonstrates the role of Emotion-based Filtering in noise

elimination from social media big data:

4.4.1. Components of Emotion-based Filtering

a.

Social Media Data: The unprocessed data gathered from diverse
social media platforms, encompassing comments, posts, reviews,
tweets, etc.

Data Preprocessing: Initial cleaning steps such as removing
duplicates, handling missing values and normalizing text to prepare
the data for further analysis.

Emotion Detection: This component involves:

i) Sentiment Analysis: Determining the sentiment polarity
(positive, negative, neutral) of the text.

ii) Emotion Classification: Identifying specific emotions conveyed
in the text, like joy, sorrow, frustration, fears, etc.

Positive Sentiment Identification: Extracting data with positive

sentiments, this is often considered relevant and high-quality.
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Negative Sentiment Identification: Identifying data with negative
sentiments, which may include noise or irrelevant content.

Noise Identification: Using the results from the emotion detection
step, this component identifies noisy data. Noisy data in this context
could be:

i)  Negative Emotion: that is overly negative or toxic, which might
not be useful for the intended analysis.

ii) Irrelevant Emotion: Content with emotions which are irrelevant
to the analysis goals.
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Figure 6

The Role of Emotion-based Filtering in Noise Elimination from
Social Media Big Data
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g. Emotion-based Filtering: The identified noisy data is filtered out.
This could involve removing the data or flagging it for further
review, based on the particular needs of the analysis.

h. Cleaned Data Output: The resultant dataset after filtering, which
is anticipated to exhibit superior quality and be more relevant for
analysis.

Emotion-based Filtering is a powerful tool for enhancing the quality
of social media data, rendering it more suitable for various analytical
purposes by removing emotionally irrelevant or noisy data.

4.5. Graph-based Approaches ([25], [26]):

a) Characteristics:

i

ii.

iii.

Relational Modeling: Graph-based models represent social
media data as networks, capturing complex relationships and
interactions, which helps identify patterns and anomalies not
evident in flat data models.

Scalability and Unsupervised Learning: These models handle
massive social media data scales using distributed processing
and can identify patterns and outliers without labeled data,
beneficial in evolving noise characteristics.

Contextual Understanding and Temporal Dynamics: They
incorporate semantic context, capturing evolving data
dynamics to filter context-dependent noise and are robust to
noise and missing data, providing interpretable insights and
multidimensional analysis. To illustrate the role of graph-based
approaches in noise elimination from social media big data, we
can create a flow diagram that visually represents the process
and explains the different components as follows:

Social Media Data Collection: Aggregating raw data from
multiple social media platforms, including posts, comments
and interactions.

Data Preprocessing: Preparing the data for analysis. This
involves multiple steps: i) Text Normalization: Standardizing
text (lowercasing, removing punctuation, etc.). ii) Tokenization:
Segmenting text into individual words or phrases. iii) Stop
Words Removal: Eliminating common, non-informative words
(e.g., “the”, “and”, “is”).
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Graph Construction: Creating a graph structure where nodes
represent data points (e.g., users, posts) and edges represent
relationships or interactions.

Community Detection: Identifying clusters within the graph to
group similar data points, analyze community properties for
anomalies and treat unusual communities as potential sources
of noise in social media data.

Anomaly Detection: Using graph-based algorithms to identify
outliers within communities, associate anomalies with potential
noise and prioritize their analysis and elimination to enhance
the overall noise detection and filtering process.

Label Propagation: Propagating known labels through the
graph to infer labels for unlabeled nodes, using algorithms
like Random Walk with Restart, Harmonic Function and Label
Spreading, helps identify potential noise based on the spread
and confidence of the propagated labels.

Noise Identification: Isolating data points identified as noise
based on their anomalous behavior or inconsistency with
community labels, using structural, temporal and behavioral
analysis, to prioritize and eliminate the most problematic
elements in the social media graph.

Graph-based Filtering: Applying filtering techniques to remove
or correct noisy data points identified in the previous step,
using noise scoring or ranking mechanisms based on graph-
based features and leveraging anomaly detection, community
detection and centrality measures to selectively filter high-noise
elements while preserving the overall graph structure.

Advantages of Graph-based Approaches in Noise Elimination
from Big Data in Social Media: Graph-based techniques can
effectively detect and remove content from suspicious or
malicious accounts, as well as identify and eliminate low-quality
connections by leveraging structural insights, community
detection, scalability, rich representations, flexibility and
anomaly detection.

Disadvantages of Graph-based Approaches in Noise Elimination
from Big Data in Social Media: Graph-based noise elimination
methods require extensive data on the social network structure,
which might not always be accessible and face challenges such
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as complexity, overfitting, data quality dependence, algorithm
sensitivity, interpretability issues and resource intensity,
impacting real-life applications like social media platform
moderation.

Example Use Case: For Twitter spam detection, leveraging
graph-based methods offers advantages like gaining structural
insights and detecting spam communities, but faces challenges
in complexity and dependence on data quality, given the
massive scale of interactions.

Clean Data Output: Producing a refined dataset with reduced
noise, ready for further analysis or modeling.

This diagram (Figure 7) and the accompanying explanation provide a
clear overview of how graph-based approaches can effectively eliminate
noise from social media big data. Each step in the process contributes to
improving the data quality, making it more reliable for subsequent

analysis.

The following Table 2 provides a brief overview of past studies on
social media big data-based noise elimination techniques:
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5. Discussion and Statistics

In this section, we present helpful insights from the articles we’ve
analyzed. Figure 8 effectively illustrates the distribution of these articles
across different years, from 2003 to April 2024. The figure shows that each
slice represents the number of articles published in that year; for example,
the highest counts are in 2016 and 2021, each with 8 articles. The figure
also highlights the annual percentage of articles published. Notably, 2018
and 2023 stand out with significant numbers. Specifically, 5% of the articles
were published in 2014 and 2015, 14% in 2016, 11% in 2018, another 14% in
2021 and 11% in 2023. Overall, this means that 61% of the articles have
been published in the past seven years, showing significant recent growth
in research.

The distribution of the studied articles from different publishers is
shown in Figure 9. In the figure, the article frequency for each publisher is
represented on the corresponding slice, with 13% of journals belonging to
IEEE. To further analyze the primary publication sources of the articles,
7% of the literature is associated with Elsevier, 13% with Springer, 4% with
ACM, 7% with SAGE Journals, 7% with MDPI open-access scientific
journals, 7% indexed on ResearchGate (a popular online hub) and 43%
attributed to others.

2024;5%  2003;2%

2023;11%

2022;7%
2015;5%

2021;14% 2016;14%

2017;2%
2020; 7%

2018; 11%
2019;5%

Figure 8
The Distribution of Studied Articles over Time from 2003 until April 2024
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The Distribution of Studied Articles based on Different Publishers

In figure 10, the article frequency for each technique is represented
on the corresponding slice,it shows that around 5% of the studied
techniques used TF-IDF, 5% used Latent Dirichlet Allocation (LDA), 5%
applied anomaly detection using OC-SVM, 5% focused on emotion-based
filtering, 5% used graph-based approaches, and 5% applied Natural
Language Processing (NLP). Hybrid approaches combining two or more
methods accounted for about 31%, while the remaining 39% included
other techniques or survey studies related to noise reduction or removal in
social media big data. We see that the majority of studies have concentrated
on various other techniques like autoencoder, deep learning, label noise-
robust methods, Deep Neural Networks, Sentiment Analysis, methods for
treating label noise in big data contexts, Multi-step approach for validating
search terms, Data exploration, preparation, parsing, feature selection
techniques, Measures of Central Tendency, Noise Web Data Learning
(NWDL) algorithm, different filtering techniques, Noise-Tolerance
Community Detection, Structured Low Rank Approximation, Neural
Networks (CNNs), various classification algorithms, etc.
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An Overview of Types of Noise Elimination Mechanisms Addressed by the
Reviewed Techniques

6. Open Issues in Noise Elimination in Social Media Big Data

Addressing noise elimination in social media big data presents
several challenges, including data quality and availability issues such as
incomplete datasets and access limitations resulting from privacy policies.
Algorithm complexity and scalability are also significant challenges, as
many algorithms are computationally intensive and struggle to handle the
large-scale, high-velocity nature of social media data. The dynamic and
evolving nature of social media necessitates adaptive algorithms that can
comprehend context and adapt to evolving semantics. Bias and fairness
concerns arise from potential algorithmic bias and the risk of over-filtering,
which can result in the removal of legitimate content. The interpretability
and transparency of many advanced algorithms, particularly those based
on machine learning, are limited, eroding user trust. Integrating
multimodal data from various sources adds complexity, as does ensuring
real-time processing with low latency. User and content diversity,
including language, cultural variations, and behavioral differences, further
complicate noise detection. Ethical and privacy concerns must be balanced
against the need for noise elimination. Standardized benchmarks and
robust validation methods are necessary to evaluate the efficacy of noise
elimination techniques. Further research in these areas is crucial for
advancing noise elimination in social media big data, ensuring accuracy,
efficiency and fairness.
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The combined Fuzzy Naive Bayesian approach, coupled with a
supervised FS wrapper-based bidirectional elimination technique, can
enhance predictive classification accuracy by selecting essential features
and removing meaningless, incorrect and erroneous data. This hybrid
method leverages fuzzy logic to handle uncertainty and Naive Bayes
classification for probabilistic predictions, while the supervised FS
wrapper iteratively adds and removes features to optimize performance.
Our survey reveals that only a few articles have addressed these topics. By
refining the dataset and focusing on relevant information, this approach
minimizes noise, making it a promising avenue for future research in
social media, particularly for achieving significant noise reduction in
social media data.

7. Conclusion and Future Work

This survey has comprehensively reviewed various noise elimination
techniques applied to social media big data, highlighting their strengths,
weaknesses and appropriate use cases. Social media data, characterized
by its high volume, velocity and variety, inherently contains significant
noise, which can adversely affect data analysis and insights. We categorized
noise elimination methods into several major approaches, including
machine learning-based algorithms, natural language processing (NLP)
techniques, signal processing methods, statistical approaches,
graph-based algorithms, heuristic and rule-based methods, hybrid
techniques and deep learning approaches. Each category was evaluated in
terms of its effectiveness, computational efficiency and relevance to
various forms of noise and data structures in social media. Our examination
emphasizes the importance of selecting the appropriate noise reduction
method, taking into account the unique characteristics of the dataset and
the type of noise present.

The evolving landscape of social media and the continuous influx of
new data present ongoing challenges and opportunities for research on
noise elimination. Future work can focus on several key areas: developing
advanced deep learning models like transformers to improve noise
detection in textual and multimedia data; enhancing real-time noise
elimination techniques for immediate filtering during live events;
investigating methods to eliminate noise from data aggregated across
multiple platforms; creating context-aware algorithms to filter noise based
on data context adaptively; improving scalability and robustness to handle
growing data volumes; leveraging user feedback and community-driven
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signals for algorithm refinement; and exploring multi-modal noise
elimination techniques to process and filter noise across text, images,
videos and audio simultaneously.

In conclusion, while significant progress has been made in developing
noise elimination techniques for social media big data, the dynamic nature
of social media requires ongoing research and innovation. By addressing
the outlined future directions, the discipline can further enhance the
quality and reliability of insights extracted from social media, ultimately
supporting better decision-making and a deeper understanding of social
phenomena.
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