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Abstract
Graphical User Authentication (GUA) is an image-based password system that 

leverages the human tendency to remember visuals more effectively. This methodology 
enables users to effortlessly generate and recall passwords. The three important parameters 
for any graphical based password system are Usability, Randomness and Security. Usability 
deals with the system adaptability, memorability, flexibility, User satisfaction etc. On the 
other side randomness is about Hotspot Coverage, Click Point Clustering, Spatial Patterns, 
J-statistics etc. This paper is an attempt to initially develop an image-based authentication 
system that is usable, venerable in terms of randomness. In addition, it is necessary to build 
a strong security authentication process where the attackers are unable to access the system. 
The past research study claims the diversity between the usability and security aspect. 
The focus of this research study is to analyze the impact of various security attacks on the 
proposed system and the possible solution to avoid them.

Subject Classification:  68P30, 68P25.

Keywords: Graphical user authentication, Usability, Randomness, Security attacks.

1.  Introduction

The basic requirement of security in Information is achieved by 
authentication system. The findings of the past studies in this domain 
states that the GUA systems are better than any textual based authentication 
system. GUA supports memorization and higher usability, difficult to 
crack, easy to remember, random and hard to guess [1]. In addition, it has 
been noted that the advancement of the GUA system has parallel 
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challenged in increasing the venerable security attacks. Thus, to minimize 
the intensity of cybercrimes it is necessary to build the strong GUA system 
which can optimally serve in its usability, more random as well as strongly 
secured [2]. 

The walk through of this research study starts with the available 
literature in the domain of information security and previous GUA system. 
This section also covers the various types of security attacks and their 
solutions. The section of initial lab study determines the proposed 
authentication systems with on the basis of the usability, randomness and 
security [3]. The next section of analysis of various security attacks 
provides the information as well as the optimum solution for the security 
measures applicable to the proposed system. The objective of this study is 
to make the proposed GUA system a robust one which can handle any 
complex security attack.

2. Existing Approach towards Usability Aspect

2.1 Success Rate and Average Duration of Login

Table 1 
Success Rate AAnd Average Duration Of Login Time

PassMap [11] Origin Verification
Login-Rate (the first Attempt) 72/95(75.78%) 82/95(86.31%)
Average duration of completion 
(in seconds) 37.8 20.3

Standard-Deviation (in Sec.) 9.3 8.4

A Password Authentication 
Scheme that Combines both Text 
and Image Elements [17]

Login Success Rate
(after a week)

Login Success Rate
(after a month)

90.38%(47/52) 75%(39/52)

2.2 Usability -Explorative Statistics for User Satisfaction

•	 �On the basis of Excellent and Very good responses for the first four 
parameters as shown in Table 1, there is an increase in the system 
adaptability in terms of password remembrance in due course of 
time.

•	� For next four parameters the positive trends in terms of excellent 
and very good reflect almost 50% of the share.

•	 The user wants more flexibility for click point selection criterion.
•	� The system innovative in terms of excellent shares the highest 

contribution. Figure 1, and Table 2, 3 and 4 shows the overall analysis 
of the literature.
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Figure 1
Explorative Statistics

2.3 Descriptive Statistics for User Satisfaction

2.3.1 ANOVA One Way

Table 2
Single Factor Scheme of ANOVA

Sets Values Cumulative Mean Variance

RememberPass1 100 307 3.07 1.823333

RememberPass2 100 351 3.51 1.585758

RememberPass3 100 373 3.73 1.512222

RememberPass4 100 385 3.85 1.421717

ANOVA
Selection S.S d.f M.S F. F .crit

Inner Groups 35.4 3 11.8 7.441238 2.627441

Within Groups 627.96 396 1.585758

Total 663.36 399
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2.3.2 Post Hypothesis Analysis

Table 3
Post Hypothesis Analysis
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Mean 3.07 3.51 3.73 3.85 3.42 3.38 3.37 3.28 3.18 3.66

Standard Error 0.13 0.12 0.12 0.12 0.12 0.12 0.12 0.13 0.11 0.13

Median 3 4 4 4 3 3 3 3 3 4

Mode 2 5 5 5 3 4 3 2 3 5

Standard Deviation 1.35 1.26 1.23 1.19 1.22 1.18 1.22 1.29 1.12 1.31

Sample Variance 1.82 1.59 1.51 1.42 1.50 1.39 1.49 1.68 1.26 1.72

2.3.3 Correlation Analysis

Table 4
Correlation Analysis

Parameter
Willing 

Proposed 
System

Password 
Secure

3D Shape
Flexible

Image 
Selection

Click 
Point 

Selection

System 
Innovative

Willing Proposed 
System

1

Password Secure 0.16 1

3DShapeFlexible 0.23 0.09 1

Image Selection 0.14 0.245 0.20 1

Click Point 
Selection

0.15 0.23 0.06 0.09 1

System 
Innovative

0.37 0.26 0.09 0.41 0.09 1
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3.  Proposed Approach

3.1 The Entropy Approach

The most common measure of password quality is entropy, with 
Shannon entropy being the most popular[7]. The entropy is high for the 
images having more numbers of hits which indicates that the images 
having a greater number of clicks generates more randomness. Thereby 
degree of security is high. This avoids the attacker to guess the clickable 
points. 

On the other hand, the images of low entropy can be guessed easily 
by attacker.

The entropy of password can be calculated with the expression as: 
	 H(x) = N* log 2 (|L’||*O1||*C1|)  	 (1)

•	 N represents the length or number of runs or rounds. 
•	 L denotes the collection of photos.
•	 O denotes the object set for hotspot points.
•	 C denotes the selection area, divides a picture into a total of 9 regions.

Table 5
Entropy of Existing and Proposed system

Technique Name Entropy N L O C
Schemes based on text (With as long as 6 
characters) [4] 39.36
Pass face-like gnometric plans (4 runs, 9 shots)[4] 12.68
Plans for locimetry that are like Passpoint (4 loci, 
30 salient points) [4] 19.69
3D GUA suggested a plan (4 chosen pictures) [4] 41.29 4 16 16 5
Hexagon Entropy [8] 35.56 2 150 150 10 to 36
Association-based graphical password [9] 35.63 4 30 4 4
Proposed System

Cube 72.81 6 6 150 5

Cylinder 58.05 5 5 125 5

Hollow Cube 43.86 4 4 100 5

Sphere 30.41 3 3 75 5
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3.2 The Shoulder Surfing Attack

Table 6
Comparative Analysis of Shoulder-Surfing Attack

Existing System
Password length. Two Three Four Five Six
Avg. No. of Observations. (M) 1.746 2.629 2.906 2.753 2.290
Remark. Observation needs more than thrice as much
Proposed System
Password length. 2 3 4 5 6
Avg. No. of Observations. (M) 2.6432 3.1077 3.458 3.7356771 3.9647
Remark. Observation needs more than thrice as much

4.  Results

Table 7
Comparative Analysis with attempts and Duration
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Week 1 69 0 54 1 9 44 81.48 % 2:37

Week 2 164 0 124 4 15 105 84.68 % 2:15

Week 3 164 0 292 4 22 266 91.10 % 2:04

Week 4 164 0 456 5 30 421 92.32% 2:02

Fortnight 1 164 0 655 14 37 604 92.21% 2:01

Fortnight 2 164 0 823 19 44 760 92.35% 2:00

One Month 164 0 1178 25 51 1102 93.55% 1:59

In proposed system, we have provided 3 level security, so we are 
getting enhanced successful registration 91.10% as shown in Table 3. we 
have compared our work with this author paper [2]. Table 5, 6, 7 and 8 
shows the analysis of the proposed system based on various parameters.
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Table 8
Successful Authentication

Systems Successful Authentication
Proposed System- 
(3-factor authentication system)

91.10%

Existing System-
(2-factor authentication system)
An Innovative Two-Factor Authentication 
System That Uses Image Recognition and Pre-
Existing Relationships Between Users (2)

70.35%

5.  Conclusions

The variations in the existing GUA systems have provide the scope of 
the proposed system. As in design phase of this proposed system, the 
security parameter has been also analysed to make it most robust and even 
more convincing to the end users.The major highlights of this study 
include password entropy and the crucial shoulder surfing attack. The 
study provides a better comparative result in terms of high entropy value 
for the images having maximum numbers of hits, that ultimately helps in 
reducing the guessability of the attacker. The entropy value of the proposed 
system when compared to the existing systems reflect the hike by 9% more 
and hence proves it is more secure. In terms of the Shoulder surfing attack, 
pre-assumptions related to the comprehensive proposed GUA system are 
stated for the fair calculations. The end results strengthen the security of 
the proposed system. It can be observed that with increase in the password 
length also provide the scopes of increase in the number of observations 
which stands the more impossible case for the attacker. In case of other 
graphical attacks, the proposed system also provides a much better scope 
of the security. 
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