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Abstract
SARC virus, Coronavirus, Ebola and bird flu have all caused pandemics in the last few 

decades. Most of these diseases spread through the air when someone coughs, sneezes or 
even talks. The government makes citizens wear masks. Furthermore, all academic activities 
are conducted in virtual mode as a result of this predicament, making taking attendance 
of pupils difficult while they are wearing masks on their faces. To overcome this issue, 
the proposed work will track a student’s attendance while using ResNext-101 in a virtual 
classroom setting. ResNext-101, a deep learning technique, is used on masked faces in this 
work and it is a good model for accurately detecting masked faces. By using the Gaussian 
data augmentation approach, the outcome reveals a level of accuracy of 51.70 percent with 
a loss of 1.9452.
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1. Introduction
Due to technological advancements, the security of any organization’s 

gadgets is at risk of fraud, tampering and hacking among other 
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things[1], [2]. Several authentication procedures are employed to check 
the authenticity of the user to avoid this problem. Radio Frequency 
Identification (RFID), fingerprint, facial recognition and iris recognition 
are examples of authentication technologies[3]. Face recognition and iris 
recognition, together with machine learning and deep learning algorithms 
have been demonstrated to be the most accurate in terms of accuracy due 
to their exceptional level of authenticity[4]. Face recognition algorithms 
based on deep learning algorithms such as ResNet and Facenet have been 
presented by various academics in recent years[5], [6]. Some researchers 
have also developed a different method for detecting faces. However, all 
of these studies are based on full-face photographs. Because there are 
more features on a full face image, the accuracy level of face recognition 
is higher[7]. However, if a person wears a mask all of the time due to a 
pandemic-like circumstance, it is extremely difficult to track the identity 
of a person with limited features because the face is partly hidden[8], [9]. 

In the education system, attendance is a very vital aspect of the 
teaching-learning process. A genuine attendance leads to a proper effective 
learning system and hence can enhance the student’s academic outcome. 
Several types of research have been proposed to enhance academic 
outcomes by using different teaching-learning processes[10], [11]. Apart 
from the traditional teaching-learning process, nowadays education 
system transforms itself from a regular mode of class to a virtual model 
of the class by using different Internet of Things (IoT) based gadgets[12]. 
But the institutions as well as the instructor faces many difficulties while 
conducting the online classes such as false attendance, false network 
issue, slow internet connection and so on. Many types of research are 
proposed to sort out these problems utilizing IoT as it can enhance the 
tracking capability utilizing different sensors and different software-
based solutions. In the virtual model of class, generally, the students are 
logged in to a specified learning management system and their attendance 
is recorded while the class is in progress without the intervention of 
the instructor using a face recognition system installed in the Learning 
Management System.

Students may or may not wear a mask in virtual class mode. The 
institution or the person teaching the class cannot force the pupils to wear 
or not wear the mask in this case. As a result, developing a model that can 
recognize faces with or without a face mask is a difficult undertaking[13]. 
The model that has been shown to work best for full-face photographs 
may not work as well for masked images. According to prior research, 
a deep neural network requires more features to achieve a higher level 
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of accuracy[14]. However, masked faces with a masked mouth, nose 
and some elements of the cheek have a limited number of features with 
which to train the model[15]. Furthermore, several aspects of the forehead 
are obscured when a person wears a hat or a headscarf. As a result, this 
suggested effort employs ResNext-101, a deep learning-based architecture, 
to address such circumstances and challenges[16]. We also used the 
transfer learning method to train the model for faster convergence and 
accuracy in this study. In the training phase, the settings are fine-tuned on 
the faces without the mask. The model is then put to the test with masked 
faces.

1.1 Contribution
To detect the masked faces in this suggested work, a deep learning 

approach called ResNext-101 is used. Both unmasked and masked faces 
are used to test the suggested model. Because there is only one masked 
face dataset available with a small number of masked faces, this suggested 
model employs a data augmentation strategy using image flipping and 
the inclusion of Gaussian noise to increase accuracy and reduce loss[17].

The rest of the paper is laid out as follows. In the related work area, an 
in-depth assessment of the various facial recognition techniques has been 
undertaken. The materials and procedures used to recognize the masked 
faces are discussed in the following section. Following that, the outcome 
is presented, followed by a commentary in the following section. Finally, 
in the concluding section, a conclusion is reached on the proposed model.

2. Related Works
Face recognition techniques have proven to be a dominant security 

system in recent years. As a result, it attracts an increasing number of 
researchers to work in this sector. Researchers typically recognize important 
features of a face and match them to an existing database to determine a 
person’s genuine identity and permit admission to the facility. As a result, 
the extraction of key features is the most difficult task. The researchers 
used a variety of algorithms, including Machine Learning (ML) and Deep 
Learning (DL) techniques, to extract such properties. Different ML and DL 
approaches for face recognition that have been previously developed are 
covered in this section.

Principal Component Analysis (PCA) and K-Nearest Neighbors were 
utilized in the early days of face recognition. For face detection, the highest 
eigenvalues of the eigenvectors are determined. This can also be used 
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to reduce the size of a dataset by deleting unnecessary data[18]. When 
the dataset is small and the number of features that may be extracted 
is small, however, these models fail to attain a reasonable degree of 
accuracy. Some scholars have used Linear Discriminant Analysis (LDA) 
for facial recognition  [19]. This model is superior since it demands data 
variance within the same group as well as a substantial variance between 
these groups. Some researchers have proposed a face recognition model 
based on Support Vector Machines in a different way (SVM). The hyper-
plane is defined in SVM by combining the features of the two faces. The 
Cambridge OR1 database is employed in their suggested model. Different 
facial expressions and positions can be found in this database. In the same 
hierarchy, an adaboost method was applied to improve the performance 
of the classifier[20]. Adaboost has the advantage of employing weighted 
training data as well as a weighted voting method to improve the classifier’s 
performance. Recently, considerable research has been carried out to 
detect blurred faces using the Convolutional Neural Network (CNN) [21]. 
The researchers the Trunk Branch Ensemble CNN model (TBE-CNN) in 
their proposed approach to obtain a holistic representation of an image 
for CNN training. The CNN’s ability to learn from obscured insensitive 
features will be improved as a result of this. A similar strategy, presenting 
a new state-of-the-art model for huge datasets that used the weak classifier 
to rank the data that would be delivered to the annotators[22]. Because 
CNN requires a big training dataset for face recognition, UmmeAiman 
et. al. devised a method for generating the training dataset by applying 
Gaussian and Poisson noise to an existing dataset[23]. According to their 
research, utilizing this network model resulted in a significant increase in 
accuracy. Facenet, a pretrained network model, is used to recognize faces 
from a real-time video[24]. In that approach, Fnet is used to transform 
video to images and then derived euclidean space from the images to 
distinguish faces. Muhammad Zeeshan Khan and colleagues suggested 
a CNN-based face recognition system for tracking student attendance in 
a smart classroom[25]. This data is then transferred through the Internet 
of Things (IoT) devices. On the LFW dataset, they compared their model 
to the scale-invariant features transform and speed up robust features. 
However, all of the prior attempts at facial recognition have relied on 
full-face photos. Only a few attempts were made with masked faces. To 
identify the obstructed face, researchers utilized two methods. They’re 
either restringing the occluded part of the face or discarding it from the 
image [26]. Bagchi et. al. offer a closed point algorithm for registering a 
person’s face and creating a 3D representation from an occluded face[27]. 
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PCA was also utilized to reconstruct the occluded portion. Some authors 
also proposed a statistical approach for restoring the obscured section from 
a 3D model[28]. There may be an incorrect reconstruction of the obscured 
part during the facial image restoration process. As a result, incorrect face 
recognition occurs. In another approach, the authors have offer an SVM-
based discard occlusion procedure in which they divide the entire face 
image into small areas and use SVM to try to detect the occluded section, 
after which the remaining part of the face is produced using a mean-based 
weighted matrix[29]. Hariri et. al., proposed a model for the masked face 
last year. To extract the features in their model, they used the VGG-16 and 
BAG of feature algorithms[26]. In their model, the features maps for the 
cropped eye and forehead are considered using a quantization pooling 
method in VGG-16.

3. Methods and Materials
In the previous few decades, various approaches for recognizing 

human faces have been used. However, in a recent pandemic-like 
circumstance, we were required to wear face masks to avoid contamination. 
Face recognition as an authentication method, on the other hand, suffers 
the most because the algorithm is developed for the entire face. When 
the face is hidden behind a mask, the features are severely reduced and 
the current face recognition system fails to recognize the faces[8]. In 
this study, a pre-trained ResNext-101 is utilized to detect and recognize 
limited-featured face photos with greater accuracy than earlier research 
in the field. 

3.1 Method
Nowadays, the transfer learning method is used to shorten training 

time and attain a high level of accuracy. A model that has been trained and 
built using another face recognition task is applied to the present model 
via the transfer learning approach[30]. We utilized ResNext-101 to train 
our model in this method. Initially, the model is trained using a full-face 
picture database and the hyper-parameters associated with it are fine-
tuned to produce better results. The trained model is then applied to the 
masked-faced picture database to obtain the desired outcome.

3.2 Transfer Learning
In transfer learning, a pre-trained model that was previously used 

for one task is now used for another[31]. Because the dataset for the 
masked face is so little that deep learning techniques can’t be used, a 
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transfer learning technique can be used, in which the model is built on 
a big dataset. Because there are more unmasked datasets available, the 
initial model is built using these datasets and the parameters are adjusted 
accordingly. Furthermore, the masked faces databases are used to test this 
pre-trained model.

3.3 ResNext-101 Architecture
The ResNext-101 architecture is a straightforward version of the VGG-

Nets and ResNets architectures[32], [33]. The transformation approach, 
in which some processes are aggregated, is used in this proposed 
architecture to leverage the strategy of the split, transformation and 
merger[16]. The same topologies are clustered in between residual blocks 
in his architecture, which share the upper parameters. This architecture 
includes a new concept, cardinality, which refers to the magnitude of a 
set of transformations and is symbolized by the letter ‘c.’ A few factors are 
necessary due to the inclusion of cardinality. Figure 1 depicts a ResNext-101 
block with the cardinality value of 32. The aggregated transformation is 
described by equation 1. 

1( ) ( ) (1)c
i iF x T x== ∑

Where Ti(x) is the set of transformation.
In this proposed study, ResNext-101 is utilized to obtain weights from 

ResNext. MS1M is used to train the ResNext at first and subsequently, 
VGGFace2 is used to train its parameters.

Figure 1

Cardinality 32 ResNext-101 block
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3.4 Model Parameter and Dataset
This facial recognition attendance system was created using a Jupyter 

notebook and Pytorch 1.2.0 version library on a Windows 10 operating 
system. A GP104 GPU is also used.

The real-world masked face recognition dataset (RMFRD) is 
employed in this suggested study [8]. We chose the RWMF recognition 
dataset out of the three available in this dataset: Real-world masked face 
recognition, synthesized masked faces and RWMF verification dataset. 
Because this dataset only contains 5000 masked faces and approximately 
9000 unmasked faces, it is insufficient for training. So, to expand the 
masked face dataset, we added some Gaussian and Poisson noise to the 
original dataset to generate new data. As a result, we were able to build 
a dataset of 12000 masked faces of 1130 people at the end of the process. 
In addition, we selected photos with at least 12 images of masked and 
unmasked faces. The complete dataset has been divided into two parts. 
One is for training, which is kept at 67 percent of the whole dataset and 
the other is for testing, which is kept at 33 percent. All of the photos in the 
collection are reduced to a standard size of 128x128 pixels. Furthermore, 
these photos are randomly flipped throughout the training process to 
maximize data augmentation.

3.5 Parameter Tuning
Different parameter optimizers were examined to adjust the hyper-

parameter and it was discovered that SGD with momentum is the best 
candidate for unmasked faces, while Adam is the best candidate for 
the masked face dataset in terms of accuracy[34], [35]. The parameter 
optimization takes into account SGD, SGD with momentum, Adagrad, 
RMSprop and Adam optimizer. Table 1 shows a comparison of different 
optimizers in terms of accuracy. Table 2 lists the test parameters for the 
Masked and Unmasked datasets.

4. Result and Discussion
In this part, performance matrices like the FI score, Precision and 

Recall are utilized to assess the proposed model’s performance. This study 
also includes a comparison of our model to other models in the same 
field. The model is first trained on the unmasked dataset, which yields 
a better result than the masked dataset. Because the unmasked dataset 
has a larger number of photos, it performs well in terms of accuracy and 
loss. The result, however, is quite close to other state-of-the-art facial 
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recognition models like CNN and ResNet-5[36], [37]. However, comparing 
these models is unfair because they employed a different dataset for their 
model, whereas ours is based on the masked faces image dataset. Table 3 
lists some of the additional hyper-parameters that were chosen.

A drop-out layer is added to the model to keep it from over fitting, 
resulting in an accuracy level of 83.7 percent. Table 4 shows the results of 
the performance matrices.

We used the masked dataset to test our model after it had trained 
using the aforesaid hyper-parameter and produced an acceptable result. 
However, the end outcome was not adequate. A better recognition rate 
could not be produced as the number of features in the faces decreases to 

Table 1
Comparative analysis of optimizer

Optimizer SGD SGD with Momentum Adagrad RMSprop Adam

Accuracy 0.9337 0.9364 0.8963 0.9505 0.9771

Table 2
Hyper-parameter for testing

Hyper parameter Unmasked Masked

Optimizer SGD with Momentum Adam

Epoch 20 25

Batch Size 128 32

Dropout 0.4 0.3

Loss Cross-Entropy Cross-Entropy

Learning rate 0.0025 0.0018

Table 3
Additional hyper-parameter for testing

Hyper parameter Unmasked

SGD with momentum 0.8

Children for Pretrained Network 14

Decay rate 0.12

Step Size 12
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the occlusion of the face and the number of masked face photos necessary 
to train the model decreases. So we used Adam to improve our model and 
the hyper-parameters were fine-tuned once more to achieve a desirable 
level of accuracy and reduced loss. Table 5 lists the hyper-parameters for 
the masked faces.

With the above parameter, the model can achieve an accuracy level of 
51.73% and a loss of 1.9452. The performance matrices are given in table 6.

4.1 Comparative Analysis of Masked and Unmasked Dataset
A comparison of results in terms of loss and accuracy for both masked 

and unmasked faces is discussed in this section. The unmasked pictures’ 
loss vs. epoch graphs are displayed in Figure 2, while the accuracy vs. 
epochs graphs are shown in Figure 3. The loss vs. epochs plots indicate 
that the loss decreases as the number of epoch’s increases, indicating that 
the model is learning from the inputs. The loss curve for masked data, 

Table 4
Performance metrics of the model using unmasked dataset

Precise Score 0.9162

Recall Score 0.9143

FI Score 0.913

Table 5
Hyper-parameter for masked faces

Hyper-parameter Masked

Batch Size 32

Learning rate 0.0018

Decay rate 0.1

Step size 14

Table 6
Performance metrics of the model using the masked dataset 

Precise Score 0.5164

Recall Score 0.5123

FI Score 0.5048
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however, shows that as the number of masked faces decreases, the number 
of features decreases due to the occluded section of the face and so the 
loss cannot reach its minimum. Though the validation curve approaches 
a minimal value, it is still high when compared to the unmasked faces’ 
loss graph. Figure 5 displays a good curve of accuracy vs. epochs for the 
unmasked picture dataset. However, the accuracy drops to 51.73 percent 
for the masked faces dataset. As more data is required to train a deep 
neural network, the accuracy level falls as expected. To improve accuracy, 
the parameters must be fine-tuned and a larger dataset of masked faces 
should be included in the model’s training. A comparative analysis of the 
accuracy level is presented in Figure 6 to validate the result.

Figure 2
Training loss and validation loss for unmasked image dataset

Figure 3
Training accuracy and validation accuracy for unmasked image dataset
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Figure 4
Training loss and validation loss for masked image dataset

Figure 5
Training accuracy and validation accuracy for masked image dataset

Figure 6
Comparison of accuracy for masked using ResNet-50 and ResNext-101
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5. Conclusion
In recent years, airborne infections have been on the rise. 

Microorganisms that can travel via the air can infect anyone in a matter of 
minutes. Face masks have been made mandatory for all citizens to prevent 
the spread of deadly diseases. The current security system, which relies 
on face recognition, is unable to detect veiled faces. As a result, there 
is a huge demand for a new face recognition system. The ResNext-101 
deep learning algorithm is proposed in this paper for both masked and 
unmasked face recognition. With a small dataset, the model’s outcome 
indicates a high level of accuracy. This model can also be evaluated with a 
huge dataset and other data augmentation techniques. For masked faces, 
several deep learning and machine learning approaches can be utilized to 
test the capability of them in the future. 
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