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Abstract

Wireless Sensor Networks (WSNSs) are critical to IoT applications but remain highly
vulnerable to wormhole attacks, which create covert tunnels between colluding attackers.
This research proposes a hybrid intrusion detection framework combining K-Means
clustering and Decision Tree classification for efficient and interpretable wormhole attack
detection. Experimental evaluation on the publicly available “wormhole attack-Contr2”
dataset (637,863 instances) achieved 98.86% accuracy, 97.12% precision, 98.45% recall,
and 97.78% F1-score. Comparative analysis with SVM, KNN, Random Forest, standalone
Decision Tree, and standalone K-Means demonstrates superior detection performance and
computational efficiency, making the proposed framework suitable for resource-constrained
WSN and edge environments.
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1. Introduction

1.1 Background and Motivation

Wireless Sensor Networks (WSNs) support distributed sensing and
communication in different applications. These networks consist of
resource-constrained sensor nodes that communicate through multi-hop
wireless links to forward sensed information toward a base station or
gateway [1].

1.2 Wormhole Attack Threat Model

Wormhole attack is one of the most severe and difficult-to-detect
security threat [2]. In a canonical wormhole attack scenario, two or more
colluding malicious nodes establish a low-latency, high-bandwidth
“tunnel” between geographically distant regions of the network [3], [4].
The basic wormbhole attack scenario is illustrated in Figure 1.

Figure 1

Wormbhole attack with covert tunnel [5]

1.3 Research Motivation and Problem Statement

Traditional wormhole countermeasures may require synchronization,
location information, specialized hardware, or high computational
overhead [6]. Machine-learning-based IDS offer an alternative but may
face many limitations [7-9].

2. Related Work

2.1 Traditional Wormbhole Detection Approaches
Traditional wormhole countermeasures include packet-leash,
localization, topology-based, and trust-based techniques [6], [8], [9].
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2.2 Machine Learning for Intrusion Detection in WSNs

Machine learning has been widely used for intrusion detection in
WSNss [10-13]. Supervised models such as SVM, KNN, Random Forest,
and Decision Trees can classify network traffic as normal or malicious
using extracted features [7], [14]. Alshehri [11] proposed a machine
learning-based wormhole detection model for IoI and WSNSs, achieving
over 95% detection accuracy [11], [5].

2.3 Hybrid and K-Means-Based Approaches

Zaheer et al. [15] introduced a hybrid approach integrating K-Means
clustering with Decision Tree classification. Wazid and Das [16] presented
a K-Means-based hybrid intrusion detection approach for WSNs.

3. Proposed Methodology

3.1 System Architecture Overview

The proposed Hybrid K-Means-DT framework follows a two-stage
intrusion-detection architecture comprising data preprocessing, K-Means
clustering for structural feature extraction, Decision Tree classification for
attack detection, and performance evaluation. The overall workflow is
illustrated in Figure 2.
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Figure 2
Proposed Method Flow chart
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3.2 Stage 1: K-Means Clustering for Feature Enrichment

The optimal number of clusters was determined using the Elbow
Method and Silhouette Analysis, resulting in k=4 with a silhouette score
of 0.68. Following clustering, three types of structural information were
incorporated into the feature representation: cluster assignment, distances
from each instance to the four centroids, and relative cluster density. These
derived attributes were combined with the 20 normalized original features
to produce a 26-dimensional representation for subsequent classification.

3.3 Decision Tree Classification

Feature selection employs Gini impurity criterion for computational
efficiency. Grid search combined with 5-fold cross-validation was used to
tune the hyperparameters.

4. Experimental Setup

Experiments were conducted in Python 3.8 using scikit-learn, NumPy,
and Pandas on an Intel Core i7 system with 32 GB RAM. The “wormhole
attack-Contr2” dataset [17] was preprocessed using value imputation,
label encoding, outlier treatment, Min-Max normalization, and Random
Over-Sampling.

5. Results and Discussion
Table 1 presents comprehensive performance metrics for the proposed

Hybrid K-Means-DT framework and all baseline models.

Table 1
Performance Comparison of Hybrid K-Means-DT and Baseline Models

Approach Aci;or)acy Pre(c(;os)ion R(eoza)ll Fl-(%/:)ore FPR (%)
SVM 97.02 94.41 95.12 94.76 12.0
KNN 98.24 96.05 96.83 96.44 13.0
Random Forest 99.18 97.54 98.11 97.82 10.0
Decision Tree 98.51 95.52 97.36 96.43 11.0
K-Means 89.04 84.25 87.61 85.89 20.0
g%brid K-Means- 98.86 97.12 98.45 97.78 9.2
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Figure 3 presents the accuracy of the proposed Hybrid K-Means-DT
framework with the baseline models. Figure 4 compares the precision,
recall, and Fl-score of the evaluated models. The proposed method
indicates balanced detection performance.
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6. Conclusion and Future Work

K-Means-derived structural features were combined with an
interpretable Decision Tree classifier, achieving 98.86% accuracy, 98.45%
recall, and 9.2% FPR. The results demonstrate that the proposed
architecture can provide competitive detection performance while
maintaining computational efficiency and interpretable decision-making
for WSN security applications. Future work will investigate multi-attack
classification, online model adaptation, cross-protocol generalization,
adversarial robustness, real-world WSN testbed evaluation, and energy-
aware deployment.
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