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Abstract
Internet of Things (IoT) devices are expected to operate in environments where 

the available power is dynamic and uncertain. This leads to a stark security vs. energy 
consumption trade-off in post-quantum cryptography. While modern post-quantum 
cryptographic (PQC) primitives like ML-KEM (Kyber-512) provide strong quantum-secure 
security, they are computationally expensive and require large amounts of energy. In this 
paper, an energy-aware key management protocol Crypto-Agile Key Exchange, CAKE 
is proposed. CAKE is evaluated using a simulation framework targeted to a Cortex-M4 
based IoT node that operates under realistics solar energy harvesting settings. Our results 
demonstrate that proposed protocol achieves zero session drops at the node for up to 10,000 
state transitions and it achieves a reduction of 47.3% in number of Kyber KEM operations in 
indoor settings, while it achieves an average transition time of 14.7 ms. Under constrained 
conditions, the proposed protocol is proven to be IND-CCA2 secure in the high-energy state, 
and 128-bit classical security is preserved in the low-energy state.

Subject Classification:  Primary 68T07, Secondary 03E72.

Keywords: Energy-aware security, Crypto-agility, ASCON-128, ML-KEM, Kyber-512, Energy 
harvesting, Internet of things, Post-quantum cryptography, Adaptive key management, Lightweight 
cryptography. 

1.  Introduction

Internet of Things (IoT) has evolved significantly over the last decade 
and is now emerging in numerous fields like smart cities, industrial 
automation, environmental monitoring etc. Majority of the IoT devices 
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require long term reliability. In order to achieve battery less operation of 
IoT devices, energy harvesting technologies like solar, thermal and radio 
frequency energy harvesting are gaining momentum [1], [2]. Energy 
harvesting based battery less operation of IoT devices has numerous 
advantages such as longer device life time, reduced maintenance etc. 
However, energy harvesting also brings in certain challenges such as 
uncertainty in availability of energy and limited processing capacity. 
Hence, designing communication and processing resources for IoT devices 
while considering energy constraints is of prime importance [3], [4]. In 
parallel to that, lots of work is done in the cryptographic research 
community to develop and standardize post-quantum secure primitives. 
The future standard of the post-quantum KEM is ML-KEM (Kyber-512) 
which provides the necessary cryptographic protection against a potential 
quantum computer attacker which could break most public key 
cryptosystems such as RSA or elliptic curve cryptography [5]. 

Today’s energy-harvesting IoT devices are faced with the challenge of 
deciding when to implement post-quantum security and when they can 
still afford to use classical cryptography given their limited energy reserves 
[6], [7]. In contrast, using lightweight classical primitives increases the 
lifetime of the device A device with a fixed cryptographic configuration 
aligned to the expected energy reserves will have to burn extra energy or 
provide less security when expecting lower energy reserves [8], [9]. Most 
key management proposals assume a static cryptographic context, i.e., the 
choice of cryptographic primitives is done at deployment time, without 
considering energy consumption variability over time or the adaptation of 
cryptographic operations to the current energy situation at run-time. 
Current solutions do not allow to switch from one cryptographic primitive 
to another during an active session, or require cumbersome protocols to 
deal with such transition [10], [11], [12]. In this paper, we propose CAKE, 
an energy-aware key management proposal based on a three-state finite-
state machine able to switch between two cryptographic primitives 
(ASCON-128 and ML-KEM) at run-time. CAKE proposes a hybrid 
transition protocol for atomic key updates, while ensuring continuous 
sessions whatever the current energy situation.

The main contributions of this work are summarized as follows:

•• An energy-aware crypto-agile key management protocol is designed 
for energy-harvesting IoT systems. 
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•• A three-state finite-state machine design with well-defined transition 
conditions and a hybrid state that ensures seamless and atomic key 
transitions without session interruption.

•• A simulation-based evaluation using realistic energy harvesting 
profiles, demonstrating zero session drops, reduced post-quantum 
computation overhead, and low transition latency.

The remainder of this paper is organized as follows. Section 2 presents 
the system model and problem formulation. Section 3 describes the CAKE 
protocol and its finite-state machine design. Section 4 and 5 presents the 
experimental evaluation and performance results. Finally, Section 6 
concludes the paper.

2. System Model

In this paper, a novel model for energy-harvesting IoT sensor nodes 
with a central gateway in star topology is proposed. The resource 
constrained IoT sensor nodes are unpredictable to the ambient energy 
supply, and the central gateway node is responsible for all the security and 
key management functionalities. The proposed IoT sensor nodes are 
capable of performing sensing, transmission of the sensed data, and 
processing of the cryptographic primitives and the proposed work 
implements a lightweight and post-quantum key agreement protocol 
(ASCON-128 and ML-KEM) respectively [13], [14]. Node energy may vary 
depending on whether the energy is supplied or drawn from the node, 
which implies that complex, expensive cryptographic operations can only 
be performed when enough energy is available at the nodes. On the one 
hand, lightweight cryptography requires low energy, while post-quantum 
cryptography needs to supply high energy in order not to exhaust the 
energy at the nodes [15]. The attacker is assumed to control the 
communication channel, which means it can hear, change and inject any 
message sent over that channel. In addition, the attacker has quantum 
capabilities and can exploit the quantum vulnerabilities in current public-
key cryptosystems while being resisted by post-quantum cryptosystems 
such as lattice and hash-based constructions as well as secure symmetric 
primitives. The attacker’s aim is to break key exchange and/or to sabotage 
the protected communication, for example during mode switching. The 
core problem is to design an adaptive key management protocol that 
selects the appropriate cryptographic method based on the current energy 
level, ensuring continuous and secure communication. 
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3. CAKE Protocol

Energy efficiency is one of the important challenges in resource 
constrained IoT systems, and key management is not an exception to this 
challenge. In this paper, we proposed a lightweight energy-aware key 
management protocol called CAKE. The goal of CAKE is to maximize the 
lifetime of IoT devices by adjusting the computational load based on the 
current energy level of the device. CAKE operates its IoT devices based on 
a finite state machine (FSM) with three states namely ASCON, HYBRID 
and KYBER. ASCON state is activated when the energy level of IoT device 
is low. It enables the device to quickly encrypt and decrypt the data. The 
high energy level of the device is utilized in the KYBER state to provide 
post-quantum security. The HYBRID state is used to assist the smooth 
transition of IoT device between the other two states. A hysteresis margin 
is added to the FSM to handle abrupt changes in energy level of IoT 
devices. In low energy situations the system be in “standard mode”. In 
this mode all cryptographic operations are performed using the 
ASCON-128 algorithm. The mode is chosen to keep energy consumption 
as low as possible while still maintaining a reasonable level of security. In 
standard mode keys are updated often to ensure that the forward secrecy 
requirement is fulfilled. In high energy situations the system be in “post-
quantum mode”. 

4. Experimental Setup

In this paper, analyze the performance of CAKE by means of a 
simulation setup. The simulation setup is based on an energy-harvesting 
IoT node with a Cortex-M4-class microcontroller. The cryptographic 
computation times were measured by implementing the ASCON-128 and 
ML-KEM (Kyber-512) primitives. The energy consumption is modeled 
based on a bucket-type reservoir model under stochastic solar energy-
harvesting. Experiments are performed on three different simulation 
scenarios: high energy for the outdoor scenario, moderate and fluctuating 
energy for the indoor scenario, and low energy for the low-light scenario. 
The experiments were conducted over a time period and multiple random 
seeds were used to simulate the stochastic nature of the solar energy-
harvesting process. This paper compares the performance of CAKE with 
static versions of ASCON-128, AES-128 and ML-KEM. The evaluation 
considers transition latency, energy consumption, ML-KEM operation 
frequency and session continuity in our metrics. 
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5. Results and Discussion

The performance of CAKE is analyzed for a number of energy 
sustainability scenarios that aim to minimize post-quantum energy 
consumption and latency, as well as the latency required to transition to 
alternate modes of operation, and the resulting security behavior, as 
shown in Figure 1. The energy stores for each of the three scenarios of 
energy consumption are plotted over the period of a experiment. Again, 
for all scenarios, CAKE maintains a constant level of energy and achieves 
high energy states for the duration of the experiments.

Figure 1
Energy Reservoir Evolution of CAKE and Static Kyber-512 Across Outdoor, 

Indoor, and Low-Light Energy Profiles

Frequency of ML-KEM invocation in post-quantum KEMs after 
applying CAKE. Figure 2 illustrates the reduction in the frequency of ML-
KEM invocation after applying the CAKE protocol to post-quantum 
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Figure 2
Reduction in ML-KEM Invocation Frequency of CAKE Compared to Static 

Kyber-512 Across Different Energy Profiles

Figure 3
Transition Latency Analysis of CAKE Across Cryptographic Mode Changes.
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KEMs, compared to a static deployment of the Kyber-512 instance. With 
CAKE, the invocation frequency of the ML-KEM operation is lowered by 
14% in outdoor lighting conditions, 8% in indoor lighting conditions, and 
6% in low light conditions. This illustrates that the CAKE protocol only 
disables expensive post-quantum crypto when energy levels are low, yet 
continues to provide power saving benefits when energy levels remain 
high. Latency distributions of state transitions between the different 
modes, shown as box plots. While the median latency for the upward 
transitions (e.g., ASCON→HYBRID and HYBRID→KYBER) is around 
14.7 ms and 14.3 ms (depending on the specific transition), caused by the 
latency of the ML-KEM operations, the median latency of the downward 
transitions (e.g., HYBRID→ASCON) is in the range of 0.4 ms-0.5 ms due to 
the low computational complexity of the corresponding operations within 

Figure 4
Adaptive Security Level Transition and Energy Reservoir Dynamics of CAKE 

Under Varying Energy Conditions
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the underlying cipher ASCON, and is in all cases below the time of a single 
operation shown in Figure 3.

The security state of the protocol is low during the energy constrained 
phase and then goes through a hybrid security state roughly at the 192-bit 
level before reaching the full post-quantum 256-bit security level. Figure 4 
indicates the correlation between effective level of security and energy 
availability. The system protects itself with a minimum-security level of 
128 bits through the entire simulation, which is constantly changed as 
needed to meet energy requirements.

8. Conclusion 

This paper presents a CAKE (Crypto Agile Key Exchange), a energy-
aware crypto-agile key management protocol for energy-harvesting 
Internet of Things (IoT) devices. The proposed protocol utilizes a finite-
state machine and adapts the use of two block-ciphers, namely ASCON-128 
and ML-KEM. The protocol dynamically adjusts the cryptographic 
strength based on the current energy reserves, achieving a trade-off 
between energy consumption and security, thereby enabling efficient 
secure communication in resource-constrained environments. Simulation 
results show that CAKE sustains continuous operation under all the 
considered energy scenarios, reduces expensive post-quantum operations 
and makes the switching latency much lower by utilizing a hybrid 
switching approach. Therefore, energy-aware crypto-agility is a viable 
solution to achieve high security with low complexity for resource-
constrained IoT systems. Future work includes building a proof-of-concept 
prototype of CAKE, investigating possible hardware accelerators and 
carrying out the corresponding formal security verification.
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