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Abstract  
The rapid expansion of IoT devices has increased security risks due to limited resources, 

diverse protocols, and distributed environments. Traditional intrusion detection systems often fail to 
achieve high accuracy with low false alarms in such conditions. This study presents a Hybrid-IDPS 
that combines statistical traffic analysis with machine learning–based anomaly detection and feature 
enhancement. It integrates rule-based detection for known threats with a CNN and gradient boosting 
model for improved classification. A tiered edge–fog architecture enables real-time processing with 
low overhead. Experimental results show 98.7% accuracy and significantly reduced false positives, 
highlighting its efficiency and scalability for modern IoT applications. 

 

Subject Classification: Primary 68M25, Secondary 68T27. 
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clustering, Feature selection.  
 
 
 
 
 
 
 
 
 

1. Introduction  
The Internet of Things (IoT) [1], [2] is transforming modern society 

through the integration of smart sensors, embedded systems, and communication 
technologies, enabling automated and data-driven environments across domains 
such as healthcare, smart cities, education, and digital platforms. However, this 
rapid growth has also increased exposure to cyber threats within heterogeneous 
device ecosystems. IoT networks pose unique security challenges, including 
limited computational resources, diverse communication protocols, high data 
volumes, and weak device-level protection, making traditional security solutions 
less effective [3], [4]. 

Intrusion Detection and Prevention Systems (IDPS) are essential for 
safeguarding IoT environments, yet existing approaches have limitations. 
Signature-based methods [5]-[8] are effective for known threats but fail against 
new attacks, while anomaly-based techniques [9], [10] can detect unknown 
patterns but often produce high false positives. Even advanced systems face 
issues of scalability, adaptability, and real-time performance in IoT contexts 
[11], [12]. 

To address these gaps, this study proposes a Hybrid-IDPS that integrates 
supervised clustering with unsupervised K-Means clustering to enhance 
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detection accuracy. Cluster labels are used as augmented features for a neural 
classifier. 

2. Literature Review 
The security of IoT networks has been widely explored using diverse 

intrusion detection strategies. Signature-based approaches [1], [2] remain 
effective for identifying known attack patterns with low false-positive rates; 
however, their dependence on predefined signatures limits their ability to detect 
emerging threats. In contrast, anomaly-based detection methods [3], [4] model 
normal network behavior and identify deviations, enabling detection of 
unknown attacks, though they often suffer from high false alarms and sensitivity 
to dynamic traffic conditions. 

Recent advancements emphasize machine learning and deep learning 
techniques for improved intrusion detection. Neural network–based and deep 
learning approaches [5], [6] have demonstrated enhanced capability in capturing 
complex and nonlinear attack patterns in IoT environments. Despite their 
effectiveness, these methods typically require high computational resources and 
large labeled datasets, which restrict their deployment in resource-constrained 
scenarios. 

Clustering techniques, particularly K-Means [7], have been utilized to 
uncover hidden traffic structures and support unsupervised learning in intrusion 
detection. Additionally, feature selection methods such as Random Forest [8] 
help identify the most relevant attributes, improving classification accuracy 
while reducing computational overhead. Emerging studies [9]-[11] further 
highlight the importance of advanced feature engineering, blockchain-based 
security frameworks, and IoT analytics in strengthening cyber defense 
mechanisms. Mathematical modeling techniques [12] also contribute to 
optimizing system performance. 

Although significant progress has been made, existing solutions often rely 
on isolated learning paradigms. The lack of integration between supervised and 
unsupervised methods, along with limited use of feature augmentation, 
motivates the development of more adaptive and scalable hybrid intrusion 
detection frameworks for IoT security. 

3. Proposed Hybrid-IDPS Framework 
The proposed Hybrid Intrusion Detection and Prevention System (Hybrid-

IDPS) address key challenges in IoT networks by integrating multiple analytical 
techniques, including deep neural architecture and unsupervised clustering, 
within a layered framework as being shown in the given Figure 1. 
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techniques, including deep neural architecture and unsupervised clustering, 
within a layered framework as being shown in the given Figure 1. 

 

 
Figure 1 

Three-Tier Architecture of the Proposed Hybrid-IDPS for IoT Networks. 

3.1 Feature Selection and Data Standardization 
The proposed framework is illustrated in Figure 1, preprocesses IoT traffic 

using normalization and Random Forest–based feature ranking. K-Means 
Clustering augments features, while a Deep Neural Network classifies threats, 
enabling real-time detection, alerting, and efficient security management in IoT 
environments. Algorithm 1 is given for the Feature Selection and Data 
Standardization. 

3.1.A. Input Dataset Representation 
Let the raw IoT traffic dataset be: 

              
  

3.1.B. Data Standardization (Z-score Normalization) 
Each feature    is standardized to have zero mean and unit variance: 

     
        

  
 

where: 

     
 ∑    

 
    is the meaning of the feature  , 

    √ 
 ∑   

            is the standard deviation of the feature  , 

    
  is the standardized value. 
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The standardized dataset becomes: 
       

         
  

 
Algorithm 1: Feature Selection and Data Standardization 
Algorithm 1: Feature Selection and Data Standardization 
Input: Raw dataset               

 , number of trees  , selected feature 
count   
Output: Reduced standardized dataset      
1:  Input: Raw dataset D = {(x_i, y_i)}, i = 1…N 
2: Initialize standardized dataset D' 
3: for each feature j = 1 to d do 
4:       Compute mean μ_j and standard deviation σ_j 
5:       for each sample i = 1 to N do 
6:            x'_ij = (x_ij - μ_j) / σ_j 
7:       end for 
8:  end for 
9:  D' ← {(x'_i, y_i)} 
10: Train Random Forest model F_RF with T trees on D' 
11: for each feature j = 1 to d do 
12:      Imp(j) ← 0 
13:      for each tree k = 1 to T do 
14:           Compute impurity reduction ΔI_jk 
15:           Imp(j) ← Imp(j) + ΔI_jk 
16:      end for 
17:      Imp(j) ← Imp(j) / T 
18: end for 
19: Rank all features in descending order of Imp(j) 
20: Select top-K features → F_sel 
21: for each sample i = 1 to N do 
22:      z_i ← extract features from x'_i using F_sel 
23: end for 
24: D_sel ← {(z_i, y_i)} 
25: Return D_sel 

3.2 Cluster-Based Feature Augmentation 
K-Means clustering is applied to reduced features to identify hidden traffic 

patterns. Generated cluster labels are appended as new features, enriching 
context and improving differentiation between normal and malicious network 
behavior. 
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3.2.A. Mathematical Formulation 
1.  Input Representation 

Let the reduced standardized dataset from Stage 1 be: 
                         

where: 
  = number of samples, 
  = number of selected features, 
                   = reduced feature vector, 
   = class label (used later for supervised classification only). 

3.2. B. K-Means Objective Function 
The goal of K-Means is to partition the dataset into   clusters by 

minimizing the within-cluster sum of squared distances (WCSS): 

    ∑ ∑              

 

   
 

where: 
  = number of clusters, 
   = set of points assigned to cluster  , 
      = centroid of cluster  , 
    = Euclidean norm. 

3.2.C. Initialization of Centroids 
Centroids are initialized randomly or via K-Means++: 

                              

3.2.D. Assignment Step (E-Step) 
Each data point    is assigned to the nearest centroid based on Euclidean 

distance: 

  
            

         
            

where: 
   

   = cluster label for sample  at iteration  , 
      = centroid of cluster  at iteration  . 

3.3. Derivation of the Centroid Update Rule 
To minimize the objective function   with respect to   , take the partial 

derivative: 
     ∑              
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Expand the squared norm: 
     ∑       

               
Differentiate w.r.t.   : 

     
   

 ∑        
       

Set derivative to zero: 
 ∑       

         

        ∑           

     
 
    

∑         

This confirms that the centroid update rule is the arithmetic mean of all 
points in the cluster  . 

3.4. DNN-Based Classification 
The final stage utilizes a Deep Neural Network (DNN) to classify 

augmented traffic features as benign or malicious. It captures complex nonlinear 
relationships within the enriched feature space, enabling accurate decision-
making. The model is optimized for efficiency, balancing detection performance 
and computational requirements, making it suitable for real-time IoT 
deployment. 

3.4.A. Mathematical Formulation 

3.4.B. Input Representation 
Let the augmented dataset from Stage 2 be: 

 ̃     ̃            ̃     
where: 
      (or    for one-hot cluster encoding), 
         (0: benign, 1: malicious). 

4. Experimental Results and Discussions. 
This section presents the experimental evaluation of the proposed Hybrid-

IDPS framework using benchmark datasets (CICIDS2018 and CSECIC-
IDS2018). The framework is assessed against baseline intrusion detection 
models, including a standalone DNN, a KMeans+SVM hybrid model, and a 
Random Forest–based IDS. Performance is analyzed using standard 
classification metrics and system-level resource utilization indicators to validate 
both detection effectiveness and deployment feasibility in IoT environments. 

4.1 Detection Performance Analysis 
Table 1 summarizes the classification performance of all compared 

models. The proposed Hybrid-IDPS achieves the highest accuracy of 98.7%, 



3060� VISHAL ET AL.

outperforming the DNN-only and clustering-based baselines. It also 
demonstrates superior precision (98.4%) and recall (98.9%), indicating a strong 
ability to correctly identify both benign and malicious traffic flows. Notably, the 
false positive rate is reduced to 1.3%, which is critical for minimizing 
unnecessary alerts and operational overhead in real-world IoT deployments. 

 
Table 1 

Comparison of Detection Performance Across IDS Models 

Model Accuracy 
(%) 

Precision 
(%) Recall (%) F1-Score 

(%) 

False 
Positive 

Rate (%) 
Proposed Hybrid-
IDPS 98.7 98.4 98.9 98.6 1.3 

DNN-Only 94.2 93.1 95 94 4.8 
KMeans+SVM 90.5 89.7 90.2 89.9 7.6 
Random Forest IDS 92.8 91.9 93.5 92.7 5.4 

 
The performance gains validate the effectiveness of cluster-based feature 

augmentation and ensemble-driven feature selection in enhancing discrimination 
between benign and malicious traffic patterns. 

5. Conclusion  
This study presents a Hybrid Intrusion Detection and Prevention System 

(Hybrid-IDPS) for IoT security, integrating ensemble-based feature selection, 
clustering-based feature enhancement, and deep neural network classification 
within a layered architecture. By combining Random Forest–based feature 
importance with supervised and unsupervised K-Means clustering, the model 
captures both explicit and hidden traffic patterns, improving detection 
capability. Evaluation on CICIDS2018 and CSECIC-IDS2018 datasets shows 
superior performance, achieving 98.7% accuracy and significantly reducing 
false positives. The framework also demonstrates low computational overhead, 
making it suitable for constrained environments. Future work includes multi-
class classification, incremental learning, and federated approaches for enhanced 
scalability. 
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