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Abstract

Blockchain is a disruptive technology currently finding its position in several domains
of day-to-day life, like finance and administration. In healthcare, it can improve quality of life
by addressing resource allocation and by protecting information. This is important because
Electronic Health Records (EHRs) contain sensitive and private information of patients, but
nowadays even EHR systems can be infected with malware or viruses that compromise
patient information. Blockchain technology offers a viable solution for addressing these
issues by providing a secure, tamperproof, decentralized platform for EHR management.
Furthermore, this technology provides a decentralized platform that eliminates the need for
intermediaries or third parties to manage and access the data. This means that patients have
complete control over their medical records and can share them securely and transparently
with healthcare providers without the need for a central authority to validate the data.
This paper describes a secure Electronic Health Record system using the Hyperledger
Fabric platform of permissioned blockchain. Our system ensures that patients’ personal
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health information remains secure and private, and healthcare providers need to comply
with regulatory requirements for protecting health data. Additionally, the proposed system
provides secure access to EHRs to the participating entities by using advanced cryptographic
techniques (ECC) that prevent unauthorized parties from accessing or modifying the data.
The proposed system aims to decrease transaction time, improve throughput, and reduce
latency.

Subject Classification: 68M25.

Keywords: Blockchain, Hyperledger fabric, Hyperledger caliper, Data sharing, Electronic health
record, Security, Privacy.

1. Introduction

Healthcare is essential in everyone’s life, and the records for the same
are maintained manually. As these records are increasing rapidly, there is
a need to plan their maintenance in digital formats. Electronic records
reduce errors related to handwriting, lost or misplaced documents,
incomplete or missing information related to prescriptions, and other
documentation errors. The records can be stored and used as a reference
to diagnose the patient and review their complete history, including the
drugs and treatment prescribed. Overall, EHR offers significant benefits
over paper-based medical records, which include improved accuracy,
efficiency, patient care, and cost savings [1]. One of the biggest security
challenges for Electronic Health Records (EHRs) is unauthorized access to
patient information through hacking, cyberattacks, phishing scams, and
data breaches. EHR systems can be infected with malware or viruses that
can compromise patient information. Data integrity is also a challenge in
electronic health records. Any error in patient data can result in incorrect
diagnosis, treatment decisions, or medication orders [2].

Blockchain technology enables transparent information sharing
inside an organization network. It also offers several benefits due to
decentralized networks, immutability, increased security, better privacy,
improved interoperability, and faster access to medical data at reduced
costs [3]. Data is organized in blocks that are connected in a chain and
stored in a database; each block contains records of a patient’s medical
data, including treatment, medication, and diagnoses.

Blockchain technology plays an important role in providing secure
data access to EHRs [4], and it improves the efficiency of healthcare
providers by allowing them to quickly access patients’ information from a
single location. This saves time, reduces redundancy, and results in more
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accurate decisions [5] to provide patients with more effective care. It can
also improve communication and coordination of healthcare providers,
resulting in better service.

An electronic health record is stored in blocks after being encrypted.
Healthcare providers can access patient data on the blockchain, but only
with the patient’s permission and after receiving the proper decryption
keys. Patients can control who can access their data, and they can remove
access at any time. Blockchain technology [6] has brought revolutionary
changes to the healthcare industry by facilitating smooth interoperability
among diverse healthcare providers.

Blockchain technology effectively addresses significant challenges in
the sharing of EHRs, which contain sensitive patient data. It tackles issues
related to data security, privacy, interoperability, and data ownership.

The goal of our research is to implement an EHR system that exploits
the unique features of a blockchain, such as security, access control, and
privacy of data, to achieve secure data sharing. This research work
confirms the potential benefits of the blockchain for EHR data sharing,
making this technology worth exploring and investing in for the future of
healthcare. The throughput, latency, and success rate of the proposed
solution have been measured while increasing the execution duration of
transactions. It is found that longer transactions result in increased
throughput, decreased latency, and significantly improved success rate of
the transactions.

The paper is organized as follows: Section 2 reviews the relevant
literature to find the research gap in the context of Blockchain-based EHR.
Section 3 investigates the transaction flow of Hyperledger Fabric, while
Section 4 presents a proposed approach. Section 5 presents the performance
measurement, and Section 6 concludes the paper.

2. Literature Review

This review aims to synthesize current research on EHR data sharing
in the context of Hyperledger Fabric, a widely used permissioned
blockchain platform, revealing the complexities, challenges, and
repercussions connected with data-sharing mechanisms inside this
platform.

Nguyen et al. [7] investigated the use of blockchain technology in
healthcare, specifically for managing access to and exchange of EHRs
between hospitals and clinics. In this work, the authors employ the
Ethereum blockchain, Amazon Cloud Front, and IPFS to showcase
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practical data-sharing scenarios in a mobile app. Potential applications are
discussed, with a focus on the safe transfer of EHRs and the control of who
has access to what information.

Shamshad et al. [8] proposed a blockchain-based protocol to address
the challenges faced by the telecare medicine information system (TMIS)
in accurately diagnosing and treating new patients remotely. They
investigated data security, access control, secure search, and privacy
preservation by public-key encrypting all EHRs with a searchable
keyword, but the evaluation of the scalability and efficiency of the protocol
was missing.

Arsheen and Ahmad [9] reviewed the blockchain technology’s
current development in the healthcare industry and examines how these
cutting-edge solutions aid in accelerating treatment protocols and also
mitigate the COVID-19 pandemic’s effects.

Gan et al. [10] proposed a blockchain-based access control strategy
for handling personal health information. To prove the usefulness and
viability of the suggested strategy, a case study is carried out using
Ethereum.

Hussien [11] proposed a decentralized personal health record (PHR)
system using blockchain technology to solve privacy concerns in healthcare
applications. It established an enforced cryptographic permission and
access control scheme for encrypted medical data that has been offloaded
to the IPFS. The proposed scheme may not be suitable for all healthcare
applications, as some may require more complex access control policies or
distinct encryption mechanisms.

Nguyen et al. [12] proposed an effective approach for healthcare data
sharing and offloading to improve services and reduce device resource
burden. They used methods that included efficient data offloading, new
data sharing integrated with blockchain, and trustworthy access control
mechanisms.

Abdelgalil and Mejri [13] presented a framework called HealthBlock
that employs blockchain technology to facilitate the collaborative sharing
of EHRs while ensuring their integrity, interoperability, and availability.
IPFS stores and shares patients” EHRs in decentralized off-chain storage,
ensuring their immutability. Hyperledger Indy provides patients with
complete control over their EHRs, while Hyperledger Fabric stores patient-
access control policies and delegations.

Ahmad et al. [14] proposed the Vaccine Intelligent Network, which
includes vaccines covered by the Universal Immunization Programmed,
and is based on blockchain technology for pregnant women. In order to
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create the Electronic Immunization Record for pregnant women who have
received vaccinations, the proposed system is built on the Hyperledger
Fabric platform.

Reegu et al. [15] proposed a blockchain-based EHR system that is
interoperable. The suggested framework can provide the healthcare
industry with safer ways to exchange health information and enhance the
characteristics of immutability, security, integrity, and confidentiality in
centralized storage.

Yuan et al. [16] proposed a healthcare data sharing and protection
system based on blockchain technology that ensures efficient access and
lessens the workload of patients by storing encrypted data on a cloud
server. They have implemented a better proxy re-encryption strategy to
protect against potential Man-in-the-Middle (MITM) attacks and maintain
the privacy of PMHR data while lowering computational cost.

Jayakumar et al. [17] suggested a blockchain-based method that
guarantees safe storage, effective medical record transmission, and
decentralization of patient data into a single record owned by the patient.

Arsheen and Ahmad [18] proposed a blockchain-based vaccine
supply chain and immunization framework. In their research, the authors
focused on the security concerns in the blockchain and discussed how it
helps to mitigate the common security and privacy threats of networking.

3. Hyperledger Fabric Transaction Flow

Hyperledger Fabric, an enterprise-grade blockchain framework [19],
offers a flexible and modular architecture designed for developing robust
applications. Notably, Hyperledger Fabric excels in enabling secure and
transparent data sharing among multiple participants. It achieves this
through a shared ledger, a replicated database storing the current state of
the network. Transactions are validated and endorsed by peer nodes
before being added to the shared ledger, guaranteeing data integrity and
accuracy [20]. Chaincode is a self-executing agreement with encoded
terms, further enhancing efficiency by automating processes like billing
and insurance claims, thereby reducing administrative burdens and
minimizing errors. It operates to enable the execution of business logic,
automate processes, and maintain the integrity of transactions, and it may
also be referred to as “smart contracts” in the Hyperledger Fabric, which
is a private and permissioned blockchain network where participants
must be known and granted access [21]. The decentralized nature of
blockchain ensures a secure and transparent exchange of information
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Transaction Flow in Hyperledger Fabric

without the need for intermediaries or third-party validators.
Consequently, data can be shared directly between parties, streamlining
the process.

Figure 1 depicts the detailed steps of transaction flow in Hyperledger
Fabric, where the user initiates the transaction proposal through a client
application [22], and it executes the following steps:

Patient Interface: This is a web application to access and manage
EHR, control data-sharing preferences, and communicate with healthcare
providers.

Doctor Interface: Healthcare professionals access the EHR system
through a separate user interface designed for doctors. They can update
medical information and communicate with patients.

Distributed Ledger: It securely stores the patient’s medical history,
diagnoses, treatments, test results, and other relevant data while
maintaining data integrity and privacy.

Transaction Proposal: The necessary details for the transaction, such
as the channel name, chaincode name, chaincode version, and the function
to be invoked. These parameters determine the specific action to perform
on the ledger. Additionally, gather any required function arguments from
the client application.

Consent Management: A consent management module handles
patient consent for data sharing. It enables patients to specify their
preferences for sharing a specific portion of their EHR data.
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Channel: Secure communication channels that use encryption
protocols are established between the patient interface and the doctor
interface. File encryption system on the peer can be used to encrypt ledger
data at rest, while TLS is used to encrypt data in transit. Fabric uses TLS
1.3 to protect and authenticate nodes at the network level. TLS certificates
issued by ECDSA and RSA are both accepted.

4. Proposed Approach

Blockchain technology provides a secure store for EHRs. Figure 2
shows the architecture of the EHR system using Hyperledger Fabric.

The fundamental system components are briefly described here:

1. Identity and Authentication: The architecture incorporates an
identity verification and authentication mechanism to validate
the patient’s identity using Public Key Infrastructure (PKI) and
authorize access to the EHR system.

2. Submit Transaction Proposal to Endorsing Nodes: Before starting
the network, each node has already decided on the endorsement
policy. It formulates the transaction proposal by combining the
defined parameters and required client certificates, such as the CA
and orderer certificates. Then, it sends the transaction proposal to
the endorsing nodes in the network that endorse the transaction
proposal by applying their digital signature.
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Submit to Ordering Service: Collect the endorsed transaction
proposals, which include the necessary signatures from the
endorsing nodes. These endorsed proposals form the complete
transaction. Once the transaction gets verified at each of the endorser
nodes, it is submitted to the ordering service.

Validate and commit the block: The participating peers receive
the block from the ordering service. They validate the transaction
by checking the endorsements and ensuring it meets the defined
endorsement policies. If the transaction is valid, the peers update
their local copy of the ledger to reflect the changes introduced by the
transaction.

Dissemination of block: Once the transaction is successfully
committed by a sufficient number of peers, it is considered
confirmed. The changes made by the transaction are now permanent
and reflect the updated state of the blockchain.

Data Exchange APIs: Application Programming Interface (APIs)

facilitate the exchange of data between the patient interface and the
doctor’s interface. These APIs simplify the secure transfer of specific data.
The implementation of this architecture offers a secure and efficient EHR
data sharing between a patient and a doctor, with patient privacy as a
prime focus. The architecture ensures patient complete authority over
their health records while enabling effective collaboration and
communication between patients and healthcare providers. Access
Control List can also be used to add additional layers of security. Figure 3,
shows the Finite State Automata for the access control with its transition

steps.

Finite State Automata for EHR Access Control:

States:

1.

2.
3.
4

LedgerInitialized (s0) [Initial State]

AccessRetrieved (s1) [Final State]

AccessRevoked (s2) [Final State]

AccessGranted (s3)

Transitions:

- Initial - LedgerInitialized: asyncinitLedger(ctx)

- Ledgerlnitialized —AccessGranted:
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asyncgrantAccess(ctx, patientld, providerld,accessLevel)

- Ledgerlnitialized—AccessRevoked: asyncrevokeAccess(ctx,
patientld, providerld)

- AccessGranted —AccessRetrieved:
asyncgetAccess(ctx, patientld, providerld)

- AccessRevoked —  AccessRetrieved: asyncgetAccess(ctx,
patientld, providerld)

Inputs:

a,b,c identifies a new transaction, an active transaction and an invalid
transaction respectively.

Figure 3

Finite State Automata for Access Control

e The LedgerInitialized (s0) is the start state; it initializes the access
control rules. The system manages the access rights of the users
by transferring to one of the two states, “AccessRevoked” and
“AccessGranted”. Based on the transaction parameters, it may
traverse to “AccessRetrieve”. If the system validates the user’s ID
then it may grant access to the patient’s data and transfer to the
AccessGranted state. If the user already possesses access rights
to data, the system may proceed to the “AccessRevoked” state to
withdraw the access rights from the patient’s data.

e The AccessGranted (s3) state receives the patient ID, provider ID,
and access level, it may transition either to AccessRevoked (s2) to
revoke the access from the user or to AccessRetrieved (s1) to find the
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access rights of the user, and then the user is granted the access right
to the patient’s data.

o The AccessRevoked (s2) state receives the patient ID and provider
ID. It will revoke the access from the user. It may transition to
either AccessRetrieved (s1) to find the access right of a user or to
LedgerInitialized (s0), the initial state.

e The AccessRetrieved (s1) state receives the patient ID and provider
ID to get the access control rule for the current patient and provider.
It may transition back to either AccessRevoked (s2) to revoke the
access if access is already granted to the user or to AccessGranted
(s3) if access is not granted.

A. Participants and Organizations

In Hyperledger Fabric, an organization represents a unique entity or
participant within a blockchain network. It could be a hospital, a
department, or any identifiable entity involved in the network.
Organizations play a critical role in the permissioned blockchain
infrastructure provided by Hyperledger Fabric.

Table 1
Participants and Organizations
Sr. No Participants Organizations
1 Patients Orgl (Hospital 1)
Doctors Org2 (Hospital 2)
Nurses

An organization in Hyperledger Fabric typically consists of multiple
network participants or nodes, each having its own cryptographic
identities and X.509 certificates. The organization is identified by a unique
identifier known as the ‘MSP ID’ (Membership Service Provider ID),
whichis used to authenticate and differentiate members of the organization
within the network. As shown in Table 1, in the described prototype, there
are two organizations Orgl and Org2, with two peers in each organization
for three participant entities in the network, i.e. Patients, Doctors, and
Nurses.
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B. Sequence Diagram of Data Sharing Between Multiple Hospitals

As shown in Figure 4, several healthcare providers share EHR data
through a decentralized blockchain network. When a provider wants to
access a patient’s health record, at first, it requests access, the chaincode
verifies, authenticates, and authorizes access to the requested record. The
chaincode must be installed on the channel connected between the peers
of the organization. The Smart Contract needs the data from the doctor,
nurse, and patient to process. The processed information is submitted to
CouchDB in JSON format. The system then encrypts and hashes the
requested data and stores it on the blockchain. When another provider
requests access to the same record, the chaincode verifies its authentication
and, if successful, authorizes access, and the data is decrypted and shared
securely. Protecting the privacy and integrity of the exchanged data is the
job of the blockchain and the chaincode that runs on it. Only the data on
the blockchain is accessible to healthcare practitioners and providers.

Hospitall Hospital2 Hospital2

i Request Health Record i e

_, Verify Auth & Authorization

-

Encrypt & Hash Health Data

Store Health Data

Result & Verify Authorization
to access shared record

Decrypt & Verify shared
health data

A

" Blockchain node & Blockchain node &
Blockchain node &
smart contract smart contract
smart contract
Figure 4

Sequence Diagram of Data Sharing between Multiple Hospitals

C. Practical Setup and Results

Table 2 shows the specifications of the system used in the experiments.
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Table 2
Experimental environment
Configurations Values

Hardware mode MSI
RAM 16.0 GB
Processor Intel(R) i7
Disk Capacity 1TB SSD
OS Name Ubuntu 22.04.2 LTS
OS Type 64-bit

The proposed framework uses the Docker compose tool to create,
deploy, and run applications using a multi-container. In the Hyperledger
Fabric network, Docker containers help to provide portability, uniformity,
and isolation. The proposed network includes 13 services. Two further
services are related to chaincode services, resulting in a total of 15 services
in this module. Each service has a unique configuration that includes
environment variables, assigned ports, volumes, and interdependencies.
These options define variables like logging levels, network addresses, TLS
configurations, CouchDB installations, and more. The configuration
precisely defines environment variables, volumes, ports, and dependencies
to guarantee the correct arrangement and efficient communication
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Architecture of the Proposed Network
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between the components of the blockchain network. Figure 5, shows the
overall architecture of the proposed system.

A channel that is named ‘mychannel’ is a private communication
path between peers of the organization. In the blockchain network, it
defines a mechanism to establish private spaces where confidential
transactions can occur among a specific group of participants. The artifacts
defined in the Docker container kick off the execution, generate
cryptographic material for designated hosts, and run commands on each
server to set up a channel, enable peer joining on the configured channel,
install the chaincodes, and instantiate it.

5. Performance Evaluation

Several important performance metrics can be adopted to assess the
performance of chaincodes. These metrics assist in analyzing the efficiency,
throughput, latency, and overall performance of the system. Some
commonly used performance metrics for evaluating Hyperledger Fabric
chaincodes are:

This Hyperledger Fabric test network has 2 organizations, each with
1 endorsing peer for a total of 4 peer nodes. There are 3 orderer nodes. All
nodes run on the x86_64 virtual machines using Ubuntu 22.4 with
Hyperledger Fabric 2.2 version.

Figure 6, analyzes the throughput of five chaincodes for two
Organizations, Org 1 and Org 2. It can be observed that throughput is

= Organizationl ™ Organization2

Register Register Register Update Update

Throughput(TPS)
8 8 &8 8 8 8

=]

Dotor Nurse Patient Staff Contact
Contact Patient's
Chaincodes
Figure 6

Throughput comparison between two organizations
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approximately the same because of the slight difference between
organizations.

Figure 7 shows the throughput of three chaincodes for different
transaction durations (ranging 10-30) for one organization. This shows
that the throughputs of almost all the chaincodes increase with the
transaction durations.
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Throughput with different chaincodes

Figure 8 plots the Success rate of the three chaincodes for different
transaction durations (ranging 10-30) for one organization. It can be
observed that the success rate steadily rises alongside the duration of the
transaction for registering multiple users at every invocation.
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Figure 8

Success rate with different chaincodes.
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Figure 9, plots the average latency of different chaincodes for different
transaction durations. It shows that the average latency for Registered
Doctors, Registered Nurses, and Registered Patients improves with the
transaction duration (with avg. latency < 1). These three chaincodes
register multiple users at every invocation, and they reach their best
performance when the transaction duration is maximised. As it should be
expected, the fixed cost of a transaction is compensated by the longest
time of the transaction.
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Success rate with different chaincodes

Overall, the experiments confirm the relationship between transaction
duration and performance metrics such as throughput, average latency,
and success rate. In general, longer transaction durations result in
increased throughput, decreased average latency, and improved success
rates for all the chaincodes.

6. Conclusion And Future Work

Blockchain technology ensures a secure, decentralized, and
transparent exchange of information without the need for intermediaries
or third-party validators. Consequently, data can be shared directly
between parties, streamlining the process. However, many organizations
are actively exploring the potential of blockchain in the healthcare domain.
The adoption of blockchain in healthcare fosters efficient sharing of EHRs
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between healthcare providers and patients. This can improve the privacy,
security, and interoperability of health records.

This work has presented a blockchain-based EHR system that
enhances data security while increasing the complexity of unauthorized
access to or updating of patient information while enhancing data security.
Regardless of where a patient is receiving care, the proposed
system simplifies for patients and healthcare professionals the access to
healthcare data. Our research demonstrates the blockchain’s potential
advantages for exchanging EHR data. While increasing the framework’s
execution time, the throughput, latency, and success rate of chaincode
transactions are measured and discovered that greater transaction time
results in higher throughput, lower latency, and much higher transaction
success rates. In a nutshell, the proposed framework achieved the security
and reliability of the EHR. There are also some challenges associated with
implementing blockchain-based EHR systems, such as technical
complexity, regulatory compliance, and interoperability with existing
healthcare IT systems. Future work concerns the integration of the
proposed EHR system with medical laboratories and healthcare Insurance
providers, which can be planned to make strategic improvements to the
healthcare department. The main challenge for this work would be the full
achievement of interoperability.
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