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Abstract
Federated learning (FL) lets multiple people work together to train a model without 

storing private data in one place. This has a lot of promise for making AI more privacy-
aware. However, FL is still open to reasoning attacks, data leaks, and loss of accuracy. This 
research looks into different types of privacy-preserving methods that balance model 
performance with privacy. It focuses on differential privacy, safe multiparty computing, 
and homomorphic encryption. The paper starts with a mathematical framework and then 
suggests a way to do distribute training that includes noise input and safe aggregation. The 
results of the experiments show that there are trade-offs between accuracy, extra contact, 
and privacy leaks. Findings show that carefully regulated methods keep information private 
while keeping competitive model usefulness in settings with many computers.
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1. Introduction 
Machine learning (ML) is important in many areas, such as healthcare, 

banking, and smart infrastructure, because of the fast growth of data-driven 
technologies. But as the amount and importance of data continues to rise, the risk 
of privacy leaks has become very high [1]. Traditional centralized training 
methods often need to combine raw data from several sources, which leaves room 
for data mishandling and unauthorized access [2, 3]. Federated learning (FL) has 
become a hopeful way to deal with these issues because it lets devices or 
institutions that are not connected to each other work together to train models 
without sharing raw data (illustrate in Figure 1). Even though FL has many 
benefits, it is still open to privacy risks, model inversion threats, and speed issues 
that could happen because of noise or unbalanced data [4, 5, 6].  



MACHINE LEARNING TECHNIQUES IN FEDERATED LEARNING ENVIRONMENTS� 1889

 

 
Figure 1 

Multicolor Framework for Privacy-Preserving Machine Learning in Federated 
Learning Environments 

 
To help with these problems, more and more privacy-protecting methods are 

being added to FL systems, like safe multiparty computation, homomorphic 
encryption, and differential privacy [7]. The hardest part is finding the right 
balance between keeping data private and using models useful, while also making 
sure that privacy protection doesn't hurt accuracy [8, 9]. This study looks into 
privacy-preserving techniques in federated learning to keep data safe while 
keeping performance high. 

2. Mathematical Framework 
2.1. Federated Learning Objective 

Federated learning tries to make a global model better by combining 
locally generated gradients, reducing distributed loss functions, keeping data 
local, and making sure that the model can be scaled up, used efficiently, and 
kept private [10, 11]. 

Step 1: Let K be the total number of clients.  

Step 2: Each client k ∈ {1,2,...,K} holds dataset D_k.  

Step 3: Local dataset size is  
    |  |   

Step 4: Global dataset size:  
       *   +

      [Eq. 1] 

Step 5: Model parameters represented as vector  
  ∈       
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Step 6: Define loss for a single data point  
(     )   (  (     ))   

Step 7: Local objective for client 

       ( )   .  
  

/  *   +
*  + (  (     ))   [Eq. 2] 

Step 8: Global objective is weighted average:  

   ( )    *   +
 .  

 /   ( )   [Eq. 3] 

Step 9: The federated optimization problem:  
   

 
 ( )   

Step 10: Gradient at client  
      ( )   

Step 11: Aggregated gradient update:  

    ( )    *   +
 .  

 /    ( )   [Eq. 4] 

Step 12: Global update step:  
   *   +           (  )   [Eq. 5] 

Step 13: Iteration continues until convergence: 

  || *   +     ||       [Eq. 6] 

2.2. Differential Privacy Formulation 
Differential privacy protects privacy by adding controlled noise to 

gradients or outputs. This protects against inference attacks formally while 
keeping statistical usefulness and model accuracy [12, 13]. 

Let A be a randomized mechanism.  
Input datasets D and D′ differ in one record (neighboring datasets).  
Differential privacy ensures output distributions are statistically 

indistinguishable.  

Define probability:  
   , ( ) ∈   -   

For all measurable subsets S:  
   , ( ) ∈   -      , (  ) ∈   -       [Eq. 7] 

Here, ε = privacy budget, δ = failure probability.  
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Sensitivity of function f:  
            *    + ||  ( )     (  ) ||     [Eq. 8] 

Laplace mechanism:  

   ( )    ( )      .  
 /   [Eq. 9] 

Gaussian mechanism:  
 ( )    ( )    (    )  

               .   .    
 //         [Eq. 10] 

For federated learning, apply noise to gradients:  
    

        (     )   [Eq. 11] 

Aggregated noisy gradient:  

       *   +
 .  

 /   
    [Eq. 12] 

Update step with privacy:  
   *   +              [Eq. 13] 

Theorem 2 (Privacy Guarantee under Differential Privacy): The Laplace 
mechanism with scale Δf/ε satisfies ε-differential privacy,  

Proof: For Laplace mechanism:  
 , ( )  -
 , (  )  -       as noise is proportional to sensitivity.  
For Gaussian: tail bounds ensure probability ratio ≤ e^ε with probability 

1−δ.  

3. Proposed Methodology 
3.1. System design with chosen privacy-preserving method(s) 

The system combines federated learning with differential privacy by 
adding noise to local gradients before aggregation. This protects members' 
privacy, stability, and model usefulness while they are spread out safely. 

Step 1: Initialize global model parameters w₀ ∈ ℝᵈ.  
Step 2: Define total clients K, each holding dataset D_k with size n_k.  
Step 3: Compute total dataset size 
       *   +

      [Eq. 14] 

Step 4: Define local objective  

    ( )   .  
  

/  *   +
*  + (   (     ))   [Eq. 15] 
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Step 5: Define global loss:  

   ( )    *   +
 .  

 /   ( )   [Eq. 16] 

Step 6: Assign privacy budget ε, δ for differential privacy.  

Step 7: Compute sensitivity  
            *    + ||  ( )     (  ) ||    [Eq. 17] 

Step 8: Choose noise mechanism (Laplace or Gaussian).  

Step 9: Local update gradient: 
         ( )   [Eq. 18] 

Step 10: Add DP noise:  
    

        (     )   [Eq. 19] 

Step 11: Secure aggregation:  

       *   +
 .  

 /   
    [Eq. 20] 

Step 12: Send g′ to server, update global model:  
   *   +              [Eq. 21] 

3.2. Algorithm steps for secure federated training 
Clients train local models, add differential privacy noise, and send secure 

updates. The server then combines encrypted gradients, updates the global 
model, and sends parameters over and over again, keeping privacy and accuracy 
safe at the same time. 

Input parameters: global rounds T, learning rate η, privacy budget ε, δ.  
Initialize model weights w₀ randomly.  
For each round t = 0,1,...,T-1 do:  

Server selects subset of clients  
    *     +   

Each client k ∈ S_t computes local gradient  
         (  )   [Eq. 22] 

Clip gradients:  
       

   (  
||  ||

 

 )
   [Eq. 23] 
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Add Gaussian noise:  
    

        (     )   [Eq. 24] 
Clients send g′_k securely to server.  

Server aggregates noisy gradients:  
       *  ∈   +.

  
 /  

    [Eq. 25] 

Update global model:  
   *   +              [Eq. 26] 

Check convergence:  

     || *   +     ||               [Eq. 27] 

Output final global model w_T with differential privacy guarantees.  

4. Result Discussion 
Table 1 

Model Performance with Privacy-Preserving Techniques 

Method Accuracy 
(%) 

Precision 
(%) 

Recall  
(%) 

F1-Score 
(%) 

AUC 
(%) 

Baseline Federated Learning 94.2 93.8 93.4 93.6 95.1 
FL + Differential Privacy  92.8 91.9 91.5 91.7 93.7 

FL + Secure Multiparty 
Computation 93.5 92.6 92.2 92.4 94 

 

 
Figure 2 

Performance Comparison of Federated Learning Techniques Across Key Metrics 
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With a score of 94.2% for accuracy, 93.8% for precision, 93.4% for recall, 
93.6% for F1-Score, and 95.1% for AUC, Table 1 shows that baseline federated 
learning is the best method. Performance slightly drops to 92.8% accuracy and 
93.7% AUC when differential privacy is used.  

This is because more noise is added. Secure multiparty computation works 
better, with an accuracy of 93.5% and an AUC of 94.0%. It also keeps precision 
(92.6%) and memory (92.2%) at the same level (in Figure 2). These results show 
that there is a trade-off between privacy and accuracy, but they also show that 
collaborative learning works well even when privacy is protected. 

5. Conclusion 
This study shows how well privacy-preserving machine learning methods 

work in shared learning settings. It shows that both data privacy and model 
quality can be maintained at the same time. By using secure aggregates and 
differential privacy, private data is kept safe while top performance is kept up. 
The suggested way protects against inference attacks and encourages trust in 
decentralized training. In the future, researchers should improve noise 
monitoring, find ways to make computers work faster, and find ways to use this 
technology in more areas that need safe joint intelligence. 
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