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Abstract

Federated learning (FL) lets multiple people work together to train a model without
storing private data in one place. This has a lot of promise for making Al more privacy-
aware. However, FL is still open to reasoning attacks, data leaks, and loss of accuracy. This
research looks into different types of privacy-preserving methods that balance model
performance with privacy. It focuses on differential privacy, safe multiparty computing,
and homomorphic encryption. The paper starts with a mathematical framework and then
suggests a way to do distribute training that includes noise input and safe aggregation. The
results of the experiments show that there are trade-offs between accuracy, extra contact,
and privacy leaks. Findings show that carefully regulated methods keep information private
while keeping competitive model usefulness in settings with many computers.

Subject Classification: 68P27, 68T01.

Keywords: Federated learning, Differential privacy, Secure multiparty computation, Homomorphic
encryption, Privacy preservation, Model accuracy.

1. Introduction

Machine learning (ML) is important in many areas, such as healthcare,
banking, and smart infrastructure, because of the fast growth of data-driven
technologies. But as the amount and importance of data continues to rise, the risk
of privacy leaks has become very high [1]. Traditional centralized training
methods often need to combine raw data from several sources, which leaves room
for data mishandling and unauthorized access [2, 3]. Federated learning (FL) has
become a hopeful way to deal with these issues because it lets devices or
institutions that are not connected to each other work together to train models
without sharing raw data (illustrate in Figure 1). Even though FL has many
benefits, it is still open to privacy risks, model inversion threats, and speed issues
that could happen because of noise or unbalanced data [4, 5, 6].
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Figure 1
Multicolor Framework for Privacy-Preserving Machine Learning in Federated
Learning Environments

To help with these problems, more and more privacy-protecting methods are
being added to FL systems, like safe multiparty computation, homomorphic
encryption, and differential privacy [7]. The hardest part is finding the right
balance between keeping data private and using models useful, while also making
sure that privacy protection doesn't hurt accuracy [8, 9]. This study looks into
privacy-preserving techniques in federated learning to keep data safe while
keeping performance high.

2. Mathematical Framework

2.1. Federated Learning Objective

Federated learning tries to make a global model better by combining
locally generated gradients, reducing distributed loss functions, keeping data
local, and making sure that the model can be scaled up, used efficiently, and
kept private [10, 11].

Step 1: Let K be the total number of clients.
Step 2: Each client k € {1,2,...,K} holds dataset D_k.

Step 3: Local dataset size is
ng = |Dyl.
Step 4: Global dataset size:
n = Zf_yn. (Eq. 1]

Step 5: Model parameters represented as vector
w € R4
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Step 6: Define loss for a single data point
(xi, i) f(W; (xi'yi))-

Step 7: Local objective for client

. _ (1) plude(wilxy))
k: Frwy = (nk) D . [Eq. 2]
Step 8: Global objective is weighted average:
FwW) = 1y (%) Fiegw)- [Eq. 3]
Step 9: The federated optimization problem:
min F(w).
w
Step 10: Gradient at client
k: VFk(W)'

Step 11: Aggregated gradient update:
PFw) = 2oy (%) VFiqw)- [Eq. 4]

Step 12: Global update step:
Wier1y = we — 1 VF(wy). [Eq. 5]

Step 13: Iteration continues until convergence:
||w{t+1} - Wt|| < & [Eq. 6]

2.2. Differential Privacy Formulation

Differential privacy protects privacy by adding controlled noise to
gradients or outputs. This protects against inference attacks formally while
keeping statistical usefulness and model accuracy [12, 13].

Let A be a randomized mechanism.

Input datasets D and D’ differ in one record (neighboring datasets).

Differential privacy ensures output distributions are statistically
indistinguishable.

Define probability:
P[A(D) € S].

For all measurable subsets S:
P[A(D) € S] < e®P[A(D') € S]+ 6. [Eq. 7]
Here, € = privacy budget, d = failure probability.
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Sensitivity of function f:
Af = max_{D,D'}|| f(D) — f(D)|I1. (Eq. 8]

Laplace mechanism:

AD) = F(D) + Lap (<L), [Eq. 9]

Gaussian mechanism:
A(D) = f(D) + N(0,0?),

; 1.25 Af
with o > sqrt (2 In (T)) o [Eq. 10]
For federated learning, apply noise to gradients:
gk = gk + N(0,a2D). [Eq. 11]
Aggregated noisy gradient:
9 = 2y (%) g [Eq. 12]
Update step with privacy:
Wity = We — ng'. [Eq. 13]

Theorem 2 (Privacy Guarantee under Differential Privacy): The Laplace
mechanism with scale Affe satisfies e-differential privacy,

Proof: For Laplace mechanism:

P[A(D)=7] . L . o
—_— <
PIAD =] = e?, as noise is proportional to sensitivity.

For Gaussian: tail bounds ensure probability ratio < e”e with probability
1-9.

3. Proposed Methodology

3.1. System design with chosen privacy-preserving method(s)

The system combines federated learning with differential privacy by
adding noise to local gradients before aggregation. This protects members'
privacy, stability, and model usefulness while they are spread out safely.

Step 1: Initialize global model parameters wo € R9.
Step 2: Define total clients K, each holding dataset D_k with size n_k.
Step 3: Compute total dataset size

n = I [Eq. 14]
Step 4: Define local objective
(1 ol (ws (xpy))
Fk(w) = (n_k) 2{1’:1} bt . [Eq 15]
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Step 5: Define global loss:
n
Fw) = 21y (%) Few)-
Step 6: Assign privacy budget €, d for differential privacy.

Step 7: Compute sensitivity

Af = max _{D,D'}|| f(D) — f(D) |l

Step 8: Choose noise mechanism (Laplace or Gaussian).

Step 9: Local update gradient:
Ik = VFrw-

Step 10: Add DP noise:
gk = gk + N(0,a2D).

Step 11: Secure aggregation:
’ n ’
g = ch:l} (Ik) gk'
Step 12: Send g’ to server, update global model:
Wiy = We— g

3.2. Algorithm steps for secure federated training

S. NAMBIAR ET AL.

[Eq. 16]

[Eq. 17]

[Eq. 18]

[Eq. 19]

[Eq. 20]

[Eq. 21]

Clients train local models, add differential privacy noise, and send secure
updates. The server then combines encrypted gradients, updates the global
model, and sends parameters over and over again, keeping privacy and accuracy

safe at the same time.

Input parameters: global rounds T, learning rate 1, privacy budget &, d.

Initialize model weights wo randomly.
For eachround t=0,1,...,T-1 do:

Server selects subset of clients
S;< {1,..,K}.

Each client k € S_t computes local gradient
Ik = VEiwp-

Clip gradients:
Ik

gk 2\’
max(l M)
' C

[Eq. 22]

[Eq. 23]
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Add Gaussian noise:
gllc = Gk + N(Ol 0-21)'
Clients send g’ k securely to server.

Server aggregates noisy gradients:

g = Z{kest}(%")g;'
Update global model:

Witr1y = We — ng'.
Check convergence:

if ||W{t+1}_ Wt|| < &1 StOP.

1893

[Eq. 24]

[Eq. 25]

[Eq. 26]

[Eq. 27]

Output final global model w_T with differential privacy guarantees.

4. Result Discussion
Table 1

Model Performance with Privacy-Preserving Techniques

Method Accuracy | Precision | Recall | F1-Score| AUC
(%) (%) (%) (%) (%)
Baseline Federated Learning 94.2 93.8 934 93.6 95.1
FL + Differential Privacy 92.8 91.9 91.5 91.7 93.7
FL + Secure Multiparty 935 926 9222 924 94
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Figure 2

Performance Comparison of Federated Learning Techniques Across Key Metrics



1894 S.NAMBIAR ET AL.

With a score of 94.2% for accuracy, 93.8% for precision, 93.4% for recall,
93.6% for F1-Score, and 95.1% for AUC, Table 1 shows that baseline federated
learning is the best method. Performance slightly drops to 92.8% accuracy and
93.7% AUC when differential privacy is used.

This is because more noise is added. Secure multiparty computation works
better, with an accuracy of 93.5% and an AUC of 94.0%. It also keeps precision
(92.6%) and memory (92.2%) at the same level (in Figure 2). These results show
that there is a trade-off between privacy and accuracy, but they also show that
collaborative learning works well even when privacy is protected.

5. Conclusion

This study shows how well privacy-preserving machine learning methods
work in shared learning settings. It shows that both data privacy and model
quality can be maintained at the same time. By using secure aggregates and
differential privacy, private data is kept safe while top performance is kept up.
The suggested way protects against inference attacks and encourages trust in
decentralized training. In the future, researchers should improve noise
monitoring, find ways to make computers work faster, and find ways to use this
technology in more areas that need safe joint intelligence.

References

[1] J. Yuan, H. Xiao, Z. Shen, T. Zhang, and ]. Jin, “ELECT: Energy-effi-
cient intelligent edge—cloud collaboration for remote Iol services,”
Future Gener. Comput. Syst., vol. 147, pp. 179-194 (2023).

[2] M. Zolanvari, M. A. Teixeira, L. Gupta, K. M. Khan, and R. Jain, “Ma-
chine learning-based network vulnerability analysis of industrial In-
ternet of Things,” IEEE Internet Things J., vol. 6, pp. 6822-6834 (2019).

[3] X.Zhou, W. Liang, J. She, Z. Yan, and K. I. K. Wang, “Two-layer fed-
erated learning with heterogeneous model aggregation for 6G sup-
ported Internet of Vehicles,” IEEE Trans. Veh. Technol., vol. 70, pp.
5308-5317 (2021).

[4] Z. Liu, H. Du, X. Hou, L. Huang, S. Hosseinalipour, D. Niyato, and
K. B. Letaief, “Two-timescale model caching and resource allocation
for edge-enabled Al-generated content services,” arXiv preprint, arX-
iv:2411.01458 (2024).

[5] T.L.Dugc, R. G. Leiva, P. Casari, and P. O. Ostberg, “Machine learning
methods for reliable resource provisioning in edge-cloud computing:
A survey,” ACM Comput. Surv., vol. 52, p. 94 (2019).

[6] Y. Fu, C. Li, F. R. Yu, T. H. Luan, and P. Zhao, “An incentive mecha-
nism of incorporating supervision game for federated learning in



MACHINE LEARNING TECHNIQUES IN FEDERATED LEARNING ENVIRONMENTS 1895

[7]

(8]

[9]

(10]

(11]

(12]

(13]

autonomous driving,” IEEE Trans. Intell. Transp. Syst., vol. 24, pp.
14800-14812 (2023).

Z.Zhou, X. Chen, E. Li, L. Zeng, K. Luo, and J. Zhang, “Edge intelli-
gence: Paving the last mile of artificial intelligence with edge comput-
ing,” Proc. IEEE, vol. 107, pp. 1738-1762 (2019).

A. Merzoug, H. Ali-Pacha, A. Ali-Pacha, and 0. Ozer, “Neuronal
crypto system based on chaotic super-increasing sequence,” J. Discrete
Math. Sci. Cryptogr., vol. 28, no. 3, pp. 733-751 (2025), doi: 10.47974/
JDMSC-1867.

Z.Li, Y. He, H. Yu, ]. Kang, X. Li, Z. Xu, and D. Niyato, “Data hetero-
geneity-robust federated learning via group client selection in indus-
trial IoL,” IEEE Internet Things J., vol. 9, pp. 1784417857 (2022).

W.Y. B. Lim, ]. S. Ng, Z. Xiong, J. Jin, Y. Zhang, D. Niyato, C. Leung,
and C. Miao, “Decentralized edge intelligence: A dynamic resource
allocation framework for hierarchical federated learning,” IEEE Trans.
Parallel Distrib. Syst., vol. 33, pp. 536-550 (2022).

D. Dhabliya, S. Kunche, S. Dingankar, S. S. Dari, R. Dhabliya, and V.
Khetani, “Blockchain technology as a paradigm for enhancing cyber
security in distributed systems,” Journal of Discrete Mathematical Sci-
ences and Cryptography, vol. 27, no. 2-B, pp. 729-740 (2024).

Z. Wei, ]. Wang, Z. Zhao, and K. Shi, “Toward data efficient anomaly
detection in heterogeneous edge-cloud environments using clus-
tered federated learning,” Future Gener. Comput. Syst., vol. 164, p.
107559 (2025).

A. M. Pawar and N. Sherje, “Blockchain-based digital identity
management systems,” Int. |. Adv. Comput. Eng. Commun. Technol.
(JACECT), vol. 12, no. 2, pp. 1-7 (Apr. 2025).

Received April, 2025



