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Abstract
This study presents a hybrid framework combining BERT embeddings with a Random 

Forest classifier to detect fraudulent job postings. To address the severe class imbalance 
between genuine and fake listings, multiple oversampling methods—including SMOTE, 
SMOTE Tomek, ADASYN, SMOTE-ENN, and random oversampling—were evaluated. Model 
performance was further optimized through hyperparameter tuning using Randomized 
Search. The system was assessed with key metrics such as precision, recall, F1-score, and 
AUC-ROC, ensuring a balanced evaluation. Results demonstrate that leveraging contextual 
language representations from BERT, together with data balancing strategies, significantly 
improves fraud detection accuracy. This approach highlights the effectiveness of integrating 
advanced NLP models with resampling techniques for reliable online job fraud detection.
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1.  Introduction

This study focuses on developing a reliable and interpretable machine 
learning framework for detecting fraudulent job postings by addressing 
the challenges of class imbalance, unstructured text, and model 
optimization. Since genuine postings vastly outnumber fraudulent ones, 
the work evaluates various oversampling strategies, classifiers, and 
hyperparameter tuning methods to improve detection while maintaining 
interpretability and trust. The research also emphasizes the importance of 
handling unstructured job descriptions through advanced NLP techniques 
like BERT embeddings, which help capture meaningful patterns from 
inconsistent text data. By systematically testing different approaches, the 
framework aims to create a robust detection system that balances precision 
and recall, offering practical guidelines for fraud detection in recruitment 
platforms. The paper is structured with related work in Section 2, 
methodology in Section 3, results in Section 4, and conclusions with future 
directions in Section 5.

2.  Literature Review

Research on fraudulent job posting detection has progressed from 
basic classifiers to more advanced ensemble and deep learning methods. 
Early work, such as Vidros et al. [1], introduced the EMSCAD dataset and 
showed Random Forest as a strong performer with over 91% precision, 
while later studies explored ensembles like AdaBoost and Gradient 
Boosting for improved accuracy [2]. Other efforts applied SVMs with high 
precision [3], ensemble voting methods [4], and imbalance-handling 
techniques like down sampling [5] and oversampling [10] to boost results. 
Deep learning approaches further advanced performance, with DNNs 
achieving up to 99% accuracy [6, 7]. Beyond EMSCAD, datasets like IESD 
[8] expanded the scope, and alternative classifiers such as KNN were also 
explored [9]. Recent works have increasingly turned to NLP and imbalance-
aware methods, where BERT, LSTM, and CNN models [11–13] combined 
with sampling strategies have shown strong results, particularly in fraud 
and harassment detection, while studies on transactional fraud [14] 
reinforced the need for balance-aware frameworks. Overall, these findings 
highlight that both model design and class balancing are crucial for 
achieving robust detection in fraud-related applications.
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3. Methodology

This study applied BERT embeddings with a Random Forest classifier 
to detect fraudulent job postings, addressing class imbalance through 
various oversampling techniques. The model was optimized with 
Randomized Search CV and evaluated using AUC-ROC, classification 
reports, and confusion matrices, showing the impact of sampling methods 
and tuning on performance.

3.1 Data Exploration and Preprocessing

The “Fake Job Postings” dataset [15] with 17,880 entries (less than 5% 
fraudulent) was analyzed using EDA to identify key features like job title, 
description, and company profile. Text data was preprocessed for BERT 
embeddings, which were then used with a Random Forest classifier on a 
70:30 train-test split for fraud detection.

 Feature Extraction and Tokenization using BERT

BERT (Bidirectional Encoder Representations from Transformers) 
[16], developed by Google, transformed NLP by capturing contextual 
meaning through the Transformer architecture [17] and attention 
mechanisms. Pre-trained on large corpora like Wikipedia, it can be fine-
tuned for tasks such as classification and sentiment analysis. Using 
WordPiece tokenization [18], text is split into tokens, converted into IDs, 
and mapped to embeddings that represent semantic meaning. Unlike 
earlier models, BERT produces context-dependent embeddings [16], 

Figure 1
Amount of Real vs Fraud Jobs
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where word meanings adapt to surrounding text for deeper understanding. 
Figure 1 shows the Amount of Real vs Fraud Jobs.

Figure 2
BERT Model Architecture in dataset 

3.3 Oversampling Techniques

Because fraudulent postings form only a small portion of the dataset, 
oversampling is applied to reduce class imbalance and avoid bias toward 
legitimate jobs. Detecting the minority class is crucial, as missed fraud 
cases can have serious impacts. Techniques like SMOTE, Random 
Oversampling, and SMOTE-Tomek generate additional synthetic samples, 
helping balance the dataset, improve recognition of fraudulent entries, 
and increase model robustness, as shown in Figure 2.

3.3 Classification and Hyperparameter Tuning

Classification is a supervised learning approach where models assign 
predefined labels to data based on input features, aiming to predict binary 
or multi-class outcomes from labeled examples. Hyperparameter tuning, 
unlike parameter learning, involves adjusting settings defined before 
training that shape the model’s structure and learning behavior. Random 
Forest is well-suited for this task, as its ensemble of diverse trees reduces 
overfitting and highlights key features, offering both accuracy and 
interpretability in detecting fraudulent job postings.

3.3 Evaluation Metrics 

In this study, assessing the performance of the classifier is crucial to 
determining its efficacy in identifying fraudulent job postings. Several 
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performance metrics are employed to evaluate how well the model 
distinguishes between legitimate and fraudulent postings like accuracy, 
Precision, Recall F1-score, AUC-ROC and Support as shown in Eq 1,2,3,4. 
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The AUC reflects the model’s effectiveness in ranking fraudulent 
postings above genuine ones, making it a reliable measure of performance 
on imbalanced datasets. Support represents the count of samples in each 
class, with Class 0 showing legitimate postings and Class 1 indicating 
fraudulent ones.

Table 1
Baseline Results of different Oversampling Techniques

Oversampling 
Technique Class Precision Recall F1-Score Support

Random_Oversampler 0 0.9727 1 0.9861 5104

1 1 0.45 0.6206 260

SMOTE 0 0.9749 0.9984 0.9865 5104

1 0.9416 0.49615 0.6498 260

ADASYN 0 0.9748 0.9968 0.9857 5104

1 0.8896 0.4961 0.637 260

SMOTE ENN 0 0.9799 0.9747 0.9773 5104

1 0.5505 0.6076 0.5776 260

SMOTE Tomek 0 0.9755 0.9986 0.9869 5104

1 0.9496 0.5076 0.6616 260
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4. Results and Discussion 

This section compares different models and techniques to evaluate 
their effectiveness, using baseline metrics as a benchmark. Tables 1 and 2 
present results before and after hyperparameter tuning across 
oversampling methods, highlighting changes in accuracy and AUC-ROC.

Table 2
Hyperparameter Tuned results of different oversampling Techniques

Oversampling Technique Class Precision Recall F1-Score Support

Random_Over sampler
0 0.9731 1 0.9863 5104
1 1 0.4576 0.6279 260

SMOTE
0 0.9769 0.9958 0.9861 5104
1 0.8695 0.5384 0.665 260

ADASYN
0 0.9838 0.9326 0.9575 5104
1 0.346 0.7 0.4631 260

SMOTE ENN
0 0.9859 0.9353 0.9599 5104
1 0.3678 0.7384 0.491 260

SMOTE Tomek
0 0.9765 0.9964 0.9864 5104
1 0.8846 0.5307 0.6634 260

Table 3 highlights how oversampling with hyperparameter tuning 
affects performance. Random Oversampling reduced false negatives, 
SMOTE improved recall and F1 but lowered precision, while SMOTE-
ENN raised recall at the cost of more false positives. SMOTE-Tomek 
offered the best balance, improving recall and keeping accuracy steady 
with only a slight precision.

Table 3
Overall Metrices

Baseline Overall Metrics Tuned Overall Metrics
Oversampling Technique Accuracy AUC-ROC Accuracy AUC-ROC
Random Over sampler 0.9733 0.725 0.9737 0.7288
SMOTE 0.974 0.7472 0.9737 0.7671
ADASYN 0.9725 0.7465 0.9213 0.8163
SMOTE ENN 0.9569 0.7912 0.9258 0.8369
SMOTE Tomek 0.9748 0.7531 0.9739 0.7636



MACHINE LEARNING FRAMEWORK FOR DETECTING FAKE JOB POSTINGS� 2115

5. Conclusion & Future Work

This study shows that combining BERT embeddings with a Random 
Forest classifier and oversampling improves fraud detection. Random 
Oversampling gave an F1 of ~0.62–0.63 for fraudulent cases, while SMOTE 
and ADASYN raised recall, with ADASYN trading precision for more 
positives. SMOTE Tomek achieved the best balance post-tuning (F1 = 0.66, 
accuracy = 97.48%), and SMOTE ENN reached the highest AUC-ROC 
(0.8369). These results outperform earlier works (93–99% accuracy with 
weaker AUC-ROC), proving the framework’s effectiveness and scope for 
further enhancement.
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