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Abstract

It is very important to keep data safe, especially in the tech field where private data
is often at risk. Traditional ways of training don’t get people involved, which make them
less successful. A fun and participatory way to learn about hacking is through game-based
learning (GBL). GBL helps people remember what they’ve learnt and encourages them to
use security best practices by using chores, role-playing, and real-life situations. This paper
shows a GBL framework made just for the tech industry. It uses safety ideas and game
mechanics to create a safe workplace. The suggested method aims to raise knowledge among
employees and lower the hacking risks facing the organization.

Subject Classification: 68M25, 68M99.
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1. Introduction

Data security is still very important for businesses, especially in the tech field
where private data is often at risk in a world where technology is changing so
quickly [1]. Cyber dangers are getting bigger and more complicated all the time,
so companies are always looking for good ways to make their workers more aware
of data security. Traditional ways of teaching workers don't always get them
interested, which means they don't stay with the company or follow security
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Figure 1
Game-Based Learning for Enhancing Data Security Awareness in Tech
Employees
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procedures [2, 3]. Game-Based Learning (GBL), on the other hand, has become a
hopeful answer because it teaches difficult topics, like hacking, in a fun and
dynamic way. Through game features like tasks, situations, and role-playing, GBL
lets people learn in a realistic setting where they can practice security rules and
behaviours that they would use in real life [4, 5]. Figure 1 shows interactive
learning approach to improve data security awareness in employees.

This method not only helps people remember what they've learnt, but it also
gets them involved with the material, which raises understanding about data
security overall [6]. This article suggests a GBL framework that is specifically
designed for the needs of people who work in the tech industry. It incorporates
safety ideas into the game rules to create a safer workplace environment [7, 8, 9].

2. Method Work

2.1. Selection of participants
Employees from a wide range of tech businesses will be taking part,
making sure that all jobs are represented. People with different levels of hacking
knowledge will be given more weight during the choosing process [10, 11].
Total participants (N) = Number of employees selected from various tech
companies.

N = N1+ N2 + N3 + .. + Nk

where N1, N2, ..., Nk represent the number of participants from different job roles.

Weightage of cybersecurity knowledge (W) = Weight assigned based on
employee's experience with cybersecurity.

w== (1)

where E is the employee's experience in years and T is the total years of
experience in the selected participant pool.

Employee categories: Divide participants into categories based on their
cybersecurity expertise: C1, C2, C3, where:

C1: Beginner, C2: Intermediate, C3: Advanced

Number of participants per category:

N

N N
Ne¢y = ;ch = g'Ncs =3 (2)
Selection probability for each category:
—Na — Nez2 — Nes
P(C1) = %2, P(C2) = "2, P(C3) = ¢ ®

Balanced representation check: Ensure no category exceeds more than 10%
of the total number:

|NC1 - chl < 0.1N (4)

Skill assessment score (S) for each participant, based on a standardized
test:

Si =2Xj )
where Xj represents the score in different cybersecurity areas, and m is the number
of assessment categories.
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Participant qualification: Select participants with a score greater than a
threshold (S_threshold):
St = Sthreshold
Final participant selection:

Ngerectea = 2 1(8i = Sthreshold) (6)

where 1 is the indicator function.
Participant distribution by job roles (J):
J =U1]J2, .. Jm} (7
where J1, J2, ..., Jm represent various job roles, such as Developers, Analysts, etc.
Job role balance check:
| Ny — Njj| < 0.1N

where Ji, Jj are two different job roles.

2.2. Game design framework

There will be tasks, role-playing, exercises, and scenes in the game, all of
which are meant to be like real-life hacking situations [12]. These parts are
meant to get workers involved in making decisions and help them get better at
solving problems [13, 14].

Game levels (L) = Different stages in the game to represent varying
difficulty.

L =111L2,.. Lk

Scenario creation (S) for each game level, with m predefined real-world
security challenges:

S = {§1,52,..,Sm}
where each scenario involves a different cybersecurity problem (e.g., phishing,

malware).
Challenge difficulty (D) for each scenario:
N C(SD)
D(Si) = TGh (8)
where C(Si) is the complexity factor and T(Si) is the time required to solve the
challenge.

Role-play interactions: Define roles as R for participants:
R = {R1,R2,...,Rn}

where each Ri represents a role like “Security Analyst,” “Attacker,” etc.
Simulation length (T _sim) for each role-play event:

Tsim = Istart — Tend (9)
Reward system (W_reward) based on performance:
Wiewarap) = Points earned = X R(Si) (10)

where R(Si) is the reward points for successfully completing a challenge.
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Feedback mechanism (F): Immediate feedback is given after each task
completion:
F = Tfeedback
Ttask
where T feedback is time spent providing feedback, and T task is the time to
complete a task.
Simulation complexity scaling: As players progress, increase scenario
complexity:
D(Si+1)> D(Si)Vi € {1,2,...,m—1} 11
Player’s progression rate (P_progress) is calculated based on completed
levels:
__ Levels completed
Pprogress - Total levels (12)

Group performance (G_performance) across roles:

Gperformance =2 Pprogress(Ri) (13)
Scenario-based learning efficiency (E_learning):
Wrewar, i
Elearning = ZT(TP) (14)

where T _total is the total time spent on simulations.

3. Proposed Game-Based Learning Framework
3.1. Core elements of the GBL model

The GBL model will have clear rules, data in real time, and benefits to help
people stay on track. These parts keep people interested, help them remember
what they've learnt, and encourage them to follow security procedures.

R = {R1,R2,..,Rn}
where R1, R2, ..., Rn are individual game rules.
Player's current level (Lp): The current game level of a player.
Lp = {L1,L2,13, ..., Lk}
where L1 is the basic level and Lk is the highest level.
Time spent on task (T task): Time taken by the player to complete each
task.
Tiask = Tend — Tstart
where Tend and Tstart are the end and start times, respectively.
Feedback function (F_feedback): Function for providing feedback to
players after each task.

Tfeedback (15)

Ffeedback(P) = Teask
where T_feedback is the time taken for providing feedback.
Rewards system (W _reward): Points or rewards earned based on task

completion.
Wreward(P) =2 R(Si) (16)
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where R(Si) represents reward points for completing a task Si.
Player’s progress rate (P_progress) is calculated based on completed tasks:
__ Completed Tasks
Pprogress - Total Tasks (17)
Progression rules (P_progression): Rules that define progression between
game levels.

Tasks Completed

(18)

Difficulty scaling (D_scale): Difficulty adjustment for each level based on
player progress.

P . =
progression(Lp) Tasks Required to Advance

Dscale(Lp) = f(Pprogress(Lp)) (19)
where f'is a scaling function based on player progression.

Motivation function (M_motivation): Motivation based on player
engagement.

Mmotivation(Lp) =2 Wreward(Pi) (20)
where W_reward(Pi) represents reward points for completing tasks.

Time per task ratio (T task ratio) is the average time spent per task across
levels:

T
Tyqsiratio = Z%m (21)

Player’s feedback reception (F_reception): Measure of how well the player
receives feedback.

F. _ Tfeedback
reception —

(22)

Ttask

4. Result and analysis

Table 1 shows the rates of employee involvement and finish for each game
level. 92% of people who started the Basic level finished it, and it took them an
average of 20 minutes to do so.

Table 1
Employee Engagement and Completion Rates
Gametoa | pbernl | ot | o o™
Basic 50 92 20
Intermediate 50 85 25
Advanced 50 78 30

The success rate went down a little to 85% at the Intermediate level, but
the amount of time spent on the task went up to 25 minutes.
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Figure 2
Game Level Performance: Completion Rate vs. Engagement Time

Only 78% of people who started the Advanced level finished it, and it took
them an average of 30 minutes to do so (illustrate in Figure 2). These results
show that people are getting more interested in harder levels, but the number of
people who finish them is slightly going down.

5. Conclusion

Using Game-Based Learning (GBL) methods is a fun and active way to
make tech workers more aware of data security. By using real-life hacking tasks,
situations, and engaging parts, GBL encourages active learning and helps
students remember what they've learnt. Feedback, awards, and role-playing all
work together to keep workers inspired to follow best practices and stay alert to
new threats. This framework gives organizations a complete way to create a
culture that cares about security, which will eventually lower their risks and
make their total data protection stronger.
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