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Abstract

To make business networks safer, we need more advanced tools to deal with cyber
risks that are getting smarter all the time. The proactive defense work provide the smart
data analysis that monitors and find the outlier in network, reduces the response time and
secure the important data and information. We have used Al based approach for that help,
businesses can find trends, lower risks, and improve how they handle incidents with little
help from humans. This framework able to track and find to real-time tracking that improve
the security, make it flexible and scalable. This proposed approach not only makes business
IT systems stronger against new threats, but it also makes digital environments more
trustworthy, dependable, and able to follow rules.

Subject Classification: 54H30, 57725.

Keywords: Network security, Continuous monitoring, Intelligent data analysis, Machine learning,
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1. Introduction

In today's digital world, cyber risks that take advantage of weak spots in
network systems are becoming a bigger problem for businesses. Traditional
security measures work well in steady situations, but they are often not enough to
stop threats that change and adapt [1, 2]. In It sector different feature like cloud
integration, RDC, portable device has more complied structure to integrate.
Because of this, security tactics must change from being reactive to being
proactive [3]. Smart data analysis, it goes beyond signature-based identification. It
uses machine learning and Al to find small oddities and new danger trends [4, 5].
This combination makes predictive defence and flexible risk management stronger
[6]. Companies can improve their stability, business consistency, and compliance
with regulations by building these solutions into their company IT systems [7].
Intelligent tracking also cuts down on mistakes made by people and the stress that
comes from using too many resources [8, 9]. This lets IT teams focus on strategic
defence projects. In the end, this method makes sure that business networks stay
safe, can grow, and are ready for new hacking threats.
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2. Machine learning/Al algorithms for anomaly and threat detection

Al and machine learning can find hidden problems, sort out strange trends,
guess when attacks will happen, and improve network security by learning from
new threats to the company [10]. Figure 1 shows a multicolor framework
illustrating anomaly detection process.

Dataset D

Feature Extraction

fi = ¢(xi)

Probability Estimation

Decision Function

g(fi)

Anomaly
(y=1)

Figure 1

Multicolor Framework of Machine Learning and Al Algorithms for Anomaly and
Threat Detection

Dataset:
D = {x1,x2,...,xn}

Feature vector:
fi = @(xi),fi € R™
Probability of normal:
P(y = 0IfD)
Probability of anomaly:
Py =1|fi)= 1 — P(y = 0|f0) )]

Decision function:
g(fi)y= 0if P(y =0|fi) = 0,else 1 )
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Distance metric:

d(fi,n) = |Ifi — ul|2
Threshold:

d(fi,u) > 6§ - anomaly

Classifier:
yi = h(fi; W,b)

Loss function:
L = =X [yilog¥i) + (1 — yi)log(1l — yi)]

Gradient update:
WiE+1)= Wt —nVWL
Recall:
TP
R = (TP + FN)
Precision:
_ TP
" (TP +FP)
F1-score:
2PR
F1= (P +R)

Optimization: maximize F1 subject to 9, 0

Final model:
M * = argmaxM F1(M)

3. System integration and architecture for real-time monitoring

©)

4)

©)

(6)

)

®)

)

(10)

Integrated design combines sensors, data streams, analytics engines, and
screens so that business networks can be monitored in real time, for
irregularities to be found, incidents to be reported, and security measures to be

taken before they happen [11, 12].

Traffic stream:
S = {p1,p2,..,pt}

Packet features:
zj € R™
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Flow aggregation:
1 .
F=()22

Monitoring function:
M(F) = a-Anomaly(F) + B - Normal(F)

Sliding window:
Wk = {Fk—n+1,...,Fk}

Alert function:
Ak = 1if Pk > y,else 0
Latency:
L = Tdetect — Tevent
Throughput:
Th — Packets{’rocessed
Time
Reliability:
CorrectAlerts
" TotalAnomalies
Pipeline as DAG:
P = (V,E)
Efficiency:
R
Eff = (L-Th)

Objective: minimize L, maximize R, maximize Eff

Final architecture:
Ax= argmaxA Eff(A)

4. Deployment in corporate IT infrastructures
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(12)
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(14)
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(17)

(18)

When tracking systems are deployed, they are easily integrated into
corporate IT. This makes sure that there is minimal impact, centralised control,
increased robustness, and compliance with the organization's security policies

[13, 14].

Step 1: Definition (Deployment Matrix)

Network nodes: N = {nl, n2, ..., nm}
Security agents: A = {al, a2, ..., ak}
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Deployment matrix:
Dij =1 if agent ai is deployed at node nj
Dij = 0 otherwise

Step 2: Resource Cost Function
Cij = cpuij + memij

Step 3: Total Cost
Ctotal = X ¥ Dij * Cij

Step 4: Coverage Metric

Cov = (Wll)x 1@i: Dij = 1)

Step 5: Security Impact Score
Sl = X X Dij * wij

where wij = importance weight of node nj

Step 6: Reliability Formula
DT
R=1- (Toperational)

Step 7: Compliance Constraint
Comp=1ifSI>1t
Comp = 0 otherwise

Step 8: Deployment Efficiency
__(Cov+R)

Eff ~ ctotal

Step 9: Optimization Problem
Maximize (Cov + SI)
Subject to: Ctotal < Cbudget

Step 10: Theorem (Optimal Deployment Existence)

S. KARTHICK ET AL.

(19)

(20)

20

(22)

(23)

For finite sets of nodes N and agents A, there exists an optimal deployment

matrix D* that maximizes efficiency Eff.

Step 11: Proof (Sketch)
Therefore, 3 D* such that:

Eff(D x) = Eff(D)for all D.

Step 12: Final Deployment Formula

D = argmaxD Eff(D)

(24)

(25)
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5. Result and Discussion

Comparing different models for finding anomalies shows that mixed deep
learning methods are better. Random Forest and baseline SVM were about
average in terms of accuracy, but they had higher rates of false positives.
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Figure 2

Performance Comparison of Machine Learning Models for Intrusion Detection

CNN-based IDS made recognition more accurate and reliable, and LSTM
models made performance even better by learning from past events. Figure 2
illustrates performance comparison of machine learning models for intrusion
detection, highlighting accuracy, precision, recall, and F1-score across
approaches. The suggested Hybrid CNN-LSTM worked the best, with a 97.7%
F1-score, 98.1% accuracy, and only 1.9% false positives. This shows that it is
reliable, scalable, and effective at dealing with complicated online dangers to
businesses.
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Model-Wise Comparison of Precision, Recall, and F1-Score in Intrusion Detection
Systems
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Figure 3 shows a model-by-model comparison of F1-score, accuracy, and
recall in intrusion detection systems. It focusses on the pros, cons, and trade-offs
of various machine learning methods.

6. Conclusion

Improving the security of a company's network by constantly watching it
and analyzing it intelligently sets up a defence against new cyber dangers.
Organizations can quickly find problems, shorten reaction times, and lower
business risks by using machine learning techniques and real-time tracking
systems. Adding these solutions to IT systems makes them more reliable, makes
sure they follow the rules, and increases trust among stakeholders. Ultimately,
these smart, flexible methods create scalable, future-proof security frameworks
that protect important assets and make business digital ecosystems stronger as a
whole.
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