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Abstract
The smart city development has been grown faster way, so that such smart cities need 

requirement that it should be safe, reliable as an infrastructure that can handled the complex 
system for computations of data in the real time environment. Cryptographic methods 
make data even safer, more private, and more reliable.  The study discus the blockchain and 
cryptographic models that used for building smart city which more reliable and resilient to 
attacks. The proposed approach maintains the stability, efficiency, and longevity of urban 
systems by emphasizing consensus models, security frameworks, and resiliency indicators.
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I. Introduction 
The use of modern tools to improve life, which has revolutionized how 

people live in smart cities. As more people migrate into cities, it becomes difficult 
for them to keep their buildings, data management, and service delivery safe and 
effective [1]. Linked systems and real-time data processing are two crucial things 
that smart cities need. This means that the infrastructure must be strong, safe, and 
able to manage a lot of different problems and threats [2, 3, 4]. Blockchain is a 
great way to keep smart city systems safe because it is open, decentralized, and 
can't be changed. Cryptography does more to protect data by making sure it is safe 
and correct. This article looks at how blockchain and security can be used to build 
reliable infrastructure for smart cities [5]. The idea is to make sure that it's safe to 
share information, make decisions, and get in touch with people.   

As shown in Figure 1, we offer a new way to fix issues with smart city plans 
by focusing on robustness metrics, cryptographic security frameworks, and 
consensus models. The suggested ways are meant to offer long-lasting safety and 
security, letting cities use safe, effective, and environmentally friendly tech 
solutions to run their cities [6, 7]. 

II. Mathematical Methodology 
A. Blockchain Consensus Model 

With the use of blockchain technology in this, the blockchain uses the 
fundamental model as PoS and PoW for the validation of transaction where each 
node has approve it [8, 9, 10]. 
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Figure 1 

Resilient Infrastructure for Smart Cities: Blockchain and Cryptography Integration 
 
Transaction Throughput (TPS):   

                                          
Latency (ms):   

                                            
                              (1) 

Security Level:   
        (                                           ) 

Energy Consumption:   
                                                       

Proof of Work (PoW):   
                                           

Proof of Stake (PoS):   
                                                        

Practical Byzantine Fault Tolerance (PBFT):   

        (      )
         (                   )  (2) 

Delegated Proof of Stake (DPoS):   

                             (3) 
Consensus Efficiency:   

                                                         (4) 
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B. Cryptographic Security Model 
The cryptographic security model uses encryption methods, like hashing 

and asymmetric key cryptography, to keep data safe, make sure contact is safe, 
and stop people from getting in without permission [11, 12]. 

Encryption Algorithm Efficiency: 

                                    (5) 
Key Length and Security: 

              (          )  (6) 
Hashing Function Performance: 

                                  
      (7) 

Symmetric Key Encryption: 
        ( )  (8) 

Asymmetric Key Encryption: 
           ( )  (9) 

Digital Signature: 
                   ( )  (10) 

Key Exchange (Diffie-Hellman): 
                (11) 

RSA Security: 
                 (12) 

Elliptic Curve Cryptography (ECC): 
               (13) 

AES (Advanced Encryption Standard):     
         (   ) (14) 

C. Resilience and Reliability Metrics 
The reliability analysis done t=by the reliability check, the mathematical 

formula for this given below [13]: 
System Reliability:   

                                             (15) 
Fault Tolerance:   

                                         (16) 
Recovery Time:   

                      
                (17) 
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Mean Time to Failure (MTTF):   

          
   (                           )  (18) 

Mean Time to Repair (MTTR):   

                          
                   (19) 

Availability:   

            
(                 )  (20) 

Service Level Agreement (SLA):   

                           
                       (21) 

Data Integrity:   

III. Cryptographic Algorithm 
A cryptographic method is picked based on how safe it is, how fast it can 

be used, and how well it can be expanded. Algorithms like AES for encryption 
and RSA for key sharing make sure that both security and speed are high. 

Key Size (n): 
                         (       ) 

Ciphertext (C): 
        ( ) (22) 

 (Where C is the ciphertext, E_k is the encryption function, and P is the 
plaintext) 

Encryption Speed (S): 

              
            (23) 

     (                      )
(                     )   (24) 

Security Level (L):  
  L = f (Key Length, Hash Function Strength, Resistance to Attacks) 

Key Exchange (Diffie-Hellman): 
                 (25) 

Hash Function Collision Resistance: 

   (         )  (                    )
(            )   (26) 

Symmetric Encryption (AES):  
         (   )   (27) 

Asymmetric Encryption (RSA):  
                 (28) 
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Digital Signature: 
                   ( )  (29) 

Elliptic Curve Encryption: 
             (30) 

IV. Results and Analysis 
Based on key success measures, Table 1 shows a review of different 

blockchain consensus models. Proof of Work (PoW) has the slowest transaction 
rate (25 TPS) and the longest delay (2000 ms). 

 
Table 1 

Blockchain Consensus Model Performance Metrics 

Consensus Model 
Transaction 
Throughput 

(TPS) 

Latency 
(ms) 

Security 
Level (1-10) 

Energy 
Consumption 

(J) 
 (PoW) 25 2000 9 100 
 (PoS) 100 500 8 30 
 (PBFT) 500 150 10 50 
 (DPoS) 150 400 8 20 

 
It also uses a lot of energy (100 J), but it has the best level of security (9).   
 

 
Figure 2 

Consensus Model Performance Breakdown 
 
Proof of Stake (PoS) has a slightly lower level of security but better speed 

(100 TPS) and lower latency (500 ms). It also uses less energy (30 J) (in Figure 
2).   
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Figure 3 

Consensus Model Comparison Heatmap 
 
Although it uses 50 J of energy, Practical Byzantine Fault Tolerance 

(PBFT) has the best speed (500 TPS) and security (10) (shows in Figure 3). 
Delegated Proof of Stake (DPoS) has 150 TPS, 400 ms delay, 8 security levels, 
and uses the least amount of energy (20 J). 

V. Conclusion 
When you combine blockchain and security models, you get a strong way 

to build infrastructure that will last in smart cities. Cities can protect 
communication, data accuracy, and privacy by using cryptography's data 
security systems and blockchain's decentralised decision mechanisms. In 
addition, resilience and dependability measures let you check how well a system 
can handle outages. This method not only makes smart city systems safer and 
more efficient, but it also encourages long-term, future-proof urban growth, 
making places safer and more stable for people to live. 
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