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I. Introduction 
Investing strategically in security improvements and base automation 

changes is becoming more and more important for bringing electric power 
systems up to date [1, 2]. Cyber and physical dangers to power networks are 

 
Figure 1 

Multicolor Architecture of Investment Impact on Power System Security and 
Substation Automation 
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Abstract
This research looks at how different levels of spending affect the safety of the power 

system and the automation of substations.  Power networks are facing more and more cyber 
and physical dangers, such as SCADA hacks and cascading breakdowns, as they rely more 
and more on digital control and tracking systems. The study looks at low, medium, and 
high spending plans using cybersecurity risk score models and dynamic stability tests in 
MATLAB/PSCAD. The results show that higher spending greatly lower risks, make systems 
more reliable, and boost the efficiency of automation. The results make it clear how important 
it is to keep giving focused funds to make sure that energy systems are strong, scalable, and 
ready for the future so they can handle new security problems.
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growing. These include malware attacks on supervisory control and data 
acquisition (SCADA) systems and failures that happen one after another because 
of not enough protection measures [3]. As more utilities switch to digital 
tracking and control systems, the area that can be attacked grows. This makes 
hacking an important part of keeping the power system stable [4, 5, 6].   

At the same time, adding automation technologies improves speed, 
problem finding, and real-time reaction, but the benefits depend a lot on how 
much money is spent on these changes [7, 8]. How strong the technical side of 
these modernisation attempts is and how long they can last economically depend 
on how much money is invested (Illustrate in Figure 1).  Low levels may only 
lead to small improvements that don't fix weaknesses. Medium and high levels, 
on the other hand, can lead to steady changes in resistance and scale [9, 10].   

II. Method Work 
A. Cybersecurity risk scoring models for automation infrastructure 

Cybersecurity risk score models look at holes in automation infrastructure 
and make security ratings based on how likely it is that an attack will happen, 
how important the assets are, and how vulnerable they are to threats [11, 12, 13]. 
These ratings help people decide where to put their money. 

Define asset set: A = {a1, a2, …, an} 
Define threat set: T = {t1, t2, …, tm} 
Estimate threat likelihood:  (  )   [   ] 
Define vulnerability severity:  (     )   [   ] 
Calculate exposure:  

   (     )    (  )    (     )  (1) 
Compute asset risk contribution:  

   (     )    (  )    (     )  (2) 
Aggregate over threats:  

   (  )     ( (     ))              (3) 
Normalize asset risk:  

       (  )   (  )
   ( ( ))  (4) 

Define system risk index:  

         ( 
 )     (     (  ))              (5) 

Introduce mitigation factor:  
 (     )   [   ] 

Adjusted risk:  
    (     )    (     )   (     (     ))  (6) 

Aggregate mitigated risk:  
    (  )     (  (     ))              (7) 

 



1646� D. DHABLIYA ET AL.

Normalize mitigated system risk:  

          (  )     (  
  

   (  ( )))               (8) 

Cybersecurity risk score:  
              (  –       )  (9) 

B. Power system dynamic stability modeling (e.g., MATLAB/PSCAD) 
Dynamic stability modelling in MATLAB or PSCAD models shocks, 

checks how the system responds, and finds stability boundaries. This makes sure 
that successful automation changes improve operational robustness at different 
levels of investment. 

Define bus set:   
  B = {b1, b2, …, bn} 

Define generator set:   
  G = {g1, g2, …, gk} 

Represent system with admittance matrix: Ybus 
Generator swing equation: 

          ( 
   
   )        (

   
  )       –       (10) 

Electrical power output: 
         |   |         |   ||   |(                    )       (11) 

Rotor angle difference:  
              

Linearize dynamics:  
                    (12) 

State vector:  
    [   ]  

Jacobian matrix:  

       
    (13) 

Stability condition:  
  (  )         

Damping ratio:  
        

√      
  (14) 

Critical clearing time: 

          (  (        ))
    (15) 

Lyapunov function: 
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       (   )   (  )  
    (       )    (16) 

Improved stability index:  

         
(       )  (17) 

III. Impact of Investment Levels on Power System Security 
A. Low-level investments: minimal improvements and vulnerabilities 

Low-level purchases don't make a big difference because they only 
improve basic system tasks. Critical flaws still exist, cybersecurity isn't getting 
enough money, and changes to resiliency aren't enough to stop failures from 
spreading when things go wrong. 

Define risk exposure factor:  
     [   ] 

Residual vulnerability:  
            (         ) 

Define resilience function:  
                  

Cybersecurity improvement:  
                     (18) 

Failure probability:  
              (        )  (19) 

Reliability index:  
         –      (20) 

Automation effectiveness:  
                   (21) 

Security index:  

      (           )
   (22) 

Net performance gain:  

                  
   (23) 

Sustainability score:  
          –      (24) 

Overall low-level impact:  
            (            )  (25) 

B. Medium-level investments: moderate resilience gains with scalability limits 
Medium-sized investments make systems more resilient by adding better 

automation and some safety measures. But scale is still limited, long-term 
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flexibility is also limited, and new threats may be bigger than the defences that 
are currently in place. 

Define investment level:  
        (       ] 

Cybersecurity enhancement: 
                 (         )  (26) 

System recovery factor:  
            √       (27) 

Failure probability:  
              (        )  (28) 

Security effectiveness:  

                      
   (29) 

Net resilience index:  

                      
   (30) 

Long-term adaptability:  
             

Performance gain:  

                   
   (31) 

Normalized performance:  

         
(           )  (32) 

Overall medium-level impact:  
               

IV. Result and Discussion 
Table 1 shows that low spending only lowers hacking risk by 18.5%, with 

74.2% reliability and 62.7% automation efficiency, which means that there 
aren't many changes. 

Table 1 
Security and Operational Performance Across Investment Levels 

Investment 
Level 

Cybersecurity Risk 
Reduction (%) 

System 
Reliability 
Index (%) 

Automation 
Efficiency (%) 

Low 18.5 74.2 62.7 
Medium 46.8 85.6 79.3 
High 72.4 94.1 91.5 

 
Medium spending leads to better results, lowering risk by 46.8%, 

increasing reliability to 85.6%, and increasing efficiency to 79.3%, but it's still 
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hard to make the system bigger. When you spend a lot of money, you get the 
best results: 72.4% less danger, 94.1% more stability, and 91.5% more 
efficiency (in Figure 2). This makes the system much more resilient.   

 

 
Figure 2 

Impact of Investment Level on Cybersecurity, Reliability, and Automation 

V. Conclusion 
This study shows how important funding levels are for making the power 

system safer and automating substations. Low investments only make things a 
little better, leaving weaknesses that can't be fixed. Medium investments make 
things somewhat more resilient, but they can't be expanded. To protect against 
changing physical and online dangers, you need focused, long-term funds along 
with advanced modelling and automation strategies. Prioritising optimised 
investment improves system stability, reliability, and flexibility, protecting 
important assets and helping to build secure energy networks that are ready for 
the future. 
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