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Abstract

Today’s content delivery over the Internet via Cloud-based Content Delivery Networks
(CCDNSs) must address critical challenges such as dynamic traffic, congestion, inefficient
routing, and latency variations, which are not effectively handled by the traditional
Dijkstra’s algorithm due to its static cost assignments. To overcome these challenges, a
congestion-aware collaborative Dijkstra optimization approach guided by the Proximal
Policy Optimization (PPO) method is proposed. This PPO-Guided Dijkstra integrates graph-
theoretic path computation with optimization-driven cost adjustments by considering real-
time congestion data. Simulation-based assessments across various network conditions
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indicate that the proposed model achieves a 33% reduction in latency, a 6.7% improvement
in resilience under node failure scenarios, and significantly faster convergence in comparison
to conventional and non-collaborative routing strategies. These findings demonstrate the
scalable, congestion-aware routing solution for next-generation CCDNS.
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1. Introduction

Replica servers (RSs) are placed at different geographical locations to
reduce latency and network traffic on the Internet by using Content Delivery
Networks (CDNs). Initially, these RSs are provisioned with static
infrastructures, which are inefficient in utilizing resources and not scalable in
dynamic scenarios. To deal with this, CCDNs [1] are proposed, which use
leased servers to provision adaptive cloud resources dynamically and provide
better flexibility and scalability in resource provisioning. However, these
dynamic RSs also face different challenges during time-varying traffic
conditions, fluctuating user demand, and the selection of an optimal number of
RSs [2], [14], [17]. During these dynamic conditions, content delivery to end
users with minimal latency by dynamically selecting optimal paths between RSs
and requesting nodes in CCDNss is one of the primary challenges of the Internet
[3]. This demanded the routing process to operate under highly dynamic
network conditions, characterized by unpredictable traffic patterns and
temporally varying resource provisioning on RSs, rendering static routing
algorithms, such as Dijkstra's shortest path, inadequate for performance
optimization. Therefore, improving content delivery efficiency in CCDNs has
gradually depended on innovations in adaptive routing by enhancing hybrid
optimization frameworks [6], [20] and reinforcement learning-based approaches
[81, [10], [18].

1.1 Mathematical Formulation of the CCDN Routing Problem

The routing problem in CCDNs can be formally represented as a weighted
directed graph.

G=(V,E) (1

Here, V= {RS,,..., RS,} represents a set of s nodes as replica servers
configured for the cloud. E is the set of edges, where each edge is defined by
e(u, v), with an associated cost C,, based on latency, bandwidth, and congestion,
where u, v € V. The different users U; = {u;, uy, ..., Uy } under the RS, € V
place content requests Ry, = {¥ ks, Foksr ---» Tuks ) gENErated by the user uy, € U;. The
objective is to find optimal paths to minimize end-to-end latency and
congestion, ensure that load is evenly distributed, and that routing decisions
adapt in real time. All of this must be achieved with minimal computational or
communication overhead.
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A comparison between two traditional routing protocols, namely Dijkstra's
algorithm and dynamic lightweight hybrid routing, is illustrated in Figure 1. In
traditional routing, congested paths between RS: and RSs via RS. are selected
based on static costs without adapting to time-varying network conditions.
Dynamic approaches identify congestion, discard overloaded links, and reroute
traffic through alternative paths (e.g., RS: — RS; — RSs) by updating links
based on dynamically learned edge costs. This highlights the hybrid model’s
ability to adapt in real time and improve routing efficiency.

A standard Dijkstra solution selects, for each request originating at node s
to the destination d, such that the selected path (7r) is minimized in terms of the
total path cost. This results in the optimal path (z*) as shown in Eq. (2).

Tt = arg minn:s—ni Z(u,v) En(CIZ‘Jlse (2)

Each edge (1, v) € E has a static base cost C2%5¢. However, the cost for the
minimum path does not account for time-varying congestion. Therefore, a
lightweight collaborative routing method is proposed that combines the adaptive
decision-making capabilities of PPO [7] with the efficiency of Dijkstra’s
shortest path algorithm. PPO-Guided Dijkstra adjusts edge costs in real time
according to the RS’s load, carefully redirecting traffic to prevent congestion
with low overhead [19].

The remainder of this article is structured as follows: Section 2 reviews
related work, Section 3 details the proposed Collaborative PPO-guided Dijkstra
routing approach, Section 4 presents the experimental setup, followed by the
results and analysis in Section 5, and Section 6 concludes with future directions.

2. Related Work

Early approaches to CDN optimization focused on traditional routing and
resource management strategies. The article [2] proposed an efficient routing
path planning and bandwidth guarantees method, and another article [3] is an
advancement by introducing a two-stage stochastic optimization model for CDN
planning, accounting for traffic uncertainty through a mixed physical-virtual
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NFV-based infrastructure. However, this work lacks consideration for stochastic
or uncertain traffic demands, which are ever more relevant in large dynamic
CCDN:s.

Integrating deep reinforcement learning (DRL) into CCDN, applied
dynamic content placement, ensures adaptability but experiences high training
time and convergence sensitivity [4]. A collaborative RL model (CRL-DT) for
routing in CCDNs, which improved distributed management but required
robustness to immediate traffic pattern changes, is proposed in [5]. While deep
learning with RL is proposed in [9] for content caching and delivery, scalability
and deployment complexity remain open issues. In article [11], a model was
introduced using Hierarchical Probability Routing (HPR) for better resource
utilization, but its performance under highly dynamic environments was not
evaluated.

In the closest domains, enhanced PPO was applied to robotic navigation
with the Dijkstra algorithm, but these works are limited in direct applicability to
CCDN use cases [12], [13]. An actor-critic-based adaptive routing and caching
in knowledge-defined networks is proposed in the article [15], yet it is
challenged in generalizing across heterogeneous network topologies. Another
work [16] addressed reliability in time-sensitive networks using RL and PPO,
though the solution's latency overhead under extreme congestion was not
thoroughly tested.

Despite existing literature approaches based on RL-based routing, like
CRL-DT for content routing in CCDNSs, a research gap remains in further
enhancing their scalability and adaptability to achieve more efficient content
delivery under dynamic network conditions.

3. Congestion-Aware Adaptive Routing: Collaborative PPO-Guided
Dijkstra
This section presents Collaborative PPO-guided Dijkstra, a novel hybrid
routing technique for low-overhead, adaptive content delivery in CCDNs. This
approach combines PPO-inspired adaptive penalties into Dijkstra’s edge costs to
enable dynamic, congestion-aware routing without neural network training or
continuous policy propagation between nodes.

3.1 Heuristic Penalty System:

The Heuristic Penalty System is defined in terms of the load factor (£,)
and penalty multiplier p(£,), which depends on the normalized queue length or
load at node u.

£, = load_factor(u) € [0.1, 0.9] 3)
Here, we define the dynamic cost of edge (1, v) € E in terms of £, as:
Cw(®) = Cﬁ’fse X (1 + p(Ep) x £4) 4)

Here, the penalty multiplier p(£,,) is determined using a simple heuristic: if
the fu on a node exceeds the threshold (@, ), the multiplier is set to my;

otherwise, when the multiplier is set to m;. Thus, the updated C,,,(t) is defined
as:
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Corse x (L4+my X £,), £, > O,

C,(t) =
un(6) Cose x (L4+my X £), £, < O,

(6)

3.2 PPO for Adaptive Penalty Selection:

In place of the two penalty levels as shown in Eq. 5 as used by the heuristic
penalty system, a lightweight PPO policy (my)can learn the optimal
multiplier (p) as a function of the local state, PPO-based formulation is included
in [7], [13], [15] for different scenarios. The PPO’s clipped surrogate objective
is defined in Eq. 7 to calculate the average at timestamp .

LEMP(9) = E [min (1,(0) A,, clip(1:(0),1 — &,1 + &) A))] (7)
where:

g (atlst) 4

— ~ ST-t -k _
r(0) = T, 4 (at | 50 Ay = Yk=o V" Ttrk V901d(sf)

Here, the different parameters are defined according to the adaptive routing
policy. The state s, (?) is defined in terms of {£,, A£,, C2%¢}, N as local
features and action a,, (z) € R" is used for the chosen penalty multiplier p,,, where
R* denotes that the action space is restricted to positive real values. Reward r(z)
represents the negative of end-to-end latency, and a minor penalty on excessive
rerouting. The function clip(r.(6),1 — &,1 + &) keeps the value of 1:(0) to
the range [1—€,1+€], where € is a hyperparameter, usually about 0.2. PPO uses
this for computing the advantage function (A,), a measure of how much better
the actual action performed is compared to the average expectation, where
Vy (s;) estimates the expected return from s; under the mg and y € [0,1) is the
discount factor. Once trained, the policy produces a node-specific penalty
multiplier:

pu=mg ({£w, ALy, ngse}v €N (u) ) )
Then, the updated cost is.
Cuw(t) = C]l;](}zse X (1 +p, % £,) )

All edge costs are updated dynamically by using Eq. (9), and Dijkstra’s
algorithm is executed periodically after the time interval (¢) or for each incoming
request set at node u. From this, the algorithm adapts to real-time network
congestion conditions according to load. The optimal path from source node s to
destination d at ¢ is:

= arg minn:s—)d Z(u,v) (54 (Cuv(t)) (10)

This maintains deterministic optimal-path computation within a dynamic
cost environment that represents congestion.

Algorithm 1: Collaborative PPO-guided Dijkstra
Input: G=(V, E), nodes s, t

1. Foreachedgee(u,v) €EE:u, v eV

a. Set C245¢ « G[u][V]['C,]
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b. Set £,, < G.nodes[u]['load']
c.If£,> 0, then: Set p, < m,

else: Set p,, < m;

d. Set Cp, (t) < C2%¢ x (1 +p, X £,)

e. Set G[u][V]['AD_Cost'] « Cyp,(t)

2. path « Dijkstra(G, s, t, cost ="AD_Cost')
3. Return path

3.3 Collaborative PPO-Guided Dijkstra Working Algorithm:

The Collaborative PPO-Guided Dijkstra algorithm (Algorithm 1) begins by
using Dijkstra’s algorithm with predetermined edge costs to determine the initial
shortest path between the source node (s) and the target node (t). It continuously
evaluates node load parameters such as CPU utilization, queue lengths, and
traffic volume to identify congestion. PPO-inspired penalty scheme (subsection
4.2) modifies edge costs according to load. Finally, Dijkstra's algorithm is
subsequently executed with the modified adaptive costs (AD_Cost) to determine
a new, low-congestion route.

The system autonomously redirects traffic to a longer yet less congested
route when a node on the first path becomes overloaded.

4. Experimental Setup

To evaluate the performance of the PPO-Guided Dijkstra against the
baseline algorithms, two synthetic network topologies were constructed. First,
100 nodes are deployed in the network within a 20x20 area as shown in Figure
2, where nodes were connected if they were within a 5-unit Euclidean distance,
simulating uniform transmission range. Edge costs were initially assigned based
on longitudinal distances to serve as a baseline before adaptive penalties were
applied. Second, to emulate real-world CCDNs, a Gaussian-distributed topology
(p = 10, o = 3) was created, clustering nodes toward the center to represent
urban deployments with high server density, as illustrated in Figure 2.

Multiple load and failure scenarios were simulated to evaluate algorithm
robustness in dynamic CCDN environments. The simulation setup performs
evaluation on low and high load based on the value of the current load (cl=0.3
(low) or 0.8 (high)), which indicates 30% or 80% of nodes experienced
moderate (load factors 0.6—0.7) or heavy (0.8-0.9) congestions, respectively.
Different baseline algorithms are included: static Dijkstra-DT, RL-DT, CRL-DT
[5], and SLA-RPM [2]. These algorithms are assessed using metrics such as
delay cost, convergence time, and tree length, under varying failure rates. Which
offer a complete picture of each algorithm’s performance on lacking
adaptability, adaptive but slow and computationally intensive, faster with
coordination overhead, and rigid under dynamic violations.
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Figure 2
Node Distribution in Normal (Gaussian) Topology (u=10, 6=3)

5. Results and Analysis

The outcomes of PPO-Guided Dijkstra's algorithm performance in network
topology and both load scenarios against other algorithms demonstrate to
minimize network latency, achieve quick convergence, and preserve resilience
during node failures. Figure 3 and Figure 4 show that the algorithm can deftly
avoid congested nodes and maintain efficient routing even as network load
increases. Figure 3 shows that during cl = 0.3, the proposed algorithm drops the
delay cost to 63ms and performs better than Dijkstra-DT and CRL-DT, with
delay cost 80ms and 68ms, respectively, as shown in Figure 3.
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Figure 3
Network delay cost under low load
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Network delay cost under high load

On the other hand, the proposed algorithm faces an end delay cost of 80 ms
during high load cl = 0.8, which is 8% better than CRL-DT and 33% lower than
Dijkstra-DT. During both scenarios, PPO-Guided Dijkstra consistently
performed better than the standard algorithms in terms of the cost of network
delay.

Figure 5 shows balanced path optimization while avoiding congestion
during PPO-Guided Dijkstra. When the network load increased, the total tree
length enlarged relatively from 25 to 39, but CRL-DT's tree length increased
more consistently till 47. This shows that the proposed algorithm preserves
efficiency and adaptability by avoiding congestion without causing undue path
inflation. Figure 6 shows that the algorithm's resistance in situations including
node failures. The delay cost is raised by 15.4% in Dijkstra-DT; however, only
6.7% in the proposed algorithm when 10, 15, or 20 nodes were randomly
removed from the network. Because of its resilience, the network will continue
to function appropriately even in the case of unexpected outages.
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The above results of PPO-Guided Dijkstra adjusts edge costs locally based
on node load, supporting fast redirecting around bottlenecks or failures without
restructuring entire delivery trees. Unlike tree-based methods that may require
subtree reconstruction on failure, it recalculates only affected routes using
adaptive penalties.

6. Conclusion and Future Work

Conventional approaches are not appropriate to deal with high network
traffic and load on RSs during content delivery, which demands delivering it
with minimum latency. The standard Dijkstra path selection algorithm is
constrained by static costs, while recent RL methods enforce poor convergence
and real-time overhead. The proposed path-finding PPO-Guided Dijkstra
approach shows exceptional performance during low and high network load
conditions, achieving a 33% reduction in latency and sustaining resilience with
only a 6.7% increase in time during node failures. Probable future developments
of this work include concentrating on CCDN testing during real-time dynamic
changes and focusing on complex difficulties like multiple failures.
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