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Abstract
Secret sharing is a tool that we use in numerous cryptographic protocols. In this paper, 
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schemes are verifiable and efficient. The fundamental reason for utilizing bilinear pairing 
with elliptic curves is to provide similar security (as in existing schemes) with smaller key 
sizes. The computational complexities of the proposed schemes have been determined. We 
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1.  Introduction

Secret sharing scheme is now a vast area in the field of cryptography. It 
is a tool that is used in numerous cryptographic protocols. Secret sharing 
is typically used to lack confidence in a single individual or where a single 
person’s duty must be assigned to a group of users when the person is 
absent. An access structure for a secret sharing scheme defines all subsets 
of users who can collectively recover the secret by pooling their individual 
shares. Any unauthorized set of users must not know any information 
about the secret. Many secret sharing schemes have been proposed in the 
literature, (see [2, 6, 15, 21], for example).

In a multi-secret sharing scheme (see [14, 18], for example), many 
secrets are distributed among the users in such a way that any authorized 
subset of users can reconstruct all the secrets. However, any unauthorized 
subset of users gets no information about any of the secrets. We study a 
multi-secret sharing scheme by D. Liu, D. Huang, P. Luo, and Y. Dai [14]. 
Accordingly, we have proposed a threshold multi-secret sharing scheme 
using elliptic curves and bilinear pairings. It uses a matrix whose any 
threshold number of rows forms a Vandermonde matrix [19]. In Liu et al. 
scheme, the number of secrets to be shared is limited to the threshold. In 
our scheme, any number of secrets can be shared among the users. 

Secret sharing schemes for compartmented access structures must be 
carefully designed. In 1990, G. Simmons [23] introduced a compartmented 
secret sharing scheme. In a compartmented access structure, users are 
divided into disjoint compartments. If the total number of participants 
exceeds a global threshold and the number of participants from each 
compartment exceeds a predetermined compartment threshold, the secret 
can be reconstructed. Many compartmented secret sharing schemes have 
been proposed using polynomials [9, 20, 27] and Chinese Remainder 
Theorem [10], and many others [3, 4, 7, 24–26]. The method is advantageous 
when data has to be securely saved in a database to synchronize information 
provided to multiple groups from a single server.

In this paper, we have focused on a multi-secret sharing scheme and 
a compartmented multi-secret sharing scheme using elliptic curves [22], 
bilinear pairings [12, 16], and matrices [19]. The main purpose of using 
bilinear pairings and elliptic curves is that it gives similar security (as in 
existing schemes) with less key sizes. 

The importance of our approach is that it overcomes some of the 
limitations of most existing schemes. Our schemes can handle an unlimited 
number of users. Our schemes are efficient and verifiable. The proposed 
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multi-secret sharing scheme requires 2( )O n  computations, and the 
compartmented multi-secret sharing scheme requires 2( )O mn  or 3( )O n  
computations, where n is the number of users and m is the number of 
compartments. For example, our scheme is more efficient than [25]. We 
have also noticed that a secret sharing in compartmented groups proposed 
by Ghodosi, Pieprzyk and Safavi-Naini [9] does not work properly (the 
case > ).it t∑  See Remark 2 for more details.

We have organized our article as follows. In Section 2, we recall the 
definitions of the elliptic curves and bilinear pairings. The proposed multi-
secret sharing scheme has been described in Section 3, including security 
analysis, complexity, and an example of the scheme. In Section 4, we have 
proposed a compartmented multi-secret sharing scheme and its security 
analysis, and complexity are discussed. We provide an example for the 
illustration purpose using SageMath.

II.  Preliminaries

Consider an elliptic curve 2 3 2
1 3 2 4 6: =E y c xy c y x c x c x c+ + + + +  over 

q  with a non-zero discriminant, where q is prime power and i qc ∈  for 
= 1, 2, 3, 4,6.i  The elliptic curve E can be changed to a normal form of 

elliptic curve 2 3: =E y x ax b′ + +  if the characteristic of q  is not equal to 2 
and 3. The discriminant 3 2= 16(4 27 ) 0a bD − + ≠  of the elliptic curve .E′  
The points on the elliptic curve ( )qE   form a group with point at infinity 
  acting as an identity.

Definition 1 (Bilinear Pairings): Let AG  and MG  be an additive and 
a multiplicative cyclic group, respectively, with the same prime order 
  (usually, one takes MG  to be a subgroup of a finite field). A bilinear 
pairing e is a map 

e : A A MG G G× →

which satisfies the following conditions. 

For 1 ,x  2 ,x  1 ,y  2y AG∈  and the identities 0 ,AG∈  1 ,MG∈  
•	� Bilinearity: 1 2 1 1 1 2 1e( , ) = e( , )e( , )x x y x y x y+  and 1 1 2e( , )x y y+ =

1 1e( , )x y 1 2e( , ).x y  
•	� Non-degeneracy: For each 1 0,x ≠  there exists 1y  such that 1 1e( , ) 1x y ≠  

and for each 1 0,y ≠  there exists 1x  such that 1 1e( , ) 1.x y ≠  
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•	� Computability: There exists an algorithm where e can be computed 
efficiently. 

Following are some properties of the bilinear pairings. The bilinear 
pairing e which is symmetric satisfies, for all , ,Ax y G∈  e( ,0)x = e(0, )y =
1  and e( , )ax by = e( , )abx y  for all , .a b∈  Also, if e( , ) = 1x y  for all ,Ax G∈  
then = 0.y  In addition, we also have e( , )x y = e( , )x y′  iff =y y′  for any 

0,x ≠  , Ay y G′∈  (as both groups are cyclic and of same prime order).

For all , ,Ax y G∈  
e( ,0) = e(0, ) = 1.x y

e( , ) = e( , ) for all , .abax by x y a b∈ 
e( , ) = e( , ).x y y x

If e( , ) = 1 for all , then = 0.Ax y x G y∈

There are numerous pairings defined over the elliptic curves. For 
instance, let   be a prime divisor of number of points on ( )qE   with gcd
( , )q =1. The embedding degree of ( )qE   with respect to   is denoted by k 
(that is, the least k such that | 1).kq −  The set of  -torsion points in ( )kq

E   
is denoted by [ ].E   It is known that [ ] .E ≡ ×

 

    The modified Tate pairing 
e is a map e : [ ] [ ] ,E E m× →



   where m


 is the order-   subgroup of * .kq
  

We refer to [8, 16] for further information. One can use modified Tate 
pairing, Weil pairing [17] and other similar kinds of pairings in our 
proposed scheme. 

III.  Proposed Multi-Secret Sharing Scheme

Consider an elliptic curve E over a finite field ,q  where 0= iq p  for 
some 0i ∈  and p is a large prime. Let ( )qP E∈   and =AG P〈 〉  be a 
subgroup of order   where   is a large prime so that elliptic curve discrete 
logarithm problem (ECDLP) is hard to solve. Consider a pairing e as in the 
above definition. Suppose that there are n users, say, 1 2, , , ,nu u u  and a 
trusted Dealer D. All the scheme parameters are generated and published 
by the Dealer. Furthermore, each user releases their public key while 
keeping their secret key private. The Dealer chooses g secret keys 

1 2, , , [0, 1]gK K K p∈ −  for the scheme. 

•	 Dealer D chooses a matrix of order n t×  
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2 1

2 1

1 1 1 1

1 2 2 2
  

1  

= .
t

tn n n

B
−

−

 
 
 
 
 
 
 





    



•	� D chooses t random integers 1 2, , , [0, 1]ta a a ∈ −   with 0ta ≠  and 
computes 

1 2 1 2( , , , ) = ( , , , )T T
n tb b b B a a a⋅ 

	� where T denotes the transpose of a matrix. D makes matrix B public. 
•	� Each user iu  chooses a private key [1, 1]ix ∈ −  and makes ix P  

public. 
•	� Then D computes i ib x P  and sends (publicly) to user iu  for 

= 1, 2, , .i n  
•	� Each user iu  will get the share ib P  by computing 1( ).i i ix b x P−  
•	� D computes = e( , ) ,ts P a P Kl ll ⋅ +  1 ,gl≤ ≤  and makes them public. 
•	� Also, each user iu  computes = e( , ).i iz P b P  

Suppose that t (or more) users, say 
1 2
, , , ,

tr r ru u u  collaborate to 
reconstruct the secrets ,Kl  1 .gl≤ ≤  Then each collaborating user pools 
their iz  value and supplementary information 1

ix P−  for the verification 

purpose. Then they compute 
=1

= ,j

j

t y
r

j
r z∏ where 

1

=1,
= ( ) .

t

j j i
i i j

y r r
−

≠

 −∏ 
 

 Finally, 

they compute the secrets as = .K s rl
l l −

Remark 1: We note that the above scheme works for any matrix whose 
any t rows form a Vandermonde matrix. For simplicity, we have taken 
the above matrix B. We also note that (see [16]), for any , [ ],P Q E∈   

*e( , ) .k kq q
P Q m∈ ⊆ ⊆



   Also, for any [0, 1]K p∈ −  we have .kq
K∈  Thus 

e( , )P Q K+  is an element of .kq
  

Correctness: The correctness of the secret reconstruction can be 
observed as follows. 

	

=1 =1

=1=1

= = e( , )

= e( , ) = e , = e( , ).

i

i

i i

t t yy i
r rii i

t t

i r i r t
ii

r z P b P

P y b P P y b P P a P

∏ ∏

  ∑∏     
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Here iy ’s are the entries of the last row of the inverse of the 
Vandermonde matrix corresponding to collaborating set of users. We 
know that the last entry of the product of the inverse of Vandermonde 
matrix and the shares matrix gives the value ta P  (for more details, we 
refer to [19]). The partial secret ta P  is the last entry of the product 

1
1 1 2( , , , ) ,T

tB b P b P b P− ⋅   where 
2 1

1 1 1
2 1

2 2 2
1

2 1

1  

1  
  

1  

=

t

t

t
t t t

r r r

r r r

r r r

B

−

−

−

 
 
 
 
 
  
 





    



is the matrix corresponding to collaborating set of users. Our scheme gives 
the partial secret key ta P  directly; however, some existing secret sharing 
schemes (see [21], for example) uses Lagrange interpolation to find the 
whole polynomial and get the secret.

Verification of the Shares: Users do not need to check the legitimacy of 
the shares as they are sent in an encrypted format, and the Dealer is 
trusted. The users can verify the shares of the other collaborating users at 
the time of reconstruction of the secret. Each collaborating user iu  
transmits the share ib P′  with supplementary information 1

ix P−  for 
verification at the time of the secret reconstruction. The validity of the 
equation 1e( , ) = e( , )i i i ix P b x P P b P−

′  ensures the originality of the share.

i.  Security Analysis of the Proposed Scheme

Bilinear pairing behaves like a one-way function, which means it is 
easy to compute the image of inputs but difficult to find the pre-image of 
a given image. In our scheme, one important factor is that for distributing 
shares, the Dealer doesn’t require any secure channel. Dealer encrypts the 
shares and sends them to the users publicly. We have assumed that the 
elliptic curve discrete logarithm problem is hard to solve for large order 
group .AG  From the users point of view, they send ,ix P  = 1, 2, , ,i n  to 
Dealer D. So the Dealer or any adversary cannot know anything about the 
users secret key .ix  From the Dealer point of view, the shares ,ib P  

= 1, 2, , ,i n  are distributed to the respective users so that no attacker gets 
any information about the share(s). 

We have the following observations. 

Theorem 1: For an attacker, the probability of choosing a random point t Aa P G′ ∈  
such that = e( , )tK s P a Pl l ′−  for 1 gl≤ ≤  is 1/( 1).−  
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Proof: It is clear that = e( , )tK s P a Pl l ′−  if and only if e( , ) = e( , ),t tP a P P a Pl′ ⋅  
which is true if and only if = .t ta P a Pl′  Thus, the probability of choosing a 
point t Aa P G′ ∈  such that e( , ) =ts P a P Kl l′−  is 1/( 1)−  as .ta P′ ≠  

Theorem 2: The honesty of at least 1n t− +  users ensures that any 1t −  (or less) 
users cannot get any information about any of the secrets ,Kl  1 .gl≤ ≤  

Proof: Suppose that any 1t −  (or less) users, say 
1 2 1
, , , ,

tr r ru u u
−

  collaborate 
to reconstruct the secret. They have the public information and their 
shares 

1
,rb P  

2
, ,rb P   

1
.

tr
b P

−
 Also they can compute ,iy  = 1, 2, , ,i t  and so 

1

=1 i

t

i r
i

y b P
−
∑  but not 

tt ry b P  as they have no information about the share of ,
tr

u  

where 
tr

u  is any user other than the 1t −  users. Note that 
=1

= .
i

t

i r ti
y b P a P∑  

For choosing the correct share 
tr

b P  is as hard as choosing .ta P  Then 
ta P  can be any element of AG  and without ta P  they cannot compute 

= e( , ) .tK s P a P l
l l −  

Theorem 3: There is no loss of secrets information of collaborators for 
reconstructing the secrets Kl  for 1 .gl≤ ≤  

Proof: The collaborating users pools iz  and 1
ix P−  values. Finding 1

ix−  
from 1

ix P−  is equivalent to solving an ECDLP, which is assumed as 
hard to solve for a large order group. Hence they cannot get the users 
secret key ,ix  = 1, 2, , .i t  Moreover, the only point i Ax P G′ ∈  satisfying 
e( , ) = e( , )i i i ix P b x P P b P′  must satisfy 1' (mod ).i ix x−≡   For 

'

1

e( ' , ) = e( , ) e( , ) = e( , )
' 1(mod )
' (mod ).

i ix x
i i i i i i

i i

i i

x P x b P P b P P b P P b P
x x
x x−

⇔

⇔ ≡

⇔ ≡





ii.  Complexity of the proposed multi-secret sharing scheme

The computational cost of the matrix multiplication of order n t×  
and 1t×  takes nt  operations. Using the Double-and-Add algorithm [5], the 
time for computing scalar multiplication of a point on elliptic curve is 

2(log ),O   where   is the order of the point. The number of scalar 
multiplications at the time of generating shares and reconstruction of the 
secret is n and t, respectively. For computing t g+  pairings, it takes 

2(( )log )O t g+   (see [11, 17], for example). Additionally, the scheme 
requires ( 1) 1t M S− +  operations, where M and S denote multiplication 
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and subtraction respectively. For computing ,iy  = 1, 2, , ,i t  it takes 
(( 1) 1 )t t M S− +  operations. Hence the required time complexity for the 

scheme is 2( ).O n  
Let = time for computing multiplication of matrices

= time for computing scalar multiplication of a point
on elliptic curve

= time for computing pairing.

MM

SM

P

T
T

T

Then the time for generating the shares is MM SMT nT+  and the required 
time for reconstructing the secret is ( 1)P SMtT tT t M+ + −  where M denotes 
the multiplication. We have skipped the time for computing iy ’s as it takes 
very less time.

An example of the proposed multi-secret sharing scheme using 
modified Tate pairing [16] is given below. The computations are done 
using SageMath. 

Example 1: Consider an elliptic curve 2 3: = 5 13E y x x+ +  over 29 .  The 
number of points on the curve is 26 = 2 13×  and 313|29 1.−  Thus, the 
embedding degree of 29( )E   with respect to 13 is 3. We note that here 

= 13,  = = 29p q  and = 3.k  329
  is a finite field and 329

# ( ) = 24674.E   
The torsion group 329

[13] ( ).E E⊆   Suppose there are = 6n  users, say, 
1 2 3 4 5 6, , , , , ,u u u u u u  and = 4t  be the threshold. Let 1 = 7,K  2 = 3K  and 
3 = 24K  be the secret keys of the scheme. Dealer considers the matrix 

2 3

2 3

1 1 1 1

1 2 2  2
   

1 6 6  6

= .B

 
 
 
 
 
 
 

   

Suppose D chooses 4 integers 5, 2,8,10 [0,12]∈  and computes 

1 2 3 4 5 6( , , , , , ) (5, 2,8,10)
(25,121, 353,781,1465, 2465)
(12, 4, 2,1,9,8) mod 13.

T T

T

T

b b b b b b B= ⋅

=

≡

Let D chooses a point 2= (5P g + 2g + 7, 214g + 4) ∈ [13]E  and 
computes 1s = e( ,10 )P P + 7 = 2g + 14g + 22,  2s = e( , 2P × 10 )P + 3 =

221g + 18g + 23  and 3s = e( , 3P × 10 )P + 25 = 223g + 26g + 2  where 
g  is a root of an irreducible cubic polynomial over 29 (it follows that 

329 29
( ) = )g   and the pairing e is the modified Tate pairing as in [16]. The 

Dealer makes P, 1 ,s  2s  and 3s  public. Each user , = 1, 2, ,6,iu i   chooses 
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random integer, say 1 = 3,x  2 = 9,x  3 = 2,x  4 = 11,x  5 = 5,x  6 = 6x  and 
makes ix P  public. We have 

2
1

2 2
2

2 2
3

2 2
4

2 2
5

2 2
6

= 3 = (15 17 4, 20 ),
= 9 = (7 14 25, 25 1),
= 2 = (17 16 17,14 22 10),
= 11 = (17 16 17,15 7 19),
= 5 = (21 28 9,8 24 23) and
= 6 = (19 14 21,13 4 22).

x P P
x P P
x P P
x P P
x P P
x P P

g g g
g g g
g g g g
g g g g

g g g g
g g g g

+ +

+ + +

+ + + +

+ + + +

+ + + +

+ + + +

Now Dealer computes i ib x P  and sends (publicly) to the user ,iu  
= 1, 2, ,6,i   where 

2
1 1

2
2 2

2 2
3 3

2 2
4 4

2 2
5 5

2 2
6 6

= 12 3 = (15 17 4,9 ),
= 4 9 = (15 17 4,9 ),
= 2 2 = (7 14 25, 4 28),
= 1 11 = (17 16 17,15 7 19),
= 9 5 = (19 14 21,13 4 22) and
= 8 6 = (7 14 25, 25 1).

b x P P
b x P P
b x P P
b x P P
b x P P
b x P P

g g g
g g g

g g g
g g g g

g g g g
g g g

× + +

× + +

× + + +

× + + + +

× + + + +

× + + +

2
1 1

2
2 2

2 2
3 3

2 2
4 4

2 2
5 5

2 2
6 6

= 12 3 = (15 17 4,9 ),
= 4 9 = (15 17 4,9 ),
= 2 2 = (7 14 25, 4 28),
= 1 11 = (17 16 17,15 7 19),
= 9 5 = (19 14 21,13 4 22) and
= 8 6 = (7 14 25, 25 1).

b x P P
b x P P
b x P P
b x P P
b x P P
b x P P

g g g
g g g

g g g
g g g g

g g g g
g g g

× + +

× + +

× + + +

× + + + +

× + + + +

× + + +

We note that, in this example, all the inverses computed below are of 
modulo 13. Now each user iu  computes the share ib P  as 1( ) ,i i ix b x P−  

= 1, ,6.i   Thus the shares are 

	

1 2 2
1 1 1 1 1 1

1 2 2
2 2 2 2 2 2

1 2 2
3 3 3 3 3 3

1 2 2
4 4 4 4 4 4

1
5 5 5 5

= ( ) = 9( ) = (5 2 7,15 25),
= ( ) = 3( ) = (7 14 25, 4 28),
= ( ) = 7( ) = (17 16 17,14 22 10),
= ( ) = 6( ) = (5 2 7,14 4),
= ( ) = 8

b P x b x P b x P
b P x b x P b x P
b P x b x P b x P
b P x b x P b x P
b P x b x P

g g g
g g g
g g g g

g g g

−

−

−

−

−

+ + +

+ + +

+ + + +

+ + +
2 2

5 5
1 2 2

6 6 6 6 6 6

( ) = (7 14 25, 25 1) and
= ( ) = 11( ) = (21 28 9, 21 5 6).

b x P
b P x b x P b x P

g g g
g g g g−

+ + +

+ + + +
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1 2 2
1 1 1 1 1 1

1 2 2
2 2 2 2 2 2

1 2 2
3 3 3 3 3 3

1 2 2
4 4 4 4 4 4

1
5 5 5 5

= ( ) = 9( ) = (5 2 7,15 25),
= ( ) = 3( ) = (7 14 25, 4 28),
= ( ) = 7( ) = (17 16 17,14 22 10),
= ( ) = 6( ) = (5 2 7,14 4),
= ( ) = 8

b P x b x P b x P
b P x b x P b x P
b P x b x P b x P
b P x b x P b x P
b P x b x P

g g g
g g g
g g g g

g g g

−

−

−

−

−

+ + +

+ + +

+ + + +

+ + +
2 2

5 5
1 2 2

6 6 6 6 6 6

( ) = (7 14 25, 25 1) and
= ( ) = 11( ) = (21 28 9, 21 5 6).

b x P
b P x b x P b x P

g g g
g g g g−

+ + +

+ + + +

Suppose that 2 3 5 6, , ,u u u u  want to reconstruct the secrets. They 
compute = e( , )i iz P b P  and 1 ,ix P−  = 2, 3, 5,6.i  Here 

2 1 2
2 2 2

1 2 2
3 3 3

2 1 2 2
5 5 5

2 1 2
6 6 6

= e( , ) = 23 26 25 and = (15 17 4, 20 ),
= e( , ) = 9 24 and = (19 14 21,16 25 7),
= e( , ) = 28 2 17 and = (21 28 9, 21 5 6) and
= e( , ) = 14 24 1 and = (17

z P b P x P
z P b P x P
z P b P x P
z P b P x P

g g g g g
g g g g g
g g g g g g
g g g

−

−

−

−

+ + + +

+ + + + +

+ + + + + +

+ + + 216 17,15 7 19).g g g+ + +

The collaborating users can verify the shares of other collaborating 
users as in the above proposed multi-secret sharing scheme. If the 
verification holds for all collaborating users, they calculate 3 5 62

2 3 5 6= ,y y yyr z z z z  
where 

1 1
2

1 1
3

1 1
5

1 1
6

= ((2 3)(2 5)(2 6)) = 12 mod 13 = 1,
= ((3 2)(3 5)(3 6)) = 6 mod 13 = 11,
= ((5 2)(5 3)(5 6)) = 6 mod 13 = 2 and
= ((6 2)(6 3)(6 5)) = 12 mod 13 = 12.

y
y
y
y

− −

− −

− −

− −

− − − −

− − −

− − − −

− − −

Thus, 2= 14 15r g g+ +  and they obtain the secrets 1 1= = 7,K s r−  
2

2 2= = 3K s r−  and 3
3 3= = 24.K s r−  

IV.  Compartmented Secret Sharing Scheme

i.  Compartmented Access Structure

Suppose that there is a set 1 2= { , , , }nU u u u  of n users divided into m 
disjoint compartments 1 2, , , .mC C C  Let 1it ≥  be the threshold for iC  and 
let 

=1

m

ii
t t∑≥  be the global threshold. Any set of at least t users, having at least 

it  users from ,iC  1 ,i m≤ ≤  is qualified to reconstruct the secret. The 
access structure is the collection of all qualified sets of users. Mathematically, 
the access structure is 

= { :| | for every = 1, 2, , , and| | }.i iV U V C t i m V tG ⊆ ∩ ≥ ≥

ii. Proposed Compartmented Multi-Secret Sharing Scheme

Consider an elliptic curve E over a finite field ,q  where 0= iq p  for 
some 0i ∈  and p is a large prime. Let ( )qP E∈   and =AG P〈 〉  be subgroup 
of order   where   is a large prime so that elliptic curve discrete logarithm 
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problem (ECDLP) is hard to solve. Consider the pairing e as defined above 
(Definition 1). Suppose that the scheme involves a set U of n users divided 
into m disjoint compartments 1 2, , , mC C C  and a trusted Dealer D. Let 
| |=i iC n  and it  be the threshold for ,iC  = 1, 2, , .i m  Dealer D chooses it  
random integers 1 ,ia 2 ,ia ,

iita ∈ [0, 1],−  with 0,
iita ≠  for each 

compartment ,iC  1 .i m≤ ≤  D chooses g secret keys 1 ,K 2 ,K , gK ∈

[0, 1]p−  and computes sl =
=1

m

i
∏ e( ,P l ⋅ )

iita P + Kl  (or, equivalently sl =

e( ,P
=1

m

i
l∑ ⋅ )

iita P + ),Kl  1 .gl≤ ≤  Dealer makes P and ,sl  1 ,gl≤ ≤  public.

Let iju  denote thj  user in the compartment .iC

Let 
=1

m

ii
t t∑≥  be the global threshold for the scheme. We have the 

following two cases.

Case I: 
=1

=
m

ii
t t∑

We have the following access structure (in this case) 

{ :| | for every , 1, 2, , }.i iV U V C t i i mG = ⊆ ∩ ≥ = 

•	 Dealer D considers a matrix of order i in t×  for each ,iC  1 ,i m≤ ≤  as 
12

1 1 1
12

2 2 2

12

1

1

1

= ,

i

i
i i i

t
i i i

ti
i i i

i

t
in in in

k k k

k k k

k k k

A

−

−

−

 
 
 
 
 
 
  
 





    



	 where [1, 1]ijk ∈ −  and ij ijk k ′≠  for .j j′≠  
•	� D computes 1 2 1 2( , , , ) = ( , , , )

i i

T T
i i in i i i itb b b A a a a⋅   for each ,iC  

1 ,i m≤ ≤  and makes iA  public. 
•	� Each user ,iju  = 1, 2, , ,ij n  in the compartment ,iC  1 ,i m≤ ≤  

chooses a secret/private key [1, 1]ijx ∈ −  randomly and makes ijx P  
public. 

•	� Then D computes ij ijb x P  for each user in iC  and sends (publicly) to 
the respective users in iC  for = 1, 2, , .i m  

•	� Each user iju  in iC  will get the share ijb P  by computing 1( ) ,ij ij ijx b x P−  
1 .ij n≤ ≤  
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Suppose it  users from each compartment ,iC  1 ,i m≤ ≤  come 
together to compute the secret keys ,Kl  1 .gl≤ ≤  The it  users in iC  can 
compute = e( , )

ii itr P a P  as in previous multi-secret sharing scheme (Section 
III). Then they compute the secret keys 

=1
= ,

m

ii
K s rl

l l ∏−  1 .gl≤ ≤

Case II: 
=1

>
m

ii
t t∑

We have the following access structure 
{ :| | for every 1, 2, , , and| | }.i iV U V C t i m V tG = ⊆ ∩ ≥ = ≥

Let 0 =1
= .

m

ii
t t t∑−  Considers the matrix iA  for compartment ,iC  

= 1, 2, , ,i m  where 
0

0

0

1 12
1 1 1 1 1

1 12
2 2 2 2 2

1 12

1

1

1

= .

i i i

i i i

i i i
i i i i i

t t t t
i i i i i

t t t t
i i i i i

i

t t t t
in in in in in

k k k k k

k k k k k

k k k k k

A

− + −

− + −

− + −

 
 
 
 
 
 
  
 

 

 

       

 

Choose 0t  values 
01 2, , , [0, 1].tw w w ∈ −   Let 1 2 1 2 1( , , , ) = ( , , , , ,

i i

T
i i in i i i itb b b A a a a w⋅ 

1 2 1 2 1( , , , ) = ( , , , , ,
i i

T
i i in i i i itb b b A a a a w⋅   

02 , , )T
tw w  for each compartment ,iC  1 ,i m≤ ≤  and 

make iA  public. Then distribute the shares 1 2, , ,i i ini
b P b P b P  to the users 

in compartment ,iC  = 1, 2, , ,i m  as in the Case-I.

Reconstruction of the secrets.

Suppose that t (or more) users collaborate, say 1a  from 1 ,C  2a  from 
2 ,C  ..., and ,i ita ≥  1 .i m≤ ≤  Without loss of generality, aasume that the 

collaborating users are 
111 1 21, , , , ,u u ua   

22 1, , , , .
mm mu u ua a   Then they 

can construct the following system of 1 2 ma a a+ + +  linear equations. 

	

1 01 1

1 0

1 01

1 0

1 01 1

1 1 1 1 1 1 0

11
11 11 11 12 11 1 11 1 11

11 1
12 11 12 12 12 1 12 1 12

11
1 11 1 12 1 1 1 1 1

1 1 1 2

=

=

=

=

t tt t
t t

t t tt
t t

t tt t
t t

m m m m

b P a P k a P k a P k P k P

b P a P k a P k a P k P k P

b P a P k a P k a P k P k P

b P a P k a P

a a a a a

w w

w w

w w

+ −−

+ −−

+ −−

+ + + + + +

+ + + + + +

+ + + + + +

+ +

 

 



 





0

0

0

0

0

0

1 1
1 1 1 1

1 1
2 1 2 2 2 2 1 2

1 1
1 2 1

=

= .

m m m

m

m m m

m

m m m

m m m m m m

t t t t
m mt m m t

t t t t
m m m m m mt m m t

t t t t
m m m m m mt m m t

k a P k P k P

b P a P k a P k a P k P k P

b P a P k a P k a P k P k Pa a a a a

w w

w w

w w

− + −

− + −

− + −

+ + + +

+ + + + + +

+ + + + + +



 



 
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1 01 1

1 0

1 01

1 0

1 01 1

1 1 1 1 1 1 0

11
11 11 11 12 11 1 11 1 11

11 1
12 11 12 12 12 1 12 1 12

11
1 11 1 12 1 1 1 1 1

1 1 1 2

=

=

=

=

t tt t
t t

t t tt
t t

t tt t
t t

m m m m

b P a P k a P k a P k P k P

b P a P k a P k a P k P k P

b P a P k a P k a P k P k P

b P a P k a P

a a a a a

w w

w w

w w

+ −−

+ −−

+ −−

+ + + + + +

+ + + + + +

+ + + + + +

+ +

 

 



 





0

0

0

0

0

0

1 1
1 1 1 1

1 1
2 1 2 2 2 2 1 2

1 1
1 2 1

=

= .

m m m

m

m m m

m

m m m

m m m m m m

t t t t
m mt m m t

t t t t
m m m m m mt m m t

t t t t
m m m m m mt m m t

k a P k P k P

b P a P k a P k a P k P k P

b P a P k a P k a P k P k Pa a a a a

w w

w w

w w

− + −

− + −

− + −

+ + + +

+ + + + + +

+ + + + + +



 



 

In matrix form, we have 

We have to choose the matrices iA  (for Case-II) such that the above 
matrix corresponding to collaborating users is an invertible matrix. The 
above system of linear equations have 0=1

=
m

ii
t t t∑ +  unknowns and 

=1
=

m

ii
ta∑  

equations. Hence the system has a unique solution. After getting the 
values ,

iita P  = 1, 2, , ,i m  they compute the sum 
=1 i

m

iti
a P∑  and recover the 

secrets as 
=1

= e( , ) ,
m

itii
K s P a P l

l l ∑−  1 .gl≤ ≤

The verification procedure of the shares is the same as in the previous 
proposed multi-secret sharing scheme. 

Remark 2: We note that the scheme proposed by Ghodosi, Pieprzyk and 
Safavi-Naini [9] has some limitations. For example, in the case 

=1
> ,

m

ii
t t∑  

their scheme fails. We illustrate this by an example below.
Suppose that there are 2 compartments. Consider 1 2= 5, = 5,n n  

1 2= 2, = 3t t  and 1 2= 3, = 4.a a  Then the shares of the collaborating users 
are, say, 

2 3
11 1 11 11 1 11 2 11

2 3
12 1 11 12 1 12 2 12

2 3
13 1 11 13 1 13 2 13

2 3 4
21 2 21 21 22 21 1 21 2 21

2 3 4
22 2 21 22 22 22 1 22 2 22

2 3 4
23 2 21 23 22 23 1 23 2 23

24 2 21 24

=
=
=
=
=
=
=

s k a x x x
s k a x x x
s k a x x x
s k a x a x x x
s k a x a x x x
s k a x a x x x
s k a x

w w
w w
w w

w w
w w
w w

+ + +

+ + +

+ + +

+ + + +

+ + + +

+ + + +

+ + 2 3 4
22 24 1 24 2 24a x x xw w+ +
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where ijs  is the share of iju  and 1 2,k k  are compartment secrets. In matrix 
form, we have 

2 3
1 1111 11 11

2 3
11 1212 12 12

2 3
2 1313 13 13

2 3 4
21 2121 21 21 21

2 3 4
22 2222 22 22 22

2 3 4
1 2323 23 23 23

2 3 4
2 2424 24 24 24

1 0 0 0
1 0 0 0
1 0 0 0

=0 0 1
0 0 1
0 0 1
0 0 1

k sx x x
a sx x x
k sx x x
a sx x x x
a sx x x x

sx x x x
sx x x x

w
w

  
  
  
  
  
  
  
  
  
  

  

.

 
 
 
 
 
 
 
 
 
 
 

For any choice of ij qx ∈  satisfying the equation 11 12 13 21 22 23 24=x x x x x x x+ + + + + 
11 12 13 21 22 23 24=x x x x x x x+ + + + +  we observe that the coefficient matrix is not invertible. 

V. � Security analysis of the proposed compartmented multi-secret 
sharing scheme

The security analysis of the proposed compartmented multi-secret 
sharing scheme is similar to the previous proposed scheme (see Section i).

The shares are encrypted by the Dealer and sent to the users (publicly). 
For large order group ,AG  we have assumed that the ECDLP is hard to 
solve [13]. When the Dealer distributes the shares ijb P  to the users, an 
adversary cannot acquire it from ij ijb x P  as it is comparable to solving an 
ECDLP. Also, an adversary cannot get the user secret key ijx  from .ijx P  
The probability of guessing points ' ,

iita P  1 ,i m≤ ≤  (or, the sum) which 
satisfies the relation 

=1
= e( , ' ) ,

i

m

iti
K s P a P l

l l ∑−  1 ,gl≤ ≤  is negligible for a 
large prime order group .AG

We have the following observation. 

Theorem 4: An unauthorized set of users cannot obtain any information about 
any of the secrets Kl  for 1 .gl≤ ≤  

Proof: Assume that 1V  is an unauthorized set, i.e., 1 .V G∈  
•	� In the case 

=1
= ,

m

ii
t t∑  there is at least one compartment iU  from which 

the number of users in 1V  is less than it  that is 1| |< .i iV C t∩  Hence 
they cannot compute compartment secrets 

iita  as observed by 
Theorem 2.

•	 In the case 
=1

> ,
m

ii
t t∑  there are two possibilities. 
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	 1.	� There is a compartment iU  for which 1=| |< .i i iV C ta ∩  This 
implies that the corresponding value 

iita  cannot be computed. 
	 2.	� All i ita ≥  but 

=1
< .

m

ii
ta∑  This rules out the existence of the unique 

solution for 
01 2, , , .tP P Pw w w  

Hence an unauthorized set of users will get no information about the 
secrets Kl  for 1 .gl≤ ≤  

Theorem 5 (Verification of shares): The proposed scheme can detect and verify 
harmful activities in time. 

Proof: Users can verify the accuracy of other users shares at the time of 
secret reconstruction. Verification will be done using the public information 

ij ijx b P  and an additional information 1
ijx P−  given by the user .iju  Assume 

that in order to reconstruct the secrets, the cooperating user iju  works 
with the share ' .ijb P  If ' = ,ij ijb P b P  then the equation e( , ' ) = e( , )ij ijP b P P b P  
is valid. Additionally, 1e( , ) = e( , )ij ij ij ijP b P x P x b P−  may be used to calculate 
the value of e( , )ijP b P  since ij ijx b P  is open to the public. As a result, it is 
possible to confirm the share of user iju  by examining the correctness of 
the equation 1e( , ) = e( , ' ).ij ij ij ijx P x b P P b P−  

We have given below an example of the proposed compartmented 
multi-secret sharing scheme using modified Tate pairing [16]. The 
computations are done using SageMath. 

Example 2: Consider an elliptic curve 2 3: = 38E y x x+ +  over the 
finite field 47 .  The 47# ( ) = 61E   and 361|47 1,−  i.e., the embedding 
degree of 47( )E   with respect to 61 is 3. 347

  is a finite field and 
347

# ( ) = 104188.E   The group 347
[61] ( )E E⊆   is the set of torsion points. 

Let 2= (4 21, 4 15 4) [61]Q Eg g g+ + + ∈  and =AG Q〈 〉  where g  is a root 
of an irreducible cubic polynomial over 47 .  Suppose that there are 3 
compartments. Assume that 1 = 2,t  2 = 2,t  3 = 3,t  and 1 = 4,n  2 = 4,n  

3 = 5.n  Let the secrets 1 = 10,K  2 = 22,K  3 = 31,K  1 = 15K  and 11 = 15,a  
12 = 20,a  21 = 25,a  22 = 30,a  31 = 35,a  32 = 40,a  33 = 45.a

Assume that 
1 4
1 8

1 1 11
1 13

= ,A
 
 
 
 
 
 
 

 
1 3
1 5

2 1 9
1 14

=A
 
 
 
 
 
 
 

 and 

2

2

2

2

2

1 2 2
1 7 7
1 10 103
1 12 12
1 15 15

= .A

 
 
 
 
 
 
 
 
 
 

 Compute 1s =

e( ,Q
3

=1 iiti
a∑ )Q + 10 = e( ,Q 95 )Q + 10 = e( ,Q 34 )Q + 10 = 215g + 29g +
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52,  2s = e( ,Q 2 × 34 )Q + 22 = 216g + 11g + 26,  3s = e( ,Q 3 × 34 )Q +
31 = 22g + 32g + 7  and 4s = e( ,Q 4 × 34 )Q + 15 = 245g + 30g + 5  
where the pairing e is the modified Tate pairing as in [16]. Make ,Q  1 ,s  

2 ,s  3s  and 4s  public.

Case I: = 7t  1 2 3( . .  = 7).i e t t t+ +  
Suppose that users 12 ,u  13 ,u  21 ,u  22 ,u  31 ,u  33 ,u  34u  collaborate to 

reconstruct the secrets. Their shares are 2(29g + 7g + 7,  232g + 8g + 19),  
2(25g + 14 ,g 218g + 17g + 37),  2(14g + 24g + 39,  232g + 30g + 37),  
2(29g + 7g + 7,  

232g + 8g + 19),  2(12g + 10g + 4,  210g + 2g + 44),  
2(39g + 40g + 40,  27g + 41g + 44)  and 2(24g + 13g + 46,  226g + 40g

+ 18)  respectively.
Now 12 ,u  13u  can find their compartment secret 12a Q = 20Q = 2(24g

+ 13g + 46,  221g + 7g + 29)  using their shares (as illustrated by in 
Example 1). Similarly, 

2 2
21 22 22, can find = 30 = (8 33 7, 35 36 7).u u a Q Q g g g g+ + + +

2 2
31 33 34 33, , canfind = 40 = (8 36 13, 45 22 41).u u u a Q Q g g g g+ + + +

Then they compute the pairing e( ,Q 20Q + 30Q + 45 )Q = e((4g +
21, 24g + 15g + 4), 2(42g + 33g + 10, 220g + 31g + 18)) = 215g + 29g
+ 42.  Finally, the secrets can be reconstructed as 1K = 1s − 2(15g + 29g +
42) = 10,  2K = 2s − 2(15g + 29g + 242) = 22,  3K = 3s − 2(15g + 29g +

342) = 31  and 4K = 4s − 2(15g + 29g + 442) = 15.

Case II: Consider = 9.t
We choose 0 1 2 3= ( ) = 2t t t t t− + +  values 1 = 6,w  2 = 8.w  Assume that 

1 = 2,a  2 = 3,a  3 = 4.a  Suppose that the users 12 ,u  13 ,u  21 ,u  22 ,u  23 ,u  
31 ,u  33 ,u  34u  and 35u  collaborate to reconstruct the secrets. The matrix 

corresponding to their shares is
2 3

11
2 3

12
2 3

21
2 3

22
2 3

31
2 3 4

32
2 3 4

33
2 3 4

1
2 3 4

2

1 8 0 0 0 0 0 8 8
1 11 0 0 0 0 0 11 11
0 0 1 3 0 0 0 3 3
0 0 1 5 0 0 0 5 5
0 0 1 9 0 0 0 9 9
0 0 0 0 1 2 2 2 2
0 0 0 0 1 10 10 10 10
0 0 0 0 1 12 12 12 12
0 0 0 0 1 15 15 15 15

a Q
a Q
a Q
a Q
a Q
a Q
a Q

Q
Q

w
w

  
  
 
 
 
 
 
 
 
 
 
 
    

2 2

2 2

2 2

2 2

2 2

2 2

2 2

2 2

2

(25 17 24, 39 7)
(25 17 24, 39 7)
(25 17 24, 39 7)

(37 24 41, 2 35 44)
= (31 25 2, 27 37 19)

(37 24 41, 2 35 44)
(17 44 39, 41 5 2)

(14 24 39,15 17 10)
(22 4

g g g
g g g
g g g

g g g g
g g g g
g g g g
g g g g

g g g g
g

+ + +
+ + +

 + + +


+ + + +
 + + + +
 + + + +
 + + + +
 + + + +
 + 2

.

17, 20 6 45)g g g

 
 
 
 
 
 
 
 
 
 
 
 
  + + + 
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The coefficient matrix of the above system of equations is invertible. 
The users compute the inverse of the coefficient matrix and multiply it 
with the shares matrix to get the unknowns. Then they compute the 
pairing e( ,Q 20Q + 30Q + 45 )Q = e((4g + 21, 24g + 15g + 4),  2(42g +
33g + 10,  220g + 31g + 18)) = 215g + 29g + 42.  Finally, the secrets can 
be reconstructed as 1K = 1s − 2(15g + 29g + 42) = 10,  2K = 2s − 2(15g +
29g + 242) = 22,  3K = 3s − 2(15g + 29g + = 31 and 4K = 4s − 2(15g +
29g + 442) = 15.

We observe that the 13 9×  matrix 

	

2 3

2 3

2 3

2 3

2 3

2 3

2 3

2 3

2 3 4

2 3 4

2 3 4

2 3 4

2 3 4

1 4 0 0 0 0 0 4 4
1 8 0 0 0 0 0 8 8
1 11 0 0 0 0 0 11 11
1 13 0 0 0 0 0 13 13
0 0 1 3 0 0 0 3 3
0 0 1 5 0 0 0 5 5
0 0 1 9 0 0 0 9 9
0 0 1 14 0 0 0 14 14
0 0 0 0 1 2 2 2 2
0 0 0 0 1 7 7 7 7
0 0 0 0 1 10 10 10 10
0 0 0 0 1 12 12 12 12
0 0 0 0 1 15 15 15 15

 
 
 
 
 
 
 
 
 











 













has the property that the coefficient matrix corresponding to the shares of 
any set of (valid) collaborating users is invertible. 

The computational complexity of the proposed scheme is examined 
in detail in the next section.

i. Complexity of the proposed compartmented multi-secret sharing scheme

For Case I, it is clearly seen that the time complexity for the scheme is 
2( )O mn  as seen in Section ii. We compute the time complexity for Case II 

below. To compute the m matrix multiplications of order 0( )i in t t× +  and 

0( ) 1,it t+ ×  = 1, 2, , ,i m  we require 0=1
( )

m

i i ii
t n n t∑ +  operations. Using the 

Double-and-Add algorithm [5], the time for computing scalar multiplication 
of a point on an elliptic curve is 2(log ),O   where   is the order of the 
point. There are n scalar multiplications required which cost 2( log ).O n   
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At the time of reconstruction, the time computation for finding the inverse 
of a coefficient matrix of order t, as in Example 2, is 3( ),O t  which is at most 

3( ).O n  The scheme requires t more scalar multiplications at the time of 
reconstruction of the secrets. The computational cost for addition of two 
distinct points on elliptic curve is I+2M+S and for doubling I+2M+2S (see 
[1], for example), where I, S, M denotes inverse, squaring and multiplication 
respectively. We need ( 1)m −  additions of the points. So the required 
computational cost for all point additions is ( ).O m  The computational cost 
of a pairing is logarithmic in time (see [11, 17], for example) and we 
required m g+  pairing computations. We required g more 1S for 
reconstruction of the secrets ,Kl  1 .gl≤ ≤  Combining all these, we 
conclude that the time complexity of the scheme is 3( )O n  for Case II.

Comparision with [25]: The paper [25] is based on MDS codes and 
requires 3( )O mn  time computation where n is the number of users and m 
is the number of compartments. Our scheme is based on elliptic curves 
and bilinear pairings, for which the scheme will work with less key sizes 
compared to [25]. Also, our scheme requires 2( )O mn  or 3( )O n  time 
computation which is less as compared to [25]. 
Let = time for computing multiplication of matrices

= time for computing scalar multiplication of a point on elliptic curve
= time for solving the system of equations
= time for computing addition of points on elliptic curve

MM

SM

SE

A

P

T
T
T
T
T = time for computing pairing.

Then the time for generating the shares is MM SMmT nT+  and the 
required time for reconstructing the secret is 

=1
( 1) ( 1) 1

m

P SM A P ii
tT tT m T T t M S∑+ + − + + − +

 
=1

( 1) ( 1) 1
m

P SM A P ii
tT tT m T T t M S∑+ + − + + − +  for the case-I and ( 1) 1SE A PT m T T S+ − + +  for the case-II, 

where M denotes the multiplication and S denotes the subtraction. We 
have skipped the time for computing iy ’s as it takes very less time for 
case-I. 

VI. Concluding Remark

We have proposed a multi-secret sharing scheme and a compartmented 
multi-secret sharing scheme using elliptic curves and bilinear pairings. 
The proposed schemes are verifiable, which means that the collaborating 
users can verify the shares of the other collaborators. The required time 
complexity for the proposed multi-secret sharing scheme is 2( )O n  and for 
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the proposed compartmented multi-secret sharing scheme is either 
2( )O mn  or 3( ).O n  The compartmented multi-secret sharing scheme is 

computationally more efficient than [25]. 
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