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Abstract
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1. Introduction

Secret sharing scheme is now a vast area in the field of cryptography. It
is a tool that is used in numerous cryptographic protocols. Secret sharing
is typically used to lack confidence in a single individual or where a single
person’s duty must be assigned to a group of users when the person is
absent. An access structure for a secret sharing scheme defines all subsets
of users who can collectively recover the secret by pooling their individual
shares. Any unauthorized set of users must not know any information
about the secret. Many secret sharing schemes have been proposed in the
literature, (see [2, 6, 15, 21], for example).

In a multi-secret sharing scheme (see [14, 18], for example), many
secrets are distributed among the users in such a way that any authorized
subset of users can reconstruct all the secrets. However, any unauthorized
subset of users gets no information about any of the secrets. We study a
multi-secret sharing scheme by D. Liu, D. Huang, P. Luo, and Y. Dai [14].
Accordingly, we have proposed a threshold multi-secret sharing scheme
using elliptic curves and bilinear pairings. It uses a matrix whose any
threshold number of rows forms a Vandermonde matrix [19]. In Liu et al.
scheme, the number of secrets to be shared is limited to the threshold. In
our scheme, any number of secrets can be shared among the users.

Secret sharing schemes for compartmented access structures must be
carefully designed. In 1990, G. Simmons [23] introduced a compartmented
secret sharing scheme. In a compartmented access structure, users are
divided into disjoint compartments. If the total number of participants
exceeds a global threshold and the number of participants from each
compartment exceeds a predetermined compartment threshold, the secret
can be reconstructed. Many compartmented secret sharing schemes have
been proposed using polynomials [9, 20, 27] and Chinese Remainder
Theorem [10], and many others [3, 4, 7, 24-26]. The method is advantageous
when data has tobe securely saved in a database to synchronize information
provided to multiple groups from a single server.

In this paper, we have focused on a multi-secret sharing scheme and
a compartmented multi-secret sharing scheme using elliptic curves [22],
bilinear pairings [12, 16], and matrices [19]. The main purpose of using
bilinear pairings and elliptic curves is that it gives similar security (as in
existing schemes) with less key sizes.

The importance of our approach is that it overcomes some of the
limitations of most existing schemes. Our schemes can handle an unlimited
number of users. Our schemes are efficient and verifiable. The proposed
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multi-secret sharing scheme requires O(n’) computations, and the
compartmented multi-secret sharing scheme requires O(mn®) or O(n’)
computations, where n is the number of users and m is the number of
compartments. For example, our scheme is more efficient than [25]. We
have also noticed that a secret sharing in compartmented groups proposed
by Ghodosi, Pieprzyk and Safavi-Naini [9] does not work properly (the
case t>3t ). See Remark 2 for more details.

We have organized our article as follows. In Section 2, we recall the
definitions of the elliptic curves and bilinear pairings. The proposed multi-
secret sharing scheme has been described in Section 3, including security
analysis, complexity, and an example of the scheme. In Section 4, we have
proposed a compartmented multi-secret sharing scheme and its security
analysis, and complexity are discussed. We provide an example for the
illustration purpose using SageMath.

II. Preliminaries

Consider an elliptic curve E:y*+cxy+cy=x"+cx* +c,x+c, over
F, with a non-zero discriminant, where ¢ is prime power and ¢, €F, for
i=1,2,3,4,6. The elliptic curve E can be changed to a normal form of
elliptic curve E':y*> =x° +ax +b if the characteristic of F, is not equal to 2
and 3. The discriminant A =-16(4a’ +27b*)#0 of the elliptic curve E'.
The points on the elliptic curve E(F,) form a group with point at infinity
O acting as an identity.

Definition 1 (Bilinear Pairings): Let G, and G,, be an additive and
a multiplicative cyclic group, respectively, with the same prime order
(¢ (usually, one takes G,, to be a subgroup of a finite field). A bilinear
pairing e is a map

e:G,xG, —>G,,
which satisfies the following conditions.

For x, x,, v,, y, €G, and the identities 0G,, 1€G,,,

e Bilinearity: e(x, +x,,y,)=e(x,,y,)e(x,,y,) and e(x,y, +y,) =
e(x,, ) eX,, Y,).

* Non-degeneracy:Foreach x, #0, thereexists y, suchthat e(x,,y,)#1
and for each y, #0, there exists x, such that e(x,,y,)#1.
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e Computability: There exists an algorithm where e can be computed
efficiently.

Following are some properties of the bilinear pairings. The bilinear
pairing e which is symmetric satisfies, for all x,y€G,, e(x,0) = e(0,y) =
1 and e(ax,by) = e(x,y)“b forall a,beZ. Also,if e(x,y)=1 forall xeG,,
then y=0. In addition, we also have e(x,y) = e(x,y") iff y=y' for any
x#0, ¥,y €G, (as both groups are cyclic and of same prime order).

Forall x,yeG,,
+ e(x,0)=e0,y)=1.
. e(ax,by)=e(x,y)” for all a,beZ.

o e(x,y)=e(y,x).
« Ife(x,y)=1forallxeG,, then y=0.

There are numerous pairings defined over the elliptic curves. For
instance, let ¢ be a prime divisor of number of points on E(IFq) with ged
(¢,q) =1. The embedding degree of E(F,) with respect to ¢ is denoted by k
(that is, the least k such that /|g" —1). The set of £ -torsion points in E(JFqk )
is denoted by E[/]. Itis known that E[/]=Z, xZ,. The modified Tate pairing
eis amap e:E[/]xE[{]—> u,, where u, is the order-/ subgroup of ]F;k.
We refer to [8, 16] for further information. One can use modified Tate
pairing, Weil pairing [17] and other similar kinds of pairings in our
proposed scheme.

III. Proposed Multi-Secret Sharing Scheme

Consider an elliptic curve E over a finite field F,, where g= p" for
some i, eN and p is a large prime. Let PeE(F)) and G,=(P) be a
subgroup of order ¢ where ¢ is a large prime so that elliptic curve discrete
logarithm problem (ECDLP) is hard to solve. Consider a pairing e as in the
above definition. Suppose that there are n users, say, u ,u,,"--,u,, and a
trusted Dealer D. All the scheme parameters are generated and published
by the Dealer. Furthermore, each user releases their public key while
keeping their secret key private. The Dealer chooses g secret keys
Kl,Kz,---,Kg €[0,p—1] for the scheme.

e Dealer D chooses a matrix of order nxt
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11 1 1
1 2 22 .. ot
B= N M N T, M
1 n n? ntt

* D chooses t random integers a,,a,,:-,a, €[0,/~1] with a, #0 and
computes

(bwbz/"'rbn)T =Bo(al,a2,~-,at)T

where T denotes the transpose of a matrix. D makes matrix B public.

* [Each user u, chooses a private key x, €[1,/-1] and makes x P
public.

e Then D computes bxP and sends (publicly) to user u, for
i=1,2,--,n.

e Each user u, will get the share b,P by computing x;" (bx,P).
* Dcomputes s, =e(P,A-aP)+K,, 1<A<g, and makes them public.

* Also, each user u, computes z, =e(P,bP).

Suppose that t (or more) users, say u, ,u_,---,u_, collaborate to
reconstruct the secrets K,, 1<A<g. Then each collaborating user pools
their z, value and supplementary information x;'P for the verification

-1
f[ (r], —rl.)j . Finally,

i=1,i%]

t
purpose. Then they compute r=[]z!, where y,= (
=1
they compute the secrets as K, =s, — .

Remark 1: We note that the above scheme works for any matrix whose
any t rows form a Vandermonde matrix. For simplicity, we have taken
the above matrix B. We also note that (see [16]), for any P,Q eE[/],
e(P,Q)eu, c F;k c Fqk. Also, for any Ke[0,p—1] we have K e JFqk. Thus
e(P,Q)+K is an element of Fqk.

Correctness: The correctness of the secret reconstruction can be
observed as follows.

T =

e

—_

zl = ﬁe(P, b, p)’i
Poia i

= Ile(P,yb P)= e[P,(
i1 i

y.b, ij =e(P,aP).

i=1
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Here y,’s are the entries of the last row of the inverse of the
Vandermonde matrix corresponding to collaborating set of users. We
know that the last entry of the product of the inverse of Vandermonde
matrix and the shares matrix gives the value a,P (for more details, we
refer to [19]). The partial secret a,P is the last entry of the product
B'-(b,P,b,P,---,b,P)", where

1 7 r12 rf’l

B = 1 n rzz rzt_l
17 : :

1 5 7}2 r[t—l

is the matrix corresponding to collaborating set of users. Our scheme gives
the partial secret key a,P directly; however, some existing secret sharing
schemes (see [21], for example) uses Lagrange interpolation to find the
whole polynomial and get the secret.

Verification of the Shares: Users do not need to check the legitimacy of
the shares as they are sent in an encrypted format, and the Dealer is
trusted. The users can verify the shares of the other collaborating users at
the time of reconstruction of the secret. Each collaborating user u,
transmits the share b,P with supplementary information x;'P for
verification at the time of the secret reconstruction. The validity of the
equation e(xi’lP,bix,.P) =e(P,b,P) ensures the originality of the share.

i. Security Analysis of the Proposed Scheme

Bilinear pairing behaves like a one-way function, which means it is
easy to compute the image of inputs but difficult to find the pre-image of
a given image. In our scheme, one important factor is that for distributing
shares, the Dealer doesn’t require any secure channel. Dealer encrypts the
shares and sends them to the users publicly. We have assumed that the
elliptic curve discrete logarithm problem is hard to solve for large order
group G,. From the users point of view, they send x,P, i=1,2,---,n, to
Dealer D. So the Dealer or any adversary cannot know anything about the
users secret key x,. From the Dealer point of view, the shares bP,
i=1,2,---,n, are distributed to the respective users so that no attacker gets
any information about the share(s).

We have the following observations.

Theorem 1: For an attacker, the probability of choosing a random point a,P G,
such that K, =s, —e(P,a,P) for 1<A<g is 1/({-1).
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Proof:Itisclear that K, =s, —e(P,a,P) if and only if e(P,a,P)=e(P,A-a,P),
which is true if and only if a,P = Aa,P. Thus, the probability of choosing a
point a,P G, such that s, —e(P,a,P)=K, is 1/(/-1) as a,P#O.

Theorem 2: The honesty of at least n—t+1 users ensures that any t—1 (or less)
users cannot get any information about any of the secrets K,, 1<A<g.

Proof: Suppose thatany ¢-1 (or less) users, say u, ,u, ,---,u, , collaborate
to reconstruct the secret. They have the public mformatlon and their
shares bﬁP, b,ZP, , br,] P. Also they can compute y,, i=1,2,---,t, and so

-1

tz y,b P butnot y,b P as they have no information about the share of u_,
i-1 i t t
where u,is any user other than the t-1 users. Note that thy.b P=aP.

For choosmg the correct share b P is as hard as choosing a,P. Then
a,P can be any element of G, and without a,P they cannot compute
K =s, —e(P, atP)

Theorem 3: There is no loss of secrets information of collaborators for
reconstructing the secrets K, for 1<A<g.

Proof: The collaborating users pools z, and x;'P values. Finding x;’
from x;'P is equivalent to solving an ECDLP, which is assumed as
hard to solve for a large order group. Hence they cannot get the users
secret key x,, i=1,2,---,t. Moreover, the only point x,PeG, satisfying
e(x,P,bx,P)=e(P,b,P) must satisfy x,=x;'(mod ¢). For

e(x,P,xbP)=e(P,bP) = e(P,bP)" =e(P,bP)
< x/x, =1(mod /)

< x,'=x"(mod ).

ii. Complexity of the proposed multi-secret sharing scheme

The computational cost of the matrix multiplication of order nxt
and fx1 takes nt operations. Using the Double-and-Add algorithm [5], the
time for computing scalar multiplication of a point on elliptic curve is
O(log,l), where ¢ is the order of the point. The number of scalar
multiplications at the time of generating shares and reconstruction of the
secret is n and t, respectively. For computing t+g pairings, it takes
O((t+g)log,?) (see [11, 17], for example). Additionally, the scheme
requires (t-1)M+1S operations, where M and S denote multiplication
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and subtraction respectively. For computing vy, i=1,2,---,t, it takes
t((t—1)M +1S) operations. Hence the required time complexity for the
scheme is O(n*).

Let T,,, = time for computing multiplication of matrices

T,,, = time for computing scalar multiplication of a point

on elliptic curve

T, = time for computing pairing.

Then the time for generating the sharesis T,,,, +nT;,, and the required
time for reconstructing the secret is T, +tT;,, +(t —1)M where M denotes
the multiplication. We have skipped the time for computing y,’s as it takes
very less time.

An example of the proposed multi-secret sharing scheme using
modified Tate pairing [16] is given below. The computations are done
using SageMath.

Example 1: Consider an elliptic curve E:y*>=x’+5x+13 over F,. The
number of points on the curve is 26 =2x13 and 13]29° —1. Thus, the
embedding degree of E(F, ) with respect to 13 is 3. We note that here
¢=13, p=q=29 and k=3. F,, is a finite field and #E(F,,)=24674.
The torsion group E[13]cE(F,,). Suppose there are n=6 users, say,
u,,u,,u,,u,,u;,u, and t=4 be the threshold. Let K, =7, K,=3 and
K, =24 be the secret keys of the scheme. Dealer considers the matrix

11 1 1
p=|l 2 % 7|
i é 6‘2 6‘3
Suppose D chooses 4 integers 5,2,8,10 €[0,12] and computes
(b,,b,,b,,b,,b,,b,)" =B-(5,2,8,10)"
=(25,121,353,781,1465,2465)"
=(12,4,2,1,9,8)" mod 13.

Let D chooses a point P=(5y" + 2y + 7, 14y* + 4) € E[13] and
computes s, = e(P,10P) + 7 = y*> + 14y + 22, s, = e(P,2 x 10P) + 3 =
21y* + 18y + 23 and s, = e(P,3 x 10P) + 25 = 23y” + 26y + 2 where
Y is a root of an irreducible cubic polynomial over F, (it follows that
Fo(r)=F,) and the pairing e is the modified Tate pairing as in [16]. The
Dealer makes P, s, s, and s, public. Each user u,i=1,2,---,6, chooses
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random integer, say x, =3, x,=9, x,=2, x,=11, x,=5, x,=6 and
makes x,P public. We have
x,P = 3P=(15y*+17y +4,20y),
x,P = 9P=(7y® +14y+25,25y% +1),
x,P = 2P=(17y*+16y +17,14y* + 22y +10),
x,P = 11P=(17y*+16y +17,15y> +7y +19),
x,P = 5P=(21y*+28y+9,8y” +24y +23) and
x,P = 6P=(19y” +14y +21,13y* + 4y +22).
Now Dealer computes bx,P and sends (publicly) to the user u,,
i=1,2,---,6, where
bx,P = 12x3P=(15y>+17y +4,9y),
bx,P = 4x9P=(15y>+17y +4,9y),
bx,P = 2x2P=(7y*+14y+25,4y* +28),
bx,P = 1x11P=(17y* +16y +17,15y* +7y +19),
bx.P = 9x5P=(19y>+14y +21,13y> + 4y +22) and
575
bx,P = 8x6P=(7y*+14y+25,25y" +1).

bx,P = 12x3P=(15y>+17y +4,9y),
byx,P = 4x9P=(15y>+17y +4,9y),
bx,P = 2x2P=(7y*+14y+25,4y* +28),
bx,P = 1x11P=(17y* +16y +17,15y* +7y +19),
bx,P = 9x5P=(19y"+14y +21,13y* + 4y +22) and
bx,P = 8x6P=(7y*+14y+25,25y" +1).
We note that, in this example, all the inverses computed below are of

modulo 13. Now each user u, computes the share bP as x;'(bx,)P,
i=1,---,6. Thus the shares are

bP=x(bx)P = 9(bx,)P=(57"+2y+7,157* +25),
b,P=x,'(b,x,)P 3(b,x,)P =(7y* +14y + 25,4y +28),
bP=x;'(bx,)P = 7(byx,)P=(17y"+16y +17,14y> + 22y +10),
bP=x,'(bx,)P = 6(bx,)P=(57"+2y+7,14y>+4),

b.P=x;" (b,x,)P 8(b.x,)P =(7y* +14y +25,25y* +1) and



820 M. CHINTAMANI, P. PAUL AND L. SA

bP=x"(bx)P = 11(bx,)P=(21y*+28y+9,21y* + 5y +6).
Suppose that u,,u,,u,,u, want to reconstruct the secrets. They
compute z, =e(P,bP) and x,'P, i=2,3,5,6. Here
z, = e(P,bP)=23y*+26y+25and x,'P=(15y" +17y +4,20y),
z, = e(P,b,P)=9y+24andx;'P=(19y" +14y +21,16y* +25y +7),
z, = e(P,bP)=28y*+2y+17andx;'P=(21y* +28y +9,21y* + 5y +6) and
z, = e(P,b,P)=14y*+24y +1landx,'P=(17y* +16y +17,15y* +7y +19).
The collaborating users can verify the shares of other collaborating
users as in the above proposed multi-secret sharing scheme. If the

verification holds for all collaborating users, they calculate r = z,? z§3 2.5z,°,
where

y, = (2-3)(2-5)2-6))"=-12"mod 13=1,

g, = (3-2(B-5(3-6)"=6'mod 13=11,

v, = (6-2)(5-3)5-6))" =—6"mod 13=2 and
y, = ((6-2)6-3)6-5)"=12"mod 13=12.

Thus, r= y2 +14y +15 and they obtain the secrets K, =s —r=7,
Kz =sz—r2 =3 and K3 =s, —3=24.

IV. Compartmented Secret Sharing Scheme
i. Compartmented Access Structure

Suppose that thereisa set U ={u,,u,,---,u,} of n users divided into m
disjoint compartments C,,C,,---,C, . Let t, >1 be the threshold for C, and
let t > gti be the global threshold. Any set of at least t users, having at least
t, users from C, 1<i<m, is qualified to reconstruct the secret. The
access structureis the collection of all qualified sets of users. Mathematically,
the access structure is

F={VcU:|VnC,|xt, for every i=1,2,---,m,and |V | > t}.

ii. Proposed Compartmented Multi-Secret Sharing Scheme

Consider an elliptic curve E over a finite field F,, where q= p° for
some i; € N and pisalarge prime. Let P € E(F,) and G, =(P) be subgroup
of order ¢ where ¢ is a large prime so that elliptic curve discrete logarithm
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problem (ECDLP) is hard to solve. Consider the pairing e as defined above
(Definition 1). Suppose that the scheme involves a set U of  users divided
into m disjoint compartments C,,C,,---,C ~and a trusted Dealer D. Let
|C,|=n, and t, be the threshold for C,, i=1,2,---,m. Dealer D chooses t,
ar Ay, e, a, €[0,0-1], with a, #0, for each
compartment C,, 1<i<m. D chooses g secret keys ’Kl, K,, -, Kg €

random integers a

[0,p—-1] and computes s, = ﬁ e(P, 4 - aith) + K, (or, equivalently s, =

i=1
e(P, f‘,& -a,P) + K,), 1<A<g. DealermakesPand s,, 1<A<g, public.
i=1 i

Let u, denote j" user in the compartment C.,.

Let t> gti be the global threshold for the scheme. We have the
i=1

following two cases.

Casel: t= gt,,

i=1

We have the following access structure (in this case)

F={VcUu:|VnC,/|zt, forevery i,i=1,2,---,m}.

* Dealer D considers a matrix of order n, xt, foreach C,, 1<i<m, as

t-1

1 kg ki ok

t.-1

1 kp ki - ki
Ai= : I:Z 122 . l? 4

1k, k2 - ki

i mn; m;

where kl.]. e[1,/-1] and kl.j # kz,/,, for j=j'.

e D computes (b,,b,, b ) =A (a,,a,,a,) for each C,
1<i<m, and makes A, public.

e Fach user Uy, j=1,2,---,n, in the compartment C, 1<i<m,
chooses a secret/private key X, € [1,/-1] randomly and makes xl.jP
public.

* Then D computes bl.].xi].P for each user in C, and sends (publicly) to
the respective usersin C, for i=1,2,---,m.

* Eachuser u, in C, will get the share b, P by computing xi;l (b,x,)P,
1<j<n,.
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Suppose t, users from each compartment C, 1<i<m, come
together to compute the secret keys K,, 1<A<g. The ¢, usersin C, can
compute 1, =e(P,a, P) asinprevious multl secret sharmg scheme (Sectlon
II). Then they compute the secret keys K, =s, — Hr 1<A<g.

Casell: >3 t,
i=1
We have the following access structure
={VcU:|VnC, |zt foreveryi=1,2,---,m,and |V | > t}.

Let t0=t—§tl_. Considers the matrix A, for compartment C,

i=1

i=1,2,---,m, where

t-1 t t+ -1
Uoky Ky ki kg kT
|1k ko kaz_1 k?iz kt'+t -
A=l T T )
Uk, koo k:r’«il k:i,, k‘x” B
Choose t, values ®,,®,,-,®, €[0,(-1]. Let (b,,b,,-,b, ) =
@,/ 8, ,0, 00, ) for each compartment C,, 1<i<m, and

make A, pubhc Then dlstrlbute the shares b, P,b,P, ,bm_P to the users
in compartment C,, i=1,2,---,m, asin the Case—I. 7

Reconstruction of the secrets.

Suppose that t (or more) users collaborate, say «, from C,, «, from
C,, ..,and «, >t, 1<i<m. Without loss of generality, aasume that the
collaborating users are Up eyt Uy Uog oo Uyt Uy Then they
can construct the following system of ¢, +a, +---+ ¢  linear equations.

b,P = a,P+kya,P+tky'a, P+kioP+- +k‘+fo o, P

11712

_ -1 1 £+, -1

b,P = a,P+k,a,P+---+k} a P+kua)]P+ +ky o, P
-1 t t+t,—1

b,P = a,P+k,a,P+--+ki a, P+k, oP+-+k, " o P

a P+k a P+--+k"'a P+k’mwp+...+kfm+fo4wP

ml ml”m2

b,P = a,P+ka P+-+kinla P+kineP+-+kinh 1ooP

m2 m2 m2 m2 “mt,



COMPARTMENTED MULTI-SECRET SHARING SCHEME 823

b, P = a,P+k, a,P++kr'a, Ptkr oP+-+k "o, P.

ma, ml ztm ma, 1 ma,,

1 kn - K 0 0 0 .0 0 0 kllll L gttt

11 anP
1 oke - KY' 0 0 o 0 - 0 0 0 KL . g bup
biP
. : ' f:*l ) ’ . ' . . . “. t +“ u“]P :
1 ki 0 ko 00 0 e 00 o 0 ki, ki 0 an P bie. P
o
0 0 - 0 1 kg - K2V 0o 0 K2 .. k’;l““ - : b P
-1 ¥ fh+tg 1 .
0 0 - 0 1 kn o kZ' oo 0 0 0 kE oo KR a1, P bazP
. . . | . : N . . . ; ty+tg-1 . - )
0 0 01 ok e KR 000 e 0 K2 e KR amP ba, P
s o o o . : . s : WP
0 0 0 0 0 0 0 e 1 km e kT ogm L gmt| g p byaP
0 0 o+ 0 0 0 o 0 e 1 ko e KmTgmo L gmittl) @l .
: : . : : : . : P : . : . . : . [—
- -1 wyy P "
0 0 o 00 0 0 1 kg o KD KL K 0

We have to choose the matrices A, (for Case-II) such that the above
matrix corresponding to collaborating users is an invertible matrix. The
above system of linear equations have th +t, =t unknowns and Zoc =t
equations. Hence the system has a umque solution. After gettmg the

values a, P, i=1,2,---,m, they compute the sum Za P and recover the

i=1

secrets as K, =s, —e(P, Zaﬁ Py, 1<A<g.
i=1 i

The verification procedure of the shares is the same as in the previous
proposed multi-secret sharing scheme.

Remark 2: We note that the scheme proposed by Ghodosi, Pieprzyk and
Safavi-Naini [9] has some limitations. For example, in the case f> %ti,
i=1

their scheme fails. We illustrate this by an example below.

Suppose that there are 2 compartments. Consider n, =5,n,=5,
t,=2,t,=3 and «, =3,, =4. Then the shares of the collaborating users
are, say,

s, =k +a,x,+o, x + a)zx11

s, =k +a,x, +@x;, +0,x,

Sy =k, +a,X, + X +0,x],

Sy =k, +ayx, +a,x0 +0x5 + wzle

s, =k, +a,x, +a22x22 + 0, x , + o, x

Sy =y +0,,X,; +A,X5 + 00, +0,X;,

S,, =k, +a,x, +a22x24+wx +wx
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where s, is the share of u, and k,,k, are compartment secrets. In matrix
form, we have

=
N
w

to

»

I, 0 0 0 n *n 1 11
I x, 0 0 0 xlzz x132 a, S
1 x, 0 0 0 «x x|k S
0 0 1 x, x;l xil x; a4y |=| Sa
0 0 1 x, xiz xiz x;lz ay, Sp
0 0 1 x, «x §3 x ;3 X ;3 o, 52
0 0 1 x, x§4 x§4 x;4 ®, 5

For any choice of x,eF satisfying the equation x,+x,+x,=
X,, +X,, +X,, +x,, we observe that the coefficient matrix is not invertible.

V. Security analysis of the proposed compartmented multi-secret
sharing scheme

The security analysis of the proposed compartmented multi-secret
sharing scheme is similar to the previous proposed scheme (see Section i).

The shares are encrypted by the Dealer and sent to the users (publicly).
For large order group G,, we have assumed that the ECDLP is hard to
solve [13]. When the Dealer distributes the shares bi].P to the users, an
adversary cannot acquire it from b,x, P as it is comparable to solving an
ECDLP. Also, an adversary cannot get the user secret key x, from x,P.

The probability of guessing points a,'P, 1<i<m, (or, the sum) which
satisfies the relation K, =s, —e(P, ga“ 'P)*, 1<A<g, is negligible for a
i=1 i

large prime order group G,.

We have the following observation.

Theorem 4: An unauthorized set of users cannot obtain any information about
any of the secrets K, for ISA<g.

Proof: Assume that V| is an unauthorized set, i.e., V, gT.
* Inthecase t= %ti , there is at least one compartment U, from which
i=1

the number of users in V, is less than ¢, thatis |V, nC, |<t,. Hence
they cannot compute compartment secrets a, as observed by

Theorem 2.

* Inthecase t> gti, there are two possibilities.
i=1
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1. There is a compartment U, for which «, =|V, nC, |<t,. This
implies that the corresponding value 4, cannot be computed.

2. All o, >t but Z(x <t. This rules out the existence of the unique
i=1

solution for w,P,w,P,---,®, P.
0

Hence an unauthorized set of users will get no information about the
secrets K, for 1<A<g.

Theorem 5 (Verification of shares): The proposed scheme can detect and verify
harmful activities in time.

Proof: Users can verify the accuracy of other users shares at the time of
secret reconstruction. Verification will be done using the public information
x;b,P and an additional information x'lP given by the user u,. Assume
that in order to reconstruct the secrets the cooperating user u works
with the share b 'P. If b 'P= b P, then the equation e(P,b, P) e(P b, P)
is valid. Add1t1onally, e(P b, P) e(x p, X, b, P) may be used to calculate
the value of e(P,b,P) since x 0, P 1s open to the public. As a result, it is
possible to confirm the share of user U, by examining the correctness of
the equation e(xi;lP, x,;b,P)=e(P, bij'P).

We have given below an example of the proposed compartmented
multi-secret sharing scheme using modified Tate pairing [16]. The
computations are done using SageMath.

Example 2: Consider an elliptic curve E:y*>=x’+x+38 over the
finite field F,,. The #E(F,)=61 and 61|47°-1, ie., the embedding
degree of E(F,,) with respect to 61 is 3. F . is a finite field and
#E(F473)= 104188. The group E[61]c E(]F473) is the set of torsion points.
Let Q=(4y+21,4y*+15y +4)€E[61] and G, =(Q) where y is a root
of an irreducible cubic polynomial over F,. Suppose that there are 3
compartments. Assume that ¢t =2, t,=2, t,=3, and n, =4, n,=4,
n,=5. Let the secrets K, =10, K,=22, K,=31, K =15 and a, =15,
a, = 20, a, = 25, a,, = 30, a,, = 35, a,, = 40, a,, = 45.

2 22
7 72

1

4 : 1
.| and A;=|1 1 12|. Compute s, =

1

1

1 3
Assume that A, = 1 81, A =
1

11 2
13

e e

12 122
15 15°

14

e(Q, %a“ Q) + 10 = e(Q, 95Q) + 10 = e(Q, 34Q) + 10 = 15y% + 29y +
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52, s, =e(Q, 2 x 34Q) + 22 = 16y* + 11y + 26, s, = e(Q, 3 x 34Q) +
31=2y"+32y +7 and s, =e(Q, 4x34Q) + 15=45y>+ 30y + 5
where the pairing e is the modified Tate pairing as in [16]. Make Q, s,
s,, 8, and s, public.

Casel: t=7 (ie. t +t,+t,=7).

Suppose that users u,, u,,, u,, U,, Uy, U,, U, collaborate to
reconstruct the secrets. Their shares are (29y* + 7y + 7, 32y* + 8y + 19),
(25y° + 14y, 18y + 17y + 37), (14y* + 24y + 39, 32y° + 30y + 37),
9y* + 7y +7, 32y*+ 8y +19), (12y> + 10y + 4, 107> + 2y + 44),
(39y% + 40y + 40, 7y* + 41y + 44) and (24y> + 13y + 46, 26y* + 40y
+ 18) respectively.

Now u,,, u,, canfind their compartment secret a,,Q = 20Q = (24y?
+ 13y + 46, 21y* + 7y + 29) using their shares (as illustrated by in
Example 1). Similarly,

« u,,u, can find 2,,Q =30Q = (8y* +33y +7,35y* + 36y +7).

o uy,u,,u, canfind a,Q =40Q = (8y? + 36y +13,45y% + 22y +41).

31777337

Then they compute the pairing e(Q, 20Q + 30Q + 45Q) = e((4y +
21, 4y* + 15y + 4), (42y* + 33y + 10, 20y* + 31y + 18)) = 15y* + 29y
+ 42. Finally, the secrets can be reconstructed as K, = s, — (15y* + 29y +
42) =10, K,=s, —(15y% + 29y + 42’ =22, K,=s, - (157" + 29y +
42)° = 31 and K, = s, — (15y% + 29y + 42)* = 15.

Case II: Consider t=9.

We choose t, =t—(t, +t,+t,)=2 values 0, =6, ®,=8. Assume that
o, =2, a,=3, a,=4. Suppose that the users w,, wu,, u,, U,, U,,
U, Uy, U, and u, collaborate to reconstruct the secrets. The matrix
corresponding to their shares is

1 8 000 0 0 8 8} 4a,0Q (25y% +17y +24,39y* +7)
111000 0 0 11* 11°|a,Q 25y +17y +24,397% +7)
001300 0 3 3|a, (25y% +17y +24,39y> +7)
001500 0 5 5 |a, (3777 +24y +41,2y” + 35y +44)
001900 0 9 9 ||a,Q|=| @Gly*+25r+2,27y*+37y+19) |.
00 001 2 20 20 2 [a,Q| | B7y*+24y+41,2y% +35y +44)
0 0 00 1 10 10> 10° 10* | a, (177% +44y +39,41y* + 5y +2)
0 0 00 1 12 122 12° 12* || Q| |(14y* +24y+39,15y% +17y +10)
0000115 15 15 15 )| 0,Q (22y% +4y +17,20y* + 67 + 45)
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The coefficient matrix of the above system of equations is invertible.
The users compute the inverse of the coefficient matrix and multiply it
with the shares matrix to get the unknowns. Then they compute the
pairing e(Q, 20Q + 30Q + 45Q) = e((4y + 21, 4y* + 15y + 4), (42y° +
33y + 10, 20y* + 31y + 18)) = 15y* + 29y + 42. Finally, the secrets can
be reconstructed as K, = s, — (15y% + 29y + 42) = 10, K,=s, - (15y% +
29y + 42)°=22, K,=s,— (157" + 29y + =31 and K, =5, — (15y% +
29y + 42)* = 15.

We observe that the 13x9 matrix

14 0 0 00 0 4 4
18 0 00 0 0 8 &
1110 0 0 0 0 11° 11°
1130 0 0 0 0 13 13
001300 0 3 3
001500 0 5 5
001900 0 9 9
0 01140 0 0 14 14
o000 o0 12 20 20 2¢
ooo0oo017 77 7 7
00 0 0 1 10 10> 10° 10*
000 0 1 12 12° 122 12¢
00 0 0 1 15 15° 15 15*

has the property that the coefficient matrix corresponding to the shares of
any set of (valid) collaborating users is invertible.

The computational complexity of the proposed scheme is examined
in detail in the next section.

i. Complexity of the proposed compartmented multi-secret sharing scheme

For Case, it is clearly seen that the time complexity for the scheme is
O(mn®) as seen in Section ii. We compute the time complexity for Case II
below. To compute the m matrix multiplications of order n, x(t, +t,) and

(t,+t,)x1, i=1,2,---,m, we require g(tini +nt,) operations. Using the
i=1

Double-and-Add algorithm [5], the time for computing scalar multiplication
of a point on an elliptic curve is O(log,/), where ¢ is the order of the
point. There are 1 scalar multiplications required which cost O(nlog,/).
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At the time of reconstruction, the time computation for finding the inverse
of a coefficient matrix of order t, as in Example 2, is O(’), which is at most
O(n’). The scheme requires t more scalar multiplications at the time of
reconstruction of the secrets. The computational cost for addition of two
distinct points on elliptic curve is I+2M+S and for doubling 1+2M+2S (see
[1], for example), whereI, S, M denotes inverse, squaring and multiplication
respectively. We need (m—1) additions of the points. So the required
computational cost for all point additions is O(m). The computational cost
of a pairing is logarithmic in time (see [11, 17], for example) and we
required m+g pairing computations. We required ¢ more 1S for
reconstruction of the secrets K,, 1<A<g. Combining all these, we
conclude that the time complexity of the scheme is O(n’) for Case IL.

Comparision with [25]: The paper [25] is based on MDS codes and
requires O(mn’) time computation where 7 is the number of users and m
is the number of compartments. Our scheme is based on elliptic curves
and bilinear pairings, for which the scheme will work with less key sizes
compared to [25]. Also, our scheme requires O(mn’*) or O(n’) time
computation which is less as compared to [25].

Let T,,, =time for computing multiplication of matrices
T;,, = time for computing scalar multiplication of a point on elliptic curve
T, = time for solving the system of equations
T, = time for computing addition of points on elliptic curve

T, = time for computing pairing.

Then the time for generating the shares is mT,, +nT,, and the
required time for reconstructing the secret is tT, +tT,, +(m-1)T, +T, +

éljl(t,. -1)M+1S for the case-l and T, +(m~-1)T, +T,+1S for the case-Il,

where M denotes the multiplication and S denotes the subtraction. We
have skipped the time for computing y,’s as it takes very less time for
case-1.

VI. Concluding Remark

Wehave proposed amulti-secretsharing schemeand acompartmented
multi-secret sharing scheme using elliptic curves and bilinear pairings.
The proposed schemes are verifiable, which means that the collaborating
users can verify the shares of the other collaborators. The required time
complexity for the proposed multi-secret sharing scheme is O(n*) and for
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the proposed compartmented multi-secret sharing scheme is either
O(mn*) or O(n’). The compartmented multi-secret sharing scheme is
computationally more efficient than [25].
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