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Abstract
Challenges in composite number factorization are critical to the fields of information 

systems security and cryptography. This study meticulously examined the features of 
triangular numbers and systematically created a Factoring Table for both triangular and non-
triangular numbers, enabling the factorization of any composite number.  In turn, the study 
presents a novel number factorization algorithm, derived from this table and articulated 
through both a formula and instructions. Furthermore, the demonstration of primality 
testing was revealed to differentiate it from composite numbers. The specified algorithm 
can enhance the knowledge and security of key generation for the Rivest-Shamir-Adleman 
(RSA) system.
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1. Introduction 
In number theory, factoring composite numbers into primes is well known 

mathematical problem since ancient times [1]. Indeed, it is acceptable that 
factoring is still challenging up to date [2]. However, this challenge gives an 
advantage for safety in cryptography and network security [3]. 

Mathematicians have introduced both classical and quantum algorithms for 
factoring positive integers [4]. Among others, these algorithms foremost 
includes Fermat’s factoring method [5], Trial division method (TDM), Pollard-
Strassen method, General number field sieve (GNFS), and Shor’s algorithm for 
quantum computers [6].  Nonetheless, none of these best known algorithms can 
simply attack RSA encryption system to break (factorize) large composite 
numbers (public keys) which are used to secure large part of network data from 
Bank transactions to social media like twitter, E-mails, WhatsApp, Facebook 
and TikTok [7], [8]. Moreover, medical practitioners use similar technology to 
protect patient’s medical information such as medical image protection as 
detailed by Singh et al. [9], [10]. 
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This article introduces an alternative factoring method capable of 
decomposing any positive integer, regardless of its magnitude. This alternative 
appears to be straightforward and requires little mathematics background 
beyond the operations of addition, subtraction, multiplication, and division of 
whole numbers. 

Finally, unlike other current mathematical algorithms, this one allows a 
Grade 9 student to quickly determine whether a particular number, say 23, is 
prime or composite [11]. Following all that, a method called Triangular Number 
Factoring Method (TNFM) has been introduced.  

2. Literature review 
The RSA (Rivest-Shamir-Adleman) encryption algorithm, introduced in 

1977, has long been one of the foundational systems for secure communications 
on the internet [12]. It is frequently utilized for secure key exchange, digital 
signatures, and the encryption of sensitive information [10]. The difficulty of 
factoring large composite numbers, particularly those created by multiplying 
two huge prime numbers, is the basis for RSA's security [13]. To break RSA, 
divide the public key (𝑁𝑁) into two prime components (𝑝𝑝 and 𝑞𝑞) [14], [15]. Once 
these primes are known, the private key can be recovered, demonstrating the 
importance of factorization in RSA cryptanalysis [16]. Therefore, effectively 
factoring these big numbers or identifying other flaws in the algorithm's design 
or underlying presumptions constitutes breaking RSA. There are continuous 
attempts to crack RSA, and traditional factorization methods like the Quadratic 
Sieve [17] and Pollard's rho [18] show differing complexities and efficiency and 
frequently have difficulties with larger integers . This overview of the literature 
looked at current research developments and tactics meant to undermine the 
RSA encryption scheme.  

2.1 Mathematical approaches: Integer Factorization 
To break RSA, just solve the integer factorization problem, which involves 

identifying the two prime factors of the big composite number used as the public 
modulus (N) [19]. However, the approach depends on Fermat's factorization 
technique [20]. Over decades, scholars have investigated many methods targeted 
at efficient factorisation, including: 

Brute Force Factorization: For small keys, brute force attempts to factor 
the RSA modulus can work [21], but the time complexity grows exponentially 
with larger key sizes, making this method impractical for key sizes used in 
modern cryptography (2048-bit keys and beyond) [22]. 

Fermat’s Factorization: When the RSA modulus's prime factors are near 
to one another, this technique performs well [23]. Although not generally 
effective for breaking properly generated RSA keys, it can exploit poor key 
generation practices [24]. 

General Number Field Sieve (GNFS): The most effective classical 
algorithm for factoring huge integers at the moment is the GNFS. [25], making 



4� B. D. NDENJE ET AL.

it the primary method used in attacks against RSA [26]. Significant factorization 
milestones thus include:  

RSA-768: Factored in 2009 by a team of researchers using the GNFS, 
demonstrating the vulnerability of smaller key sizes [14]. 

RSA-250: Factored in 2020, representing a modulus with 250 decimal 
digits, another milestone using similar factorization techniques [27]. 

These successes have pushed the recommended RSA key sizes to 2048 bits 
or higher, beyond the reach of current factorization algorithms [28], [29]. 

2.2 SHOR'S ALGORITHM: A Quantum Computing Technique  
One of the most often mentioned dangers to RSA is quantum computing. 

In 1994, Peter Shor introduced Shor's Algorithm, a quantum algorithm that can 
factor huge integers in polynomial time [30], which is exponentially quicker 
than classical techniques such as GNFS. 

While no large-scale quantum computers exist yet to implement Shor’s 
algorithm on RSA-sized integers [31], theoretical work suggests that once 
sufficiently large quantum computers are built, they could break RSA 
encryption within minutes or seconds. The quantum threat has sparked 
substantial interest in developing post-quantum cryptography [32], with the goal 
of transitioning to quantum-resistant algorithms before quantum computers 
become powerful enough to compromise current encryption standards [33]. 

2.3 Side-Channel Attacks 
Instead of concentrating on cracking the fundamental mathematics, side-

channel attacks, which take use of information that has been leaked during the 
encryption or decryption process [34], are another method of cracking RSA 
encryption. 

Timing Attacks: These attacks take advantage of how long it requires an 
RSA implementation to encrypt or decrypt data. [35]. By measuring these time 
differences, an attacker can deduce information about the private key.  Kocher 
(1996) first described such attacks in 1996 [36]. 

Attacks Using Power Analysis: These attacks examine how much power a 
gadget uses when doing cryptographic procedures [37]. By tracking variations in 
power consumption during encryption and decryption processes, Differential 
Power Analysis (DPA) can provide information on private keys [38]. 

Cache Timing Attacks: These leverage the behaviour of modern processors, 
particularly how the cache memory is accessed during cryptographic 
computations [39]. A well-timed cache analysis can expose sensitive data, 
including key bits. 

Various countermeasures, such as blinding techniques and constant-time 
implementations, have been developed to mitigate side-channel attacks, but 
these remain practical threats, especially against poorly implemented RSA 
systems [40]. 
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2.4 Fault Attacks and Other Cryptanalytic Techniques 
Fault attacks try to alter the calculations so that the hidden key can be 

inferred by introducing flaws into the cryptographic process [41]. For RSA, one 
common fault attack is the Bellcore Attack [42], where induced faults during 
RSA signature generation can reveal the private key. 

Another significant class of attacks is Coppersmith’s Attack. It targets 
scenarios where some bits of the private key are known or where RSA is used 
with poorly chosen parameters, such as small public exponents or small private 
key leaks [43]. Coppersmith’s method leverages lattice-based techniques to find 
small roots of polynomials, allowing an attacker to efficiently recover the 
private key under certain conditions [44]. 

2.5 Recent Trends and Future Directions 
As of 2023, RSA remains secure when implemented correctly with 

sufficiently large key sizes (2048 bits or greater) and robust mitigation against 
side-channel attacks [45]. However, improvements in computing power 
(including quantum computation) and the development of new cryptanalytic 
techniques continue to raise worries about its long-term viability [46]. 

Post-Quantum Cryptography (PQC): Efforts are ongoing to build 
cryptographic methods that are secure against quantum assaults [47]. In July 
2022, the US National Institute of Standards and Technology (NIST) unveiled 
the first batch of post-quantum algorithms that may potentially replace RSA and 
other susceptible methods in the face of quantum computing breakthroughs [48]. 

Hybrid Cryptographic Systems: Some researchers propose hybrid systems 
where RSA is combined with quantum-resistant algorithms, allowing a gradual 
transition to PQC while still benefiting from RSA’s established security and 
efficiency [49]. 

Arnold’s Factorization Algorithm: This algorithm targets semi-prime 
numbers and presents a three-step approach for factorizing large semi-primes in 
polynomial time. It has been demonstrated to factor semi-primes up to 12 digits 
using mathematical software, highlighting its potential to influence RSA 
security by enhancing factorization efficiency [50].  

Preselected Integer Factorization: This method employs a sieve method in 
conjunction with polynomial selection to produce pairs of relationships. 
Subsequently, these pairings are employed to generate a matrix, which is then 
reduced to produce square numbers. This reduction process facilitates the 
factorization of large numbers, which has the potential to decrypt RSA 
passwords and compromise the encryption system[51] .  

To sum up, the security of RSA encryption, while still robust for many 
current applications, faces growing challenges from both classical and quantum-
based cryptanalysis. Quantum computing, in particular, poses a significant 
future threat, as Shor’s algorithm could render RSA insecure once practical 
quantum computers become available. In the meantime, factorization attacks 
and side-channel attacks continue to improve, requiring careful implementation 
of RSA systems to maintain their security. The rise of post-quantum 
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cryptography represents a critical area for future research as cryptographers seek 
to pre-emptively address the vulnerabilities RSA will face in a post-quantum 
world. 

While Samojluk [52] employed the properties of triangular numbers to 
construct public keys, this study did the inverse, demonstrated factorization of 
any composite number (public keys) based on properties of triangular numbers .  
We consider this not only as another way of consideration in the security of the 
public keys but also knowledge contribution in RSA encryption. 

3. Material and Methods 
3.1 Triangular number factoring method (TNFM) and primality test 

Triangular numbers: are whole numbers represented as the half of a 
product of the two consecutive natural numbers, or are whole numbers 
expressed as a sum of the first n natural numbers. Examples: 1, 3, 6, 10, 15, 21, 
and so on. These are triangular numbers, and their general function denoted, 
        

  where        symbolize a triangular number. 

3.1.1 Application of the properties of triangular numbers  
Triangular numbers have unique properties which distinguishes them from 

other composite integers [53], that’s to say: subtracting successively 1, 2, 3... up 
to n from           it ends up with zero. For example;              

      or 28= 
1+2+3+4+5+6+7 then through subtraction steps (Fig. 1), 28 ends in zero. 

 
1st step: 28-1=27 
2nd step: 27-2=25 
3rd step: 25-3=22 
4th step: 22-4=18 
5th step: 18-5=13 
6th step: 13-6=7 
7th step: 7-7=0 

Figure 1 
Subtraction Steps 

 
This property (Fig. 1) helps to check the triangularity of a composite 

number i.e. if a given positive integer is a triangular number, it must end up in 
zero. Also, the property is used to find nth position of a triangular number.  

One of the methods to find the nth position of a triangular number is by 
plugging the triangular number into          

  and solving a quadratic equation, 
   + n – 2∆= 0. 

Given a triangular number, the differences after successive subtraction of 
natural numbers from it are called residues.  

A residue at any subtraction step can be factorized.  For example, suppose 
one want to factorize 22. Since 22 is the difference at a third subtraction step 
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from a triangular number, 28 that is 22 is a residue at a third step and its prime 
factors can be calculated by taking 3 (because 22 appeared at a third step) and 
taking care of the two factors which are consecutive natural numbers whose half 
of their product is 28 i.e. 7 and 8. Note that, always the factoring pair, has two 
consecutive natural numbers, one is an odd and the other is an even. To 
complete the factoring process, do the following: 

Add 3 to a larger number (8), if the answer is an odd number take it as a 
factor of 22. If the answer is an even, then its half is a factor of 22. Next, 
subtract 3 from a smaller number (7), if the answer is an odd number take it as a 
factor of 22. If the answer is an even, its half is a factor of 22. So, the first factor 
of 22 is 8+3=11, and the second factor of 22 is ((7-3)/2) =4/2=2. Therefore, the 
factors of 22 are 11 and 2.  

Flipping the same concept into a Table 1 which is a part of a list of all 
positive integers systematically arranged in order of increasing triangular and 
non-triangular numbers. On this factoring table, 22 can be factorized by using its 
subtraction step (a = 3) as it appears in a third diagonal. In this context, a 
diagonal sequence with triangular numbers is considered as a zero diagonal. A 
number a = 3 and m = 22 is then substituted into    (    )      , 
resulting into d = -11 or 4. Consider the absolute values of the roots, d1 and d2, 
by dividing by 2 any even root, the resulting values are the factors of 22. That is, 
take the absolute value of -11 as factor of 22 and half of 4 as another factor of 
22. 

3.1.2 Factoring table properties 
Table 1 systematically places triangular numbers in the diagonal assigned 

as zero diagonal, it is the only diagonal with triangular numbers. This table is 
part of an infinite size of the table that can be developed to include any existing 
triangular number. It is important to note that the zero diagonal is the only 
diagonal possessing zero in its lowest number. 

3.1.2.1 First and subsequent diagonals 
Like the zero diagonal, the first, second and so on diagonals have 1, 2, and 

so on respectively entries in their first entry. In the first diagonal, adding a first 
triangular number to the numbers completes triangularity of the numbers in this 
diagonal. Similarly, the second diagonal illustrates the same (adding a second 
triangular number completes the triangularity of all numbers in the second 
diagonal). It is clear that numbers in the third diagonal reveals the same and so 
on. Therefore, given any number outside the zero diagonal numbers, there exist 
a triangular number that can be added to it to complete triangularity. 

3.1.2.2 The role of a and d values 
The ‘a’ are entries in the first vertical column at the far left, the values 

correspond to the ath position triangular number that can be added to the 
numbers in this diagonal to make them complete triangularity. The ‘d’ are 
entries in the first row and one of the longest rows (there are only two longest 



8� B. D. NDENJE ET AL.

rows). The ds’ are factor carrying values. That is, pick any number in the table, a 
number in the ds along with numbers on its left provides the factors to this 
number. In addition, the formula:    (    )       were developed 
by the author based on the role of a and d values, where   is any number in 3.1. 

To sum up, while the zero diagonal ensures all triangular number to be 
listed in this table, the second vertical column ensures that all positive integers 
are accommodated in this table. 

Table 1 
The Factoring Table 
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General rule: Given the triangular number, to find the factors of the 
residue, add the subtraction step of a residue (R) to a larger number, and subtract 
it from a smaller number of the given triangular number. If the answer is an odd, 
take it as a factor of a residue and if the answer is an even, its half is a factor, the 
two becomes the factors of the residue. 

3.2 Completing the triangular 
Completing the triangular number is the key to this algorithm. If for any 

given composite number, you can complete the triangular then you have 
factorized it. Deduction from Table 1, captioned as Triangular Table: Every 
composite number ( ) need addition of a triangular number to complete it into 
triangular number, Therefore, all composite numbers can be factorized. 

4. Discussion and Conclusions 
4.1 Discussion 

This study has demonstrated applications of triangular numbers focusing 
on factorizing composite numbers. Clearly, applications are beyond factoring 
issues, that is triangular number properties may apply to test the primality of a 
number and location of composite number in the Factoring Table (Table 1). 
Systematically, a composite number,   can be factorized following the steps as 
indicated. 

4.1.1 Steps for factoring a composite number,  : 
i. Calculate 2  
ii. Generate a sequence of terms between   and 2  by adding successively 

1,2,3,4,5,6... to   
iii. Calculate the Greatest Triangular Number (   ) less than   (GTN <  ): 

That is successively, subtract 1,2,3,4,5, 6... from   until you get the Least 
Positive Residue (   ), this is a number of which no more subtraction can 
be made to make the difference of a positive integer. Then,     =   – 
    

iv. Calculate   from             . Then,    Total number of 
subtracting steps. 

v. Identify all triangular numbers between   and    using the next natural 
numbers to  . 

vi. Compare the two sequences generated in step ii and v respectively. Here, 
choose the Least Common Triangular number (    ) or the Greatest 
Common Triangular number (   ) of the two sequences. Note; if neither 
    nor     does exist, then   is a prime. 

vii. Calculate a triangular completing number, ∆ from m + ∆ =    , so, 
        

viii. Calculate   from            
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ix. Solve for   from:                .The absolute values of the 
roots d1 and d2 virtually provides the factors of  .  

x. Thus, choose as factors of    a set,{          } if     is even or {      
  
  } 

if    is even. 

4.1.2 Primality test 
Testing the primality of    , consider the following steps. 

i. Generate a sequence of   terms using          
 , for                

ii. Divide every term by   and take all remainders 
iii. If the sum of all remainders is triangular then   is prime. 

 
A sequence of k terms is simply be picked from the factoring table. 

Example: Test the primality of 5. We first let       From the factoring table: 
the sequence is 5,9,12,14 and 15. 

Dividing every term by 5 the remainders are 0,4,2,4,0 
The sum of remainders is          
Here, 10 is a triangular number, therefore, 5 is a prime number. 

5. Conclusion 
The relation between factorizing a composite number and triangularity of a 

number systematically were studied by placing triangular number and non-
triangular number in a table, called Factoring Table. It was observed that all 
positive integer which are non-triangular numbers require addition of another 
triangular number to become triangular number. Any composite number exists 
in the Factoring Table following the fact that all positive integers including zero 
can be placed in the table The numbers in the Factoring Table were 
systematically arranged such that choosing any composite number, two numbers 
‘ ’ and ‘ ’ on the vertical and horizontal respectively are assigned to the given 
number. The two numbers could represent the prime components of a composite 
number,   as shown in the Factoring Table. The three  ,  , and m are coupled 
in the relation                  the factors of   are in a set 
{          }  if     is even or {      

  
  }  if    is even. The Factoring Table 

respond beyond factors of a composite number to at least include triangularity 
completion and primality test. Therefore, at least the Factoring Table can reveal 
the factors of a composite number. Nevertheless, future may come up with more 
lessons about the Factoring Table. 
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