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Abstract

Consider a network (graph) consisting of nodes and edges. We refer to a subset D of
nodes as a dominating set or D-set if every node which is outside D, it is connected to a node
inside D. If a D-set D has a further property that no pairs of nodes outside D, are connected,
then we call D an outer-independent dominating set or just O-I-D-set. With the aim of
deploying some security services within an IoI network, Godquin, Barbier, Gaber, Grimault
and Le Bars in []. Inf. Security Appl. 55 (2020) 102640] proposed a method employing a graph
network, where they presented a formula for the protection according to some types of a
D-set. The proposed formula works properly with protection 100% if the employed graph
is tree, but if it is not tree then we always do not reach such rate, unless we choose the D-set
such that it has a further property of absence of edges outside the D-set. In this short paper,
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we propose a new formula for the protection using O-I-D-sets and we prove that all graphs
reach the protection of 100% in this new setting.
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1. Introduction

In the platform of the fog computing which was introduced by Bonomi et al.
[4], the nodes associated to fog are placed in at all strategic locations which lie
between end-user device and the cloud. Identification of the matter related to the
suitable placing for some of the edge-nodes and the placing of some of the
services within them leaded to a new migration from cloud to edge. Instead of
placing a security service on every device which is not realistic based on many
reasons, the security services can be placed on some special nodes namely
security node as devices that host a Network Security Function (NSF), and then
every device in the network can communicate, directly, to a security node, [3].
Among the most important problems in IoT, is the service placement using graph
models that has been received most attention by several researchers, (see for
example, [1, 8, 9, 10, 12]). Besides representing IoT networks as graph models,
very few researches rely on deep graph theory properties. Banerjee and Maiti in
[2], used the concept of graph centrality in IoT networks. Stellios et al. [11]
considered the attacker model to be suitable for network of IoT which composes
of three types of categories which the first is device accessibility, the second is
attacker capabilities and the third is motivations.

Recently, in 2020, Godquin et al. proposed in [5] a method which aimed to
deploy some security services in a network which models an IOT, where they
considered some capabilities, for example, memory and hardwares. They
formalized the problem through an undirected graph N = (V,E), where V,
corresponds to the devices and E corresponds to devices connections. The secure
nodes considered as a D-set (dominating set) in such a way that each vertex on the
network is straightly joined to a secured vertex. A shortest path is called there
secure if the vertices, which we call sender and receiver, are joined together or if
each vertex of that pair is belong to the given D-set or connected to vertex in the
D-set. Godquin et al. defined a variant as the quality of a dominating set to be the
percentage of high-priority with respect to the given dominating set. Notice that
the greater percentage coinsides with the higher overall quality. They presented
the protection formula using a D-set in the following, by determining the
percentage of all pairs of nodes of the network that satisfy at least one secured
shortest path as follows.

P = Yapeviy D(a b)/ (5) )
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where D(a,b) =1 in (1) if there is a secured shortest path from the node a to
the node b, and D(a,b) =0 if there does not exist such path. Figure 1
demonstrates a graph with ten vertices which we darkened the vertices to belong
to our D-set, (black vertices form a D-set. We see that all paths between each pair
of vertices are secured.
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Figure 1

A D-set (Black vertices)

In this paper, we show that the protection formula (1) does not work in real if
the graph is not a tree, and propose a new formula for the protection. We also
prove that with our new protection formula all graphs reach the protection of
100% if we assume that the secure vertices (dominating set) form an
outer-independent dominating set.

2. Graph theory notations and terminology

A graph namely N is a pair (V,E) such that V = V(N) is the set of
vertices (or nodes) and E as the set of edges, in which each edge associated to a
pair of vertices. For a member e = {a, b} of E, we usually say that vertices a
and b are connected or adjacent. The degree of a vertex is the number of vertices
that are connected with it and the degree of v we denote by d(v). A path (of
length k) in the N is a sequence vj... v, where each node v; is connected to
node v;,q, foreach i =0,1,...,k — 1. The integer k in the sequence is referred
as the length of such path and the nodes v, and v, are called terminal or
end-vertices. A cycle-graph or just cycle is a graph obtained from a path by
connecting the end-vertices of the path. A graph is connected provided that there
is a path between every pair of nodes. A connected graph which contains no cycle
we call a tree. Trees play importantly in being a graph connected. In a network,
for a subset D, we call D a dominating set or D-set subject to that every vertex
not-belonging to D is connecting to some vertex which is inside D. The
minimum cardinality among all possible D-sets in a network is the domination
number of the network. A D-set such as D is called an outer-independent
dominating set or O-I-D-set if V(G) — S is an independent set, that is, there is no
edge within V(N) — S. For mathematical properties of domination variants, the
reader can consult [6, 7], where the second focuses on the outer-independent
version. This version is close to vertex packing sets in graph that have various
applications, as it can be easily verified that for those graphs that no degree one
vertex exists, this version of domination is the same packing set.

3. New Proposed Formula

Considering the graph in Figure 1 in which the red vertices form a
dominating set, the protection Formula (1) yields a protection of 204%:
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which is not real and shows that the Formula 1 needs to be revisited. We observed
that the Formula 1 is indeed correct if the graph is a tree, since in any tree there is
precisely one path between any pair of vertices of the tree. But in the case that the
graph is not a tree, there will be at least two (shortest) paths between some pairs of
vertices. We propose the following new formula:

pP= Za,bEV(N) D'(a, b)/Za,beV(N) D(a,b) (2)

where D'(a,b) counts secured paths between a and b, and D(a,b) is the
number of all paths between a and b. Notice that as before a path is secured if
the vertices are connected together or if each node among that pair is either belong
to D-set or adjacent to one vertex of D-set. Now the protection according to
Formula 2 on the graph of Figure 1 is as follows:

X 100 = 204%

Yabev(n)Dr(ab) 92
P=""——"—""——-=—x%x100 =100%.
Yapevn)D(ab) 92 %

According to our calculations, there are 92 secured paths and the total
number of paths is also equal to 92, which means that all graph paths are secured.
So according to Formula (2), the amount of graph protection is equal to 100%. We
have examined Formula (2) on all graphs, which gives us an understandable and
correct answer. In the following, we prove that if the security nodes form an
O-I-D-set, then the protection value according to the Formula (2) is always 100%.

Theorem 1: If N is an n-vertex graph and D is an O-I-D-set graph, then the
protection based on Formula (2) is 100%.

Proof: Let N be an n-vertex graph and D be an O-I-D-set. For any vertex x
outside D, all of neighbors of x belong to D. This implies that each path
between two vertices a and b is secured. Consequently, Yo pey(vy D'(a, b) and
Yapev(vy D(a,b) are equal, and thus the protection is 100%.

Since every two distinct O-I-D-sets give equal protections of 100%, we
obtain the following result.

Theorem 2: The protection based on the O-I-D-sets is independent with respect
to the choice of the O-I-D-sets.

As conclusion, we thus have proposed a new formula for the protection,
namely, Formula (2), which uses an O-I-D-set, and as we have shown in Theorem
1, its gives us 100% protection. Furthermore, any O-I-D-set gives us the desired
protection, as it was shown in Theorem 2.
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