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Abstract
In digital world, security is one of the important challenging issues. Data hiding is 

one of the ways out. Covert communication is possible with data hiding. Steganography 
technique is one of the useful data hiding method, the secret is hided with the help of cover 
so that the third party cannot identify. Data may be in the form of text, image, audio/video. 
In this paper, a novel image steganography algorithm based on modulus and polynomial 
theory is proposed for data hiding. In proposed method image is taken as data, both secret 
and cover images are reconstructed at the receiver side by the authorized person without 
any damage hence this method satisfies the reversibility property. Proposed method gives 
high embedding capacity, good quality with a PSNR of 64.45dB compared with existing 
techniques.

Subject Classification:  94A60, 11T71, 11C08.

Keywords: Covert communication, Data hiding, Image metrics, Image steganography, Modulus, 
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1. Introduction 
Secret communication [1] is necessary in many fields like banking sector, 

military, forensic labs and intelligence bureau etc. This can achieve with the 
help of hiding techniques. Cryptography, Watermarking and Steganography are 
data hiding techniques. Cryptography [2] is suited for text data hiding. 
Watermarking [3] is suited for image hiding however, if the image is flipped or 
rotated this technique is failed. Steganography [4] is one of the powerful 
techniques to embed the secret data in to cover data. It is suited for any type of 
data such as text, image, audio and video. Steganography system is designed 
with the secret and cover data. The secret is embedded into cover (carrier) via 
password to get stego data. The stego data looks like cover data so that 
unauthorized person cannot access the secret. In any case the secret data is 
damaged, rotated, flipped or stolen by unauthorized persons it is recovered by 
stego images and secret key, it is not possible with cryptography and water 
marking techniques. 

The rest of the paper is organized as. Literature survey is presented in 
section 2. The proposed work is introduced in 3. Experimental results and 
discussions are analysed in section 4. Concluding remarks and future scope are 
concluded in 5. 

2. Literature survey  
High embedding capacity is possible with the polynomial based 

steganography only. Shamir [5] introduces polynomial theory in steganography 
for high embedding capacity. In this work, secret data is distributed to   number 
of participants.   Participants out of   are needed to reveal the secret data, less 
than   cannot gain information. Lin and Tsai [6] proposed a method using lossy 
polynomial, however this method was failed to recover the secret data. Wu, 
Thien, and Lin [7] proposed a method using modulus operation however, this 
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method also failed to recover the secret due to truncated pixels. Chang, Hsieh, 
and Lin [8], Zhao et al.,[9] and Lin, Lee, and Chang [10] solve the problem of 
truncated pixels [11] which are greater than 250. However, these methods attract 
the attackers due to random nature of stego images. Moreover, these methods do 
not reconstruct the secret data perfectly. Lin and Chan [12] proposed a new 
polynomial function to overcome these problems, but in this method Lagrange 
interpolation [13] is used to reconstruct the secret and cover data so that the 
computational cost is very high. Moreover, this method works based on prime 
number, which leads it not so flexible. Mohsin et al., [14] proposed a method 
related to COVID-19 data security. This work is based on the block chain 
technology along with hash function. In this method, patient’s data is hiding in 
hospital digital records. Their result shows, good stego quality and embedding 
capacity. However, their work is study work not implemented on real patient’s 
reports because of lockdown situation. 

Inspired by the practical requirement [15], a novel image steganography 
method is proposed. This is a lossless polynomial technique hence it recovers 
the secret and cover data, no problem with truncated pixels. This method 
requires less number of computations compared with existing methods hence 
computational cost is low and speed is high. It is flexible as there is no use of 
any primary numbers for this proposed work. 

3. Proposed method 
In proposed work, high embedding capacity with good quality and security 

is the prime parameter. To achieve this, polynomial theory and modulus 
operation are used for covert communication. The cover image's size must 
match or exceed the secret images in order for the secret image to be perfectly 
embedded into the cover image. For this work, secret and cover images that 
have the same size M x N are selected. This work is appropriate for both colour 
and gray scale images.  

In this work, modulus operation is performed on secret image and 
quotients were used to generate polynomial equations, which will enhance 
security. Example of modulus operation is shown in Figure 1. 17 mod 5 = 2, this 
means divide 17 by 5, we get 3 is represented as quotient with a remainder 2. 
Actually, modulus is another name for remainder after performing division.  

In proposed embedding algorithm, modulus by 5 is used to achieve good 
results. When considering low modulus values, the computational cost is high 
because it requires more calculations. The stego image quality will decrease 
when considering a high modulus value. The Proposed embedding algorithm 
presented in 3.1 

3.1 Embedding algorithm 
Step 1: Choose a secret image with size of M X N and divide into sub images of 
size m x n. where M > m, N > n. Cover image size also same as secret image. 
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Figure 1 

Example for Modulus operation 
 

Step 2: Apply Modulus operation by T on each pixel of sub image to form a 
quotient 1 and remainder1 matrixes  

Step 3: Apply Modulus operation with T on quotient 1 matrix again get quotient 
2 and remainder 2 matrixes.  

Step 4: This process will continue until the quotient matrix values are less than 
T. 

Step 5: Polynomial equation is formed with the final quotient matrix and all 
remainder matrixes along with cover pixel as  
    ( )  (                     )  (1)  
where,   is the cover pixel,    is final quotient matrix value and   is the final 
remainder matrix value,    and    are remainder 2 and remainder 1 matrix 
values respectively. 

Step 6: Generate   stego images by feeding the password (secret key) in to 
equation (1) to get     ( )     ( )      ( ).  

Embedding algorithm is implemented on secret and cover images of size 2 
X 2. Modulus value T is chosen as 5. Example of embedding algorithm is 
presented in 3.1.1. 

3.1.1 Example of embedding algorithm  
Step 1: Choose the secret (s) and cover (c) images of size 2 X 2 

  s = (      
      ) 

  c = (      
      ) 

Step 2: Apply modulus operation with 5 on secret image (s), we get quotient 
matrix 1= (    

    ) and remainder matrix 1 = (  
  ).  
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Step 3: Apply modulus operation with 5 on quotient matrix 1= (    
    )get 

quotient matrix 2= (   
   ) and remainder matrix 2= (  

  ). 

Step 4: apply modulus operation with 5 on quotient matrix 2 = (   
   ) get 

quotient matrix 3 = (  
  ) and remainder matrix 3 = (  

  ).  

Step 5: These matrixes are final because the quotient matrix 3 values are less 
than 5. 

Step 6:                (  
  ),                 (

  
  ).  

              (  
  ),             (

  
  ).  

The polynomial equation is formed with these matrixes along with cover 
(c) as shown in equation (2) 

 ( )  [(  
                 ) (                   )

(                   ) (                   )] 
 (2) 

Generate stego images as  
      ( )     ( )      ( ).  (3) 

Stego image and secret keys are provided for the authorized participants 
for extraction. In equation (3), 1,2,…   are the secret keys. As less as   value in 
equation (2), we get good quality of stego. In extraction algorithm cramer’s rule 
is used. This algorithm recovers the secret and cover images without any loss. 
The extraction algorithm is presented in 3.2.  

3.2 Extraction algorithm 
Step 1: Compute the polynomial coefficients of function  ( ) using cramer’s 
rule,  
           (4) 
where    is stego image,   is secret key,    is the coefficient of polynomial. 
Using equation (4),   coefficients are calculated. 

Step 2: The coefficients    ,   ,   ,    are considered as values of final quotient 
matrix, final remainder matrix, remainder 2 matrix, remainder 1 matrix 
respectively. Constant value is considered as cover pixel value. 

Step 3: Reconstruct the secret blocks of size m x n, then merge all the sub 
images to get secret image of size M X N. Cover image also recovered with 
constant values which derived at step 2. 
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3.2.1 Example of extraction procedure 
Calculate the coefficients of polynomial function  ( ) using cramer’s rule 

for example  

Step 1: Consider the stego pixels and secret key for reconstruction. 
 

  ( )  (                     ) 
 
                                                        cover pixel 

 

Step 2: Coefficients   ,   ,   ,    are values of final quotient matrix, final 
remainder matrix, remainder 2 matrix, remainder 1 matrix respectively. Constant 
value is considered as cover pixel value. 

Step 3:  Similarly sovle all the equations and generate                
(  
  ) ,                 (  

  ) ,              (  
  ) ,            

  (  
  ). 

Step 4: Multiply final quotient with 5 and add to the final remainder matrix to 
get quotient matrix 2 (   

   ), again multiply with 5 and add to remainder 

matrix 2 to get (    
    )again multiply with 5 and add to remainder matrix 1 to 

get (      
      )  . Consider this is secret block because there is no another 

remainder matrixes.  

Step 5: Finally, merge all the secret blocks get reconstructed secret image. All 
the constant values derived from the equations are forming a proper order to get 
reconstructed cover image as (      

      ) .  

4. Result analysis and discussions 
The main focus of the proposed method is to generate high quality stego 

image with good embedding capacity. Various bench mark images are used for 
this work as shown in Figure 2. Most of the existing algorithms embed the text 
data into cover image, some algorithms embed small size secret image than 
cover image. In proposed method the sizes of secret and cover images are same, 
so that the embedding capacity will increase. This proposed work is best suited 
for embedding 2 secret images into a cover image with polynomial theory. 
However, if try to embed more images in single cover means quality of stego is 
decreases as shown in Figure 3. The quality of stego image more than 30 dB is 
acceptable. If less, the secret data is out from the cover data so there is no use of 
data hiding. In proposed work, cover and stego images are looks like same is 
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shown in Figure 2 that means the stego quality is good, it cannot reveal the 
secret data. 

 

 
Figure 2 

Embedding and reconstructed images 
 

 
Figure 3 

Results of stego quality Vs embedding capacity 

4.1 Quality of images 
In image steganography quality of the resultant images are very important. 

The quality parameters [21-24] of stego image with different cover images are 
presented in Table 1. Comparisons of proposed method with existing methods 
are presented in Table 2.      (Peak Signal Noise Ratio) is one of the 
important image metric to measure the quality of stego [25-26] it is represented 
as  

 
Table 1 

Quality assessment of stego image 

Stego image PSNR SSIM 
Camera Man 64.45 0.9992 
Barb  64.45 0.9992 
Boat 63.48 0.9981 
Girl 64.48 0.9991 
House 63.46 0.9982 
Pair 64.47 0.9992 
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                (
    

   )      (5) 

where     (Mean Square Error) between cover and stego image is calculated 
by 
                ∑                            (6) 

       is the size of the image. 
 

Table 2 
Comparison of proposed method with existing methods 

Method PSNR 
(dB) 

Reconstruct 
the secret 

image 
without loss 

Reconstruct 
the cover 

image 
without loss 

Embedding 
capacity 

(bpp) 

Lin, Lee, and Chang [10] 32 Yes No - 
Wu, Thien, and Lin [7] 34 No No - 
Yang et al., [11] 40 Yes No 2 
Zhao et al., [9] 39 Yes No 2 
Lin and Chan [12] 42 Yes Yes 4 
Lee and Lee [19] 44 Yes Yes 4 
Wei and Wen [25] 46.03 Yes No 8 
Duan et al. [20] 40 Yes Yes 8 
Xinliang et al., [18] 40.66 Yes No 8 
Rustad et al. [17] 40.28 Yes Yes 2 
Kosuru el al. [16] 36.76 Yes Yes 8 
Wang et al. [1] 41.21 Yes Yes 8 
Proposed method  64.45 Yes Yes 8 

 
Structural SIMilarity (SSIM) [27] is one of the powerful image metric to 

measure the similarity between cover and stego images is given by  

            (        )         
(          )           

  (7) 

where    and    are mean,     and     are variance,     is the covariance of 
   .          ,          ,   is dynamic range of the pixel values, 
predefined values   =0.01,   =0.03. Because the SSIM value is so close to 
unity shown in Table 1, the stego image and the cover image appear to be 
identical, preventing unauthorized individuals from thinking about the secret 
data [28] that is now there. That enhances the security level. 

5. Conclusions 
An efficient image hiding method is proposed to embed secret image into 

cover image of same size      . This method reconstructs the images at 
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receiver without any damage. Histograms of cover and stego image are same so 
that unauthorized user can not access the secret data. In the sense of quality, 
proposed method yields 64.45dB, this is an excellent approach compared to 
existing steganography methods. In proposed work, secret image of size 512 x 
512 is embedded into cover image of size 512 x 512. In most of existing 
methods, embedded secret is less size than the cover. That shows, proposed 
work efficiency. This work is also analysed by embedding 3, 4 and 5 secrets into 
single cover image. However, the secret will be out in case of 4 images are 
embedded. Further improvement focused on color image steganography. In 
color image processing RGB channels are there so that more data can be 
embedded.  
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