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Abstract

Cloud-based medical data indexing enhances clinical data retrieval, but raises
concerns about the privacy of medical data and the patterns of their searches when subjected
to new quantum attacks. The privacy-preserving indexing framework proposed in this work
is a hybrid between post-quantum key derivation, cryptographic hashing, probabilistic
security and encrypted keyword vectors. Medical documents are converted to vector
format, and queried with trapdoors, which are random but contain specific keywords and
access patterns. Lattice resistant primitives provide security against classical and quantum
adversaries for construction of indexes, processing of queries and establishment of session
keys. Experimental testing shows that 96.8% retrieval accuracy, 34.6% lower search latency
and 29.4% communication overhead reduction are achieved compared to the conventional
encrypted indexing. It provides privacy, allows for searches that are not connected to the
other data, and enables quick retrieval of data, thus helping secure cloud-based healthcare
applications without compromising patient privacy in the post-quantum era.

Subject Classification: 68MO01.

Keywords: Medical data indexing, Post-quantum cryptography, Privacy preservation, Encrypted
keyword vectors, Secure cloud computing, Trapdoor queries.

I. Introduction

Cloud computing has proven to be an integral part of the storage,
management and retrieval of vast amounts of electronic health records,
diagnostics, medical imaging and clinical observation. The traditional searchable
encryption and indexing techniques, however, can reveal important keywords,
access patterns, and even patient identities, especially if adversaries have
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quantum computing power to break the encryption [1, 2, 3]. The urgent need for
post-quantum protection in the healthcare cloud is driven by vulnerabilities like
those of the algorithms RSA and elliptic-curve cryptography. In this research, a
framework for medical data indexing is proposed that supports secure and
efficient access to the information in the cloud setting of a post-quantum era is
provided [4, 5]. It includes the quantum secure key derivation, cryptographic
hashing, probabilistic security components, encrypted medical keyword vectors
and random trapdoors [6, 7]. Figure 1 shows the secure indexing, encryption,
query and retrieval of medical information.
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—

Figure 1
Privacy-Preserving Post-Quantum Medical Data Indexing Framework

Medical documents are turned into safe and secure vector catalogues,
permitting relevance-based lookups without exposing particular medical content
or terms. Authorized users write queries in a hidden way and similarity
evaluation is done directly in the cloud on a secured copy of the representations
[8, 9, 10]. To achieve computational efficiency, retrieval accuracy, query
unlinkability, and maintaining confidentiality at the same time is the desired
approach. It is evaluated by various factors such as search accuracy, indexing
time, query latency, communication overhead and security resistance [11, 12].
The study offers a scalable solution to preserve cloud-based medical
repositories, enabling secure clinical decisions, and improving long-term
healthcare data governance while maintaining privacy and security.

I1. Cryptographic Hash and Key-Derivation Functions

They use cryptographic hash functions to produce fixed-size hashes of
medical records and post-quantum key-derivation functions to generate
independent session keys that provide (almost) optimal integrity, confidentiality,
authentication, and resistance to quantum-based attacks on medical records.

Cryptographic Hash Generation

h; = H(lm;|r;) (1)
Using equation (1) each record from the medical record database is hashed
using a random number, generating a fixed-length digest. This representation
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can be used for privacy, data integrity checking and prevention of unauthorized
changes.
Medical-Record Integrity Hash

Hyr = sqrt(sumi_;hf) )
The individual digest values are combined into a single digest value by a
root-mean-square (RMS) operation in equation (2). The integrity hash combines

the entire medical information and accentuates any changes that can be spotted.
Merkle-Root Construction

Ry = H(sqrt(H(my?*+ H(my)* + ... + H(m,)?)) (3)

This is done by creating a Merkle root from hierarchical record hashes - as
shown in equation (3). It allows for efficient membership checks by a user on
the cloud as it doesn't require downloading or exposing the whole repository.

Post-Quantum Master-Key Derivation

Ky = KDF(|s| |salt|c) @)

The secret material and salt together with the contextual parameters are
used to derive the post-quantum master key as shown in Equation (4). This
pairing creates uncertain keys for the domain, which are invulnerable to classic
and quantum computers.

Session-Key Generation

Ky = H(|Ky|INy|IN[t) (6))
Equations (5) generates a temporary session key, using the master key,
user nonce, cloud nonce and timestamp. It keeps the games fresh and does away

with replay attacks.
Integral Key-Entropy Function

Ex = integrall [~ peiog, (Pxco)| dt ©)

The probability distribution of keys that could be inserted at any time is
integrated over time in Equation (6). It is used to estimate the entropy value
which represents the uncertainty and verifies that derived keys have enough
randomness.

Composite Key Strength

Sk = sqrt (|IKull; + [IKI[S + [1kl]}) ™

The master, session and lattice based key norms are combined in Equation
(7). This produces a number which reflects the strength of the cryptography.

I11. Probabilistic Security and Negligible Functions

While probabilistic security considers adversarial success via randomized
experiments, negligible functions guarantee that the advantages of attacks go
down as fast as inverse of polynomials, thus formally measurable post quantum
privacy guarantees for indexing.
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Adversarial Success Probability

Psucc(lambda) = Pr[A(llambda) = 1] ®)

The probability of an adversary being able to compromise the indexing
scheme on a randomized experiment of security is defined by Equation (8). A
smaller value means greater protection against sending back unauthorized
inferences and recoveries.

Adversarial Advantage

AdVa(iampaa) = |Prib’ = b]—3| ©)

Equation (9) is a measure of how much an adversary outperforms playing
'naive' random choice. Close to zero values indicate that the information given
by the ciphertext, index, and trapdoor are not practically discernable.

Negligible Security Function

1
negl(lambda) = —r5as (10)

The security loss, in equation (10), is supposed to be exponentially
decreasing function of the parameter lambda. The higher the value of lambda,
the smaller the probability of the compromise is for polynomial time attacks.

Integrated Attack Probability

Pastack(r) = integralgp;(lf)’?bd“tdt (11)

The result of the integration of the attack density in the time-dependent
form with the security decay, expressed in an exponential form is shown in
Equation (11). It approximates the total compromise risk during query access,
storage and multiple interactions with the cloud.

Root-Mean-Square Adversarial Advantage

Apus = sqrt ((%) sum’i"zlAdvﬁi) (12)

The RMSE over multiple opponents/experiments is given by equation (12):
This combined measure highlights differences that are greater and gives an
unvarying measure of the general level of security.
IND-CPA Security Bound
2
Adv,yp — CPA(lambda) < negl(lambda) + ——2— (13)

plambda

The term in Equation (13) is a very small term because of the hash-query
collisions. The inequality shows that the contributions are still small enough to
ensure the indistinguishability of the ciphertext when both are small.

Overall Post-Quantum Security Probability

Psecure =1- Sqrt(P)%ash + Plgey + quuery) (14)

The sum of the hash, key and query risks are subtracted out of unity in
equation (14). This leads to a framework that is resistant to classical and
quantum attacks, and provides for the confidential indexing of medical
keywords, trapdoor generation, and private retrieval operations, to sum up the
probabilities.
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IV. Medical Keyword-Vector Representation

Medical documents are converted to weighted keyword vectors that
include clinical terms, the importance of these terms and the frequency of
occurrence, which allows for the retrieval of the medical document without
revealing the sensitive patient information.

4

Figure 2
Medical Keyword-Vector Representation and Secure Indexing Framework

Figure 2 shows how medical document transformation occurs in the steps
of extracting keywords, frequency weighting, vectorizing content, normalizing,
encrypting, and securely indexing in the cloud for private retrieval operations.

Medical Keyword Vector

Va = (Way, Waz, -, Wam) (15)
In this case, each medical document is defined by a multidimensional
vector in which the components are the clinical keywords (15). This architecture
is useful to make measurable comparisons between documents and queries.
Term-Frequency Weight
—_Ju
TF;; = o (16)
The number of occurrences of a keyword in a document is divided by the
total number of occurrences of the keyword to get term frequency (TF) as shown
in equation (16). The higher the value the stronger the terms' characterization of
a record.
Inverse-Document Frequency
IDF, = log(N+1) (17)

nj+1

In equation (17) the more important keywords are given a higher weight
when they occur in a smaller number of documents. Logarithmic scaling detracts
from the domination of common clinical terms and brings out discriminative
concepts.

Combined Medical Keyword Weight

Wi = TFij X IDP} X T'hOj (18)
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The Equation 18 is the product of term frequency, inverse document
frequency and medical relevance coefficient. The resulting weight takes into
account statistical occurrence as well as the clinical significance in a given field.

Normalized Keyword Vector
Va

sqrt(sum;n:IWCzU) (19)

Vhatd =

The equation (19) normalizes the keyword vector, using its Euclidean
length. Document length bias is eliminated and comparisons of similarities can
be made consistently across various size medical records.

Semantic Medical-Concept Weight

sij = sqrt(wf + alpha ¢} + betar; (20)

Under adjustable coefficients, semantic weight is calculated using equation

(20) which takes into account both statistical importance and concepts similarity
as well as clinical relevance. The square root results in a balanced composite

measure.
Integrated Keyword-Relevance Score

Ry = integral{)"wd(x)sd(x)dx (21

In (21) the weight of the keywords and their semantic strength are
combined in the feature space. This score gives an overview of how well the
document relates to clinically important concepts.

Encrypted Medical Index

Iy = (AVyar, + eq)mod q (22)

Using lattice-based matrix transformation and controlled noise, equation
(22) is used to develop the encrypted medical index.The encrypted medical
index is developed using lattice-based matrix transformation and controlled
noise (22). Modular arithmetic obscures plain text keywords, and allows for
searchable vector relationships.

Post-Quantum Trapdoor Vector

TQvector = (A Qhat + eQ)mOd q (23)

The normalized query is transformed by using a lattice based public matrix
and controlled error in the transformation as shown in equation (23). Modular
arithmetic is able to offer post-quantum security but still preserve structural
relationships which can be searched.

Encrypted Similarity Score

S(d,Q) = — -t Tesecror) 24)
Sqrt('“‘i”zx ||TQvect0r||2)

The cosine similarity between encrypted index vector and trapdoor vector
is computed by using equation (24). Normalized inner product estimates
document relevance without divulging keywords and clinical content.

Integral Query-Relevance Function

R(d,Q) = integral(')nld(x)TQ(x)dx (25)
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When a feature space is used to embed many encrypted functions in the
form of index functions and many trapdoor functions, the functions are
integrated over the feature space as in equation (25). The final result is a score
which reflects the relevance of the query to the document, and can be used to
enable privacy-preserving retrieval of medical records.

VI. Result and Discussion

Experimental results show that the proposed framework balances the post-
quantum security, privacy, efficiency and scalability in a good way and it is
successful in improving the accuracy of the retrieval, decreasing query latency,
and reducing the communication overhead.

Table 1
Comparative Performance of Medical Data Indexing Methods
Method Retrieval Indexing Query Communication
Accuracy (%) Time (s) |Latency (ms)| Overhead (KB)

Traditional SSE 89.2 4.86 42.7 18.6
Homomorphic 91.5 7.42 58.3 24.9
Indexing
Lattice-Based SSE 94.1 5.93 37.8 16.7
Hash-Vector 953 421 316 143
Indexing
Proposed 96.8 3.74 27.9 13.1
Framework

Table 1 shows the proposed framework can be most accurate in retrieving
the text (96.8%). The proposed framework requires just 3.74 seconds for
indexing. It also achieves the lowest query latency of 27.9ms, and the lowest
communication overhead of 13.1KB. A comparison measure of the various
indexing methods is given in Figure 3 which is based on accuracy, latency and
overhead.
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Figure 3
Comparative Performance Analysis of Secure Searchable Indexing Methods
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The proposed method is superior to traditional SSE in terms of the trade-
off between efficiency and effectiveness of retrieval, as well as in terms of
computational efficiency, compared with homomorphic indexing, lattice-based
SSE and hash-vector indexing. The enhancements make it an ideal choice for
scalable and secure medical data retrieval in a cloud-based environment, where
privacy is crucial.

VII. Conclusion

The study proposed an indexing framework which ensures privacy of
medical data in post quantum cloud environments. It combines the following
features to ensure the security of clinical records, search queries, and user
behavior: encrypted keyword vectors, probabilistic security, cryptographic
hashing, and quantum-resistant key derivation, along with randomized
trapdoors. The framework allows cloud servers to retrieve relevant medical
information without knowing plaintext information or intentions of queries.
Experimentally high retrieval accuracy, low query latency, low communication
overhead and scalable indexing performance were verified. Further, a formal
analysis was carried out, revealing that there is little adversarial advantage
against classical and quantum threats. As a result, the suggested approach
provides a viable basis to confidentially share healthcare information, carry out
secure clinical decisions, and ensure long-term security of sensitive healthcare
information in the cloud outsourcing services.
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