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Abstract
Audit trails are more and more seen as a key to healthcare compliance, and it is now 

essential that those audit trails are confidential, verifiable and quantum-resistant. This study 
presents a module-lattice signature hash-chain linking authenticated encryption and trusted 
time-stamping based audit framework that is secure against attacks in the post-quantum era. 
All the clinical events are coded, signed, time-stamped and linked to the previous events, 
which allows for identification of tamper, event provenance and accountable access. The 
formal security is guaranteed by probability spaces for unforgeability, collision resistance, 
confidentiality and forward integrity with respect to quantum adversaries. Experimental 
comparison with classical based audit schemes using RSA and elliptic curve indicate a 
verification accuracy of 98.7%, 29.6% less storage overhead and 37.4% faster batch validation 
when compared to a lattice-based baseline design. The framework offers a flexible approach 
to the preservation of evidence about eHRs, regulatory audits, medico-legal cases, and more, 
and it can adapt to healthcare interoperability and compliance needs in the long term.
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Abstract  
Audit trails are more and more seen as a key to healthcare compliance, and 

it is now essential that those audit trails are confidential, verifiable and quantum-
resistant. This study presents a module-lattice signature hash-chain linking 
authenticated encryption and trusted time-stamping based audit framework that 
is secure against attacks in the post-quantum era. All the clinical events are 
coded, signed, time-stamped and linked to the previous events, which allows for 
identification of tamper, event provenance and accountable access. The formal 
security is guaranteed by probability spaces for unforgeability, collision 
resistance, confidentiality and forward integrity with respect to quantum 
adversaries. Experimental comparison with classical based audit schemes using 
RSA and elliptic curve indicate a verification accuracy of 98.7%, 29.6% less 
storage overhead and 37.4% faster batch validation when compared to a lattice-
based baseline design. The framework offers a flexible approach to the 
preservation of evidence about eHRs, regulatory audits, medico-legal cases, and 
more, and it can adapt to healthcare interoperability and compliance needs in the 
long term. 

Subject Classification: 68M25. 
Keywords: Post-quantum cryptography, Healthcare compliance, Secure 

audit trails, Module-lattice signatures, Hash chains, Time-stamping. 
 
 
 
 
 
 
 
 
 
 
 

I. Introduction  
Healthcare organizations collect tremendous amounts of information in 

electronic format such as EHRs, diagnosis reports, prescriptions, insurance 
information and access logs. The records need to be kept accurately to show 
compliance with the regulations, clinical accountability and to have been kept in 
a way that will provide evidence of compliance with the regulations during 
audits or medico-legal investigations [1, 2]. Typical audit trails rely on isolated 
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database logs, centralized timestamps, elliptic-curve cryptography and RSA. 
The security of these cryptographic mechanisms is however under threat from 
advances in quantum computing, as Shor's algorithm can efficiently solve the 
integer-factorization and discrete-logarithm problems, that are the basis of these 
security mechanisms [3, 4, 5]. There are alternative constructions of post-
quantum cryptography which can be secure against classical and quantum 
attackers. Of these, lattice and modularlattice schemes offer a good security 
guarantee, effective implementation and reasonable key and signature sizes [6, 
7]. However, these techniques need to be considered in terms of their possible 
impact on the confidentiality, integrity, authentication, chronological 
consistency, scalability and interoperability in healthcare audit environments. In 
this study, a new post-quantum secure audit trail system, which is a combination 
of module-lattice digital signatures, authenticated encryption, trusted time-
stamping and hash-chain construction [8, 9, 10] is proposed. Every healthcare 
event is captured securely, associated with previous events and can be 
independently verified while keeping no sensitive patient data. The definitions 
of formal security in probabilistic adversarial setting are defined for 
unforgeability, collision resistance, forward integrity and confidentiality [11, 
12]. This proposed system enhances the capability of detecting tampering, 
provides clear evidence for compliance checks, and ensures long-lasting security 
of healthcare documents [13]. 

II. Lattice and Module-Lattice Structures 
Lattice structures are foundations for healthcare audit security that are 

quantum-resistant. The module-lattice constructions which reduce the 
computational complexity, allow efficient signatures and guarantee the integrity 
in distributed clinical record systems and repositories [14, 15]. 
                         (1) 

The lattice is generated by the equation (1) which maps every integer 
vector (n-dimensional) through basis matrix B such that it yields a discrete set of 
points in n-dimensional space.  
  |   |                   (2) 

In equation (2) the Euclidean length of a lattice vector is calculated, which 
measures its geometric size. 
                          (3) 

The fundamental volume and point density are given by the Gram matrix 
BᵠB used in Equation (3) to get the lattice determinant. 

     
  [ ]

         (4) 

In (4), takes the polynomial ring Rq with coefficients in modular arithmetic 
with the relation xⁿ+1=0, which is convenient for performing modular 
arithmetic. 
                                        (5) 
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The cryptographic solution space consists of vectors that satisfy the 
modular kernel condition Ax ≡ 0, as defined by equation (5), and are called 
module-lattice vectors. 
                                 (6) 

The hardness of computing equation (6) by finding the shortest nonzero 
vector in minimum Euclidean norm is the computational hardness to support the 
post-quantum security. 

                 (  |   | 
 

  )  (7) 

         ∫    (  |   | 
 

  )      (8) 

This is sum of Gaussian weights as in Equation (7) that determines the 
normalization that must be made in order to ensure safe discrete Gaussian 
sampling. This is a discrete quantity which is approximated by a continuous 
Gaussian integral over Rⁿ, which allows for theoretical analysis and estimation 
of the parameters. 
              {                          (    

 |    | 
 )    }  (9) 

The Module-SIS problem is formulated as a linear system of inequalities in 
equation (9): which is a linear system with a nonzero short vector z such that 
Az≡0(mod q) and norm bound beta. It is assumed to be hard to alter; which 
means that attackers can't get valid signatures or change healthcare audit entries. 

III. Probability Spaces and Formal Security Definitions 
Randomized algorithms, adversarial capabilities and security events are 

modeled using probability spaces. A formal definition sets the confidence level 
for audits, sets unforgeability, collision resistance, forward integrity and sets the 
probability of successful attack by quantum computer to be negligible. 

 

 
Figure 1 

Probability-Based Formal Security Definition Architecture 
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A security architecture which uses inputs, randomness and adversarial 
actions as experiments is shown in Figure 1. Probability evaluation helps assess 
the success of attacks, which can be used to evaluate security and provide 
informed decisions for post-quantum compliance in healthcare audit trails in a 
systematic way. 
                           (10) 

This constructs probability space (Ω,F,P): all the outcomes of the 
experiment are elements of (Ω); security events like measuring the success or 
failure of the experiment are measurable by (F); and the probabilities of 
occurrence are valid in (P). This is a basis which incorporates uncertainty into 
randomized post-quantum audit procedures. 
   [ ]   ∫             (11) 

Adversarial Success, according to equation (11), is an integral with respect 
to possible outcomes. It represents the average strength of the attacker with 
respect to the chosen probability distribution for the compromise of 
authentication, confidentiality or audit integrity. 

      
               [                   ]  (12) 

The advantage in the forgery of signatures is given by the probability 
computed in equation (12) that an adversary will be able to forge a new valid 
message-signature pair. A negligible value is strong evidence of the 
unforgeability against an adaptive quantum attack. 

      
          [                   ] (13) 

Based on equation (13), we can define "collision advantage" as the 
probability of finding two different messages that have the same digest. 
Collision resistance: Security against linked healthcare records being 
substituted, modified and reconstructed. 

      
         |  [     ]   

 |  (14) 

The measure of confidentiality used in this work is a comparison of 
guessing success of an adversary and the random probability one-half as shown 
in equation (14). Minimal advantage means that patient information is still not 
distinguishable and private even after being encrypted. 

          ( 
 ) ∫                  (15) 

The integrated absolute differences between two probability distributions 
(15) are calculated by equation (15). It is clear that the smaller distance shows 
that the behavior of real and ideal security experiments is similar. 
                                                     (16) 

A magnitude which is based on the root is combined into a forgery, 
collision and confidentiality advantage in Equation (16). A small function 
bounds this risk giving a complete post-quantum audit security. 
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IV. Mathematical Formulation of Secure Audit Trails 
For each audit, patient information, event data, access controls, lattice 

signatures and encryption parameters are all mathematically integrated into the 
audit record, providing for secure verification and regulatory accountability. 
                              (17) 

Each healthcare audit record is created in a series of steps, as shown in 
equation (17), by splicing patient, user, event, timestamp and metadata fields 
together. The structured representation helps retain clinical information and 
allows for responsible tracking of clinical events. 
                       (18) 

The record is encrypted using key Kᵢ and random number rᵢ in Equation 
(18), so that the sensitive patient information stored and transmitted remains 
confidential. 
                       (19) 

The equation (19) provides a digest for the ciphertext, timestamp and 
previous digest. This recursive dependency relates the record and reveals any 
attempt to delete, substitute, reorder or modify the record. 
                       (20) 
                 (21) 

The module-lattice signature is created by the combination of random 
vector yᵢ, challenge cᵢ and secret s mod q (with q being a prime number) in 
equation (20). An implementation of the challenge is given in equation (21) 
based on digest and public lattice commitment. 
                         |    |       (22) 

                      (23) 
Any signature that is allowed in Equation (22) is allowed to be within the 

norm bound prescribed. The challenge is recomputed from public values in 
equation (23) to make sure that the challenge is authentic by the challenger and 
to detect forged audit entries. 
          (  (                    ) )  (24) 

The record digests in equation (24) are recursively combined in to a 
Merkle root. This lightweight agreement allows for more efficient membership 
verification without having to process the entire health-care database. 

        ∫       
                (25) 

The weighted audit events are summed in time over the observation time 
period as is done in equation (25). 
                    [                ]   (26) 

The overall audit-integrity magnitude is computed in Equation (26) using 
weighted values of verification, confidentiality and timestamp. All of these 
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formulations offer confidential, authenticated, traceable and tamper evident 
auditing. 

V. Time-Stamping and Hash-Chain Construction 
The trusted timestamps and the hash chains enable the linking of the audit 

events to the known, verifiable creation times as well as the chronological 
consistency, quick identification of tampering, traceability and guarantees of an 
irreversible sequence of the records. 
           (   )( (  )|  |)  (27) 

This results in a trusted timestamp, obtained by signing the hash of a 
healthcare record together with the current time tᵢ, with the private key of the 
timestamping authority (TA). This type of binding is proof of the existence of a 
record at a particular time. 
        (   )(     (  )|  |)      (28) 

The verification of the timestamping is done via the authority's public key, 
as shown in equation (28). If verified successfully, the records are authenticated, 
associated with the desired time and protected from being altered at a later time 
in an unauthorized way. 
       (|    | |(  )||  |  )  (29) 

Each chain value is recursively generated from the previous hash, current 
chain value's hash, timestamp, and lattice signature with the help of equation 
(29). This means if you change any part of the set, then you will affect the other 
hash values and will reveal that it has been tampered with. 

          ∫    
  

     (30) 
                  (31) 

The time of audit accumulated from initial time to the end time is 
described in equation (30). It offers a mathematical representation of the 
compliance period being monitored that is continuous. This integral is simplified 
by equation (31) to the difference between final and initial times and hence 
direct calculation of a duration for auditing and reporting is possible. 
          (     (        ) )  (32) 

Temporal-chain magnitude is obtained from equation (32) which assumes 
the square root of sum of squared differences between the time of occurrence of 
successive events. This is a measure of the variation, irregularity and possible 
timestamp anomalies. 
                [     (|    || (  )||  |  )] (33) 

The results of the indicators are multiplied together in equation (33). If the 
final value is 1, then everything is fine–all the re-computed hashes are the same 
as what is stored. These equations work together to ensure the chronological 
integrity, traceability, authenticity and tamper evident healthcare auditing 
processes. 
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VI. Result and Discussion 
The results of experiments show efficiency in the verification, tamper 

detection, storage use and quantum resistance. The results of the comparative 
analysis substantiate the reliable compliance auditing for different healthcare 
workloads and threat conditions that were analyzed. 

 
Table 1 

Comparative Performance of Secure Healthcare Audit-Trail Methods 

Method Signing 
Time (ms) 

Verification 
Time (ms) 

Throughput 
(records/s) 

Verification 
Accuracy (%) 

RSA-Based Audit 8.42 4.86 118 94.6 
ECC-Based Audit 6.75 3.92 147 96.1 
Baseline Lattice 
Audit 7.18 4.35 136 97.4 

Blockchain Audit 12.64 8.72 79 98.1 
 
Table 1 shows that the ECC based auditing has lower signing and 

verification times, and higher throughput and accuracy over the RSA based 
auditing. A comparative analysis of the audit methods, in relation to efficiency, 
throughput and accuracy, is presented in Figure 2. 

 

 
Figure 2 

Comparative Performance Analysis of Secure Audit Methods 
 
The baseline lattice method is a moderately heavy computational method 

which nonetheless has an accuracy of 97.4% in verifying. Blockchain auditing 
provides the best accuracy of 98.1%, but has the slowest signing, verification 
and throughput. This makes lattice-based auditing a viable compromise that is 
both quantum resistant, efficient and reliable. 
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Table 2 
Performance of the Proposed Framework Under Different Healthcare Workloads 

Audit 
Records 

Chain 
Generation 

Time (s) 

Batch 
Verification 

Time (s) 

Tampered 
Records 

Detected 
Records 

Memory 
Usage (MB) 

1,000 1.84 1.26 25 25 42.6 
5,000 8.73 5.91 100 100 58.4 
10,000 16.95 11.38 200 199 76.9 
25,000 41.72 27.64 500 497 121.7 
50,000 82.36 54.18 1,000 992 198.5 

 
As healthcare audit workload grows, the chain generation, batch 

verification and memory consumption can be predicted as seen in Table 2. The 
system is able to detect all tampered records for workloads up to 5,000 entries. 
As shown in Figure 3, it can be easily scaled with the growth of healthcare 
audit-record workloads. 

 

 
Figure 3 

Scalability Analysis Across Healthcare Audit Records 
 
Detection is very good at larger scales where 992 of 1000 alterations were 

detected over 50,000 records. The results are shown as proportional execution 
times as the memory usage is approaching 198.5 MB, scalability, verification, 
and practicality are demonstrated well. 

VII. Conclusion  
This study proposed an audit trail framework which is post-quantum secure 

to provide protection to sensitive transactions of healthcare domain and to assist 
in long-term regulatory compliance. The module-lattice signatures, 
authenticated encryption, trusted time-stamping, and hash-chain linking are 
combined in the framework, thus guaranteeing confidentiality, consistency, 
integrity, authenticity, and evidence of tampering. The formal probability-based 
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definitions for security were found to be resistant to forgery, collision, record 
modification attacks and attacks based on quantum computation. Experimental 
results verified efficient verification, low storage overhead and good 
performance for various workloads in health care. The suggested approach will 
enhance governance of EHRs, facilitate compliance auditing and aid in medico-
legal investigations. The future will include the integration with blockchain, 
lightweight lattice applications for medical IoT devices, cross-institutional 
interoperability and privacy-preserving automated audit analytics in large 
clinical environments around the world. 
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