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Abstract

To secure IoT and medical sensor networks, mechanisms that are able to detect malicious
and compromised devices or unreliable devices are needed. In this study a graph-theoretic
trust model is suggested, where the sensors are the nodes and the communication relationship
between the sensors is represented by a weighted edge. The trust is estimated directly from
packet delivery, data consistency, responsiveness and authentication behavior, and indirectly
is based on a collection of the recommendations of neighboring nodes. A composite score
adaptively weights both direct, indirect and historical evidence and contextual factors. The
operations performed on the nodes (adjacency-matrix operations) and the analysis of paths
(path-based analysis) both enable scalable propagation of trust and isolation of suspicious
nodes. The simulation results show better detection of malicious nodes, reliability of packets
and the robustness of the network when compared to the traditional reputation methods.
The framework offers an easy-to-understand and lightweight basis for secure distributed
healthcare monitoring applications.

Subject Classification: 05C12.

Keywords: Graph theory, Trust management, Internet of Things, Medical sensor networks,
Malicious-node detection, Network security.

1. Introduction

With the advent of IoT and medical sensor networks, continuous
monitoring, fast clinical decision making is possible, remote patient care is
feasible, and intelligent healthcare services can be provided. These networks are
composed of sensor nodes with limited resources and sensitive physiological
data is communicated between sensor nodes by wireless communication [1, 2,
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3]. But the open connectivity, dynamic topology, limited energy and unattended
deployment result in increased susceptibility of sensors to spoofing, false-data
injection, selective forwarding, collusion, and node-capture attacks [4, 5].
Typical cryptographic solutions ensure confidentiality and authentication but
they are not sufficient to check the reliability of an authenticated node when
communicating. Trust modeling based on the graph theory [6, 7, 8] gives a
formal method to represent nodes, links, user interactions in the past and
recommendation paths. All the elements of sensors, links, recommendations,
trust, detection and security are combined in Figure 1.

Recommendations

Figure 1
Graph-Theoretic Trust Framework for Secure IoT and Medical Sensor Networks

In this representation, vertex nodes represent sensor devices, edge nodes
represent communication relationship and observation of trust are dynamic edge
weights. Direct trust refers to direct behavior while indirect trust refers to the
trust based on a recommendation by neighboring nodes [9, 10]. They come in
handy for identifying suspicious devices, choosing safe routes to travel and
ensuring that data is delivered securely. The aim of this study is to develop a
composite graph based trust framework for the IoT and medical sensor
environment. The model fuses together all the evidence related to behaviors,
context, history, and recommendations, in a way that adapts the weights based
on the evidence and the adjacency-matrix analysis [11, 12]. It strives to enhance
the ability of detecting malfunctions, minimize propagation of misleading trust
and ensure a reliable communication in healthcare networks under varying
network situations. This approach is light, interpretable, scalable and has
applications in medical contexts that are security-critical, such as medical
devices [13, 14].

II. System Model and Problem Formulation

System model includes network entities, assumptions for communication,
the behavior of the threats, and the constraints of the operation in the system;
problem formulation specifies the trust evaluation goals for the network,
malicious-node detection, and reliable data delivery for the system.
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A. IoT and Medical Sensor Network Architecture

The architecture includes wearable sensors, implantable sensors, gateways,
edge servers, cloud platforms, and medical applications for continuous sensing,
secure transmission, processing and storage, analysis and medical decision
support services.

Xit)y = Si(t) + Tli(t),i €S @)

The physiological data is acquired by the sensors, and physiological signal
can be decomposed into the real biomedical signal (noise-free) and measurement
noise, as shown in (1). This is a representation of practical uncertainty
(uncertainty in the observations made with wearable technology).

Dg(ty = Zies, [wigxi(t)] @)

In this case, gateway aggregation is a weighted sum of readings from
related sensors (as defined in equation (2)). The weights are a measure of the
relevance, reliability and/or quality of the sensor data for fusion prior to onward
transmission and processing.

Lies,wig = 1 (©))

All the aggregation weights in equation (3) are forced to add up to 1. This
normalization preserves the measurement scale, avoids the amplification of
measurement value by the sensors, and makes it possible for the fusion of
different heterogeneous sensors running on the gateway architecture.

O = J [aP2 + BR?, + VB, 4

The quality of communication-links, as calculated by equation (4) is
obtained as a square root of the following squared measures: packet-delivery,
reliability, and bandwidth. They rely on parameters alpha, beta and gamma to
ensure that they are relative to reliable link-selection decisions without any
doubts.

T t t t it(t
Ei(T) _ fo [Pisense( ) + Piprocess( ) + Piransml ( )] dt (5)

Equation (5) is a sum of sensing, processing and transmission power over
time, to calculate energy consumption of the sensor. This formulation can be
used for evaluating battery life, routing in energy-aware networks, and operating
constrained devices in a sustainable way.

Dtotal — E(i,j)eP[Ditjx‘}' Dipjrop + Diqjueue + DZTOC] (6)
End-to-end network delay is calculated by adding up the transmission,
propagation, queuing and processing delays of all the links in the chosen path as

given in equation (6). Assesses the appropriateness of responsiveness needed for
timely, reliable and clinically sound healthcare monitoring.

B. Graph Representation of Sensor Nodes and Communication Links

Graph representation assigns a node to each sensor/gateway and an edge
with a weight indicating connectivity, reliability and quality of interactions
observed dynamically for each wireless communication link.
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G = (V,E,W) (7
V = {v, v, ..., 0} (8)
The medical sensor network is basically a weighted graph with vertices,
edges and weights, as shown in Equation (7). Vertices represent devices, edges
represent communication links and the weights represent the measure of
reliability or connectivity or relationships of trust between the devices. The
entries of the weighted adjacency-matrix are defined for each pair of nodes in
Equation (8). If it is a positive value, it means that there is an existing
communication link between the devices and its level of trust; if it is zero, then
there is no direct link between the devices.

Dy = ZjL,A;j ©
The node-degree matrix is created with (9) by adding up the weights on the
adjacent nodes. The values along the diagonal show the total weighted

connectivity, and the off-diagonal ones are zeros for 'structured graph-analysis'
operations.

1 1
Lyorm=1 — D 24D 2 (10)
The graph Laplacian with inverse square-root degree scaling is given by
equation (10). This transformation alleviates the high degree node bias,
facilitates spectral analysis and allows a fair comparison of medical sensors with
different connections in a secure way.

T(Py) = " |[Muwrer, Wus (11)

The communication-path trust (see equation (11)) is estimated as the
geometric mean of individual edge-trust values. Using the nth root to normalize
path length, helps to avoid giving longer routes an unfair disadvantage, and aids
reliable routing.

_ 1\ (T
Wijr) = (;) fo Wij(t)dt (12)
The time-averaged edge reliability is computed in the following way, using

equation (12): It includes the historical behavior, leads to a more stable
estimation of trust and can smooth up the temporary fluctuations.

ITI. Mathematical Formulation of Graph-Based Trust

The mathematical formulation models direct, indirect, contextual and
historical trust, integrates the use of graph structures, recommendation paths,
adaptive weights and aggregation rules to provide dependable security decisions
as the networks evolve.

A. Graph, Node, Edge, and Adjacency-Matrix Definitions

The network is represented by a weighted graph, G=(V,E). A vertex refers
to a device, an edge is a communication, and entries in the adjacency-matrix
refers to the existence, direction and trust weight of communication.
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G = (V,E,W) (13)
V = {v, vy ., 00} (14)
ECV XV (15)

A sensor network weighted trust graph is defined by equation (13) which
consists of sensor nodes, communication edges and weights, used to numerically
represent the confidence in the interaction between the devices in a healthcare
network. The vertex set is defined in equation (14) as an indexed set of all the
sensor, gateway, edge and cloud devices that are involved in the networked
medical monitoring operations. The edge set is a subset of the Cartesian node
product, as defined by equation (15), and thus describes allowable directed
communications relationships between network devices that are connected.

v, = [ID;, Ly, E, R, Si]" (16)
Equation (16) defines each node by its identity, location, energy, reliability

and security attributes, allowing for a contextual assessment of trust for each
node, differentiating among devices, and making adaptive decisions securely.

ei; = (vi,vj,wij) (17)

Every edge in the equation is defined by a source, a destination and a trust

weight, bounded values to which represent the level of trust in the
communication from complete distrust to trustworthiness.

1 1
Aporm = D 2AD ™2 (18)
Inverse Square-Root Degree Scaling in equation (18) scales the adjacency
relationships to normalize the connectivity, which helps to alleviate the
imbalance in the connectivity of the sensor nodes and ensures fair trust
propagation among the sensor nodes with different connections.

Dy = ZiL1A;) (19)
Each diagonal degree value is calculated as in Equation (19) by the sum of

adjacency weights for neighbors, as a measure of the overall strength of node's
network connectivity.

1\ (T
Tijry = (;) Jo Aijra (20)
The equation (20) takes account of the time evolution of the adjacency
trust over the observation period and then averages it, which leads to reliable

historical estimates of the reliability of the time series even in the light of short-
term fluctuations of the behaviour of people securing.

B. Indirect Trust and Recommendation Aggregation

The idea of indirect trust is to mix recommendations from neighbouring
nodes based on the level of credibility, trustworthiness, recency of interactions
and consistency of the nodes, reducing the impact of biased, dishonest, collusive
or outdated trust-information.

N_i={vkeV|(w.ivk)€ E} (21)
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The set of neighbors of node i, is defined in equation (21) as the set of
nodes that can directly communicate with node i. This set sets up other trust
sources that can be used for indirect trust recommendations and evaluation
processes.

IT.. = [EkeNl-CikRkj]
Y [ZkENiCik]

Indirect trust is computed by the equation (22) as the weighted average of
the trust of the neighbors (indirect recommendations) by their respective
credibility. Reliable recommenders are given more influence, and normalization
makes the total value understandable, restricted and comparable regarding the
interactions of the sensors without risk.

(22)

PTij =" [n(u,v)ePijTuv] (23)

Equation (23) is an estimate for path-based indirect trust which is based on
the geometric mean of the weights of trust along a recommendation path.
Normalization of the root serves to account for the different lengths of routes as
well as discourages use of less reliable intermediary nodes when making trust-
propagation decisions.

24

A recommender's credibility is assessed by the deviation of the
recommender's recommendation from direct trust in the recommendation, as can
be seen in Equation (24). The smaller the disagreement, the more credible the
advice, and thus, the higher its influence in the aggregation and decision-making
processes, the smaller the disagreement will be.

Rij = Ry; exp[—A(t — t;)] (25)
The exponential temporal decay equation in (25) is used in the case of
previously generated recommendations. Recent evidence is more important, and

older info fades over time, so that out-of-date behaviours don't have a big impact
on current trust-assessment results.

1 T
CITijry = (;) Jo IMjae (26)

In the above equation, equation (26) is an integration of the indirect trust
over time and division of the observation duration. This adds up the short-term
variations, reflects historical recommendations, and enhances the performance
of detecting malicious nodes stably.

C. Composite Trust-Score Formulation

Working with contextual evidence, direct observation and indirect
recommendation, historical behavior together, with adaptive normalized
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weights, composite trust is used to create a composite score for classification,
routing, access and isolation decisions.

TS = aDT;; + BITy; + yCT; + SHT; (27)
a+pB+y+5=1 (28)

A composite trust is calculated by Equation (27) as a weighted average of

the direct, indirect, contextual and historical evidence with weights of alpha,
beta, gamma and delta respectively. This constraint, represented in equation

(28), ensures that the four component weights are normalized, so that there is a
normalized contribution along the trust dimensions.

TS = \/[aDTﬁ- + PITS + yCT; + 5HT5'] 29)

The root mean square trust (RMST) can be calculated using equation (29)
by taking the weighted squared component scores. Squaring highlights strong
evidence, the square root brings the measure back to its original scale and the
outcome accentuates significant weaknesses in network interactions more
clearly whilst rewarding nodes that are consistently strong.

[“r(t)exp(‘ner(t))]
a = 30
r(t+1) [zgzl aq(t)exp(_neq(t))] ( )

The adaptive update of the weights of the components is performed with
equation (30) based on the prediction errors, the learning rate and exponential
weight adjustment. The smaller the error produced by the component, the more
important it is, while an inaccuracy in evidence is downweighted, allowing trust
estimation to appropriately react to the dynamic attacks and behavior.

- T
T;(T) — (%) fo T;(t)dt G1)

The composite trust score is summed up during an observation period and
divided by the duration of the observation period as sum of the trust score times
the observation period. This helps minimize variations in short-term device
behavior, provide long-term insights into device performance, and maintain
secure isolation, authentication and communication in healthcare networks.

IV. Result and Discussion

Results show how graph-based trust enhances the detection of malicious
nodes, packet delivery ratio, reliability of recommendations and robustness in
the presence of compromised nodes, while decreasing the risk of communication
and false acceptance in different healthcare network scenarios.

Table 1 shows that the performance of the trust-management gradually
increases when using reputation-based method to using weighted graph trust.
The detection accuracy of 94.83%, the precision of 94.12%, the recall of
93.56%, the F1-score of 93.84% and the packet delivery ratio of 95.62% are the
best results that Weighted graph trust can obtain. These enhancements suggest
that graph-based relationships and weighted interactions do serve as a more
reliable identification of malicious nodes, trusted and secure communication and
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more resilient medical sensor network operation amidst security challenges and
attacks.

Table 1
Comparative Performance of Trust-Management Methods
Trust-Management Detection Precision | Recall SE;;Q Delil;::;i{a tio
o, 0, 0,

Method Accuracy (%) (%) (%) (%) (%)
Reputation-Based 86.42 8475 | 83.68 | 8421 88.35
Trust
Direct Trust Model 89.68 88.41 87.92 | 88.16 91.26
Recommendation- 92.15 91.08 | 90.64 | 90.86 93.47
Based Trust
Weighted Graph Trust 94.83 94.12 93.56 | 93.84 95.62

Table 2
Performance of the Proposed Model Under Different Malicious-Node Ratios
Matiious | Detecion | iy | pelivery | CRERIOR o uton

(%) Ratio (%) (mJ)

5 98.72 98.35 98.94 24.6 18.3

10 97.85 97.62 98.21 26.8 19.7

15 96.94 96.78 97.46 294 21.2

20 95.71 95.48 96.32 32.7 235

25 94.36 93.92 94.87 36.9 26.1

30 92.84 92.37 93.15 413 294

Based on the results in Table 2, it can be observed that the detection rate,
the trust reliability and the packet delivery performance of the system gradually
decrease as the malicious-node ratio increases. For 5% malicious nodes the
model can detect malicious nodes with 98.72% accuracy, reliability 98.35% and
packet delivery 98.94%. Figure 2 is valid in assessing the resilience of the
models with growing ratio of malicious nodes.

These metrics are still above 92% even if there are malicious nodes up to
30%. The delay of communication, however, is increased from 24.6 to 41.3 ms
and the additional energy consumption is from 18.3 to 29.4 mJ, which is due to
the added security-processing overheads.



3716 R.S. PATIL ET AL.

alicio Detection Ra Reliab Packet Delivery Communication | Energy Consumption
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Figure 2

Analysis of Varying Malicious-Node Ratios

V. Conclusion

In this study, a trust model has been provided based on graph theory to
enhance the IoT and medical sensor network security. The framework used the
nodes to represent the devices, the weighted edges to represent the
communication links and the behavioral relationships to be represented by a
dynamically changing adjacency matrix. Adaptive composite trust scores were
generated by combining information from direct observation, indirect
recommendations, contextual evidence and from historical behavior. The
methodology enabled the detection of malicious nodes as well as the
establishment of secure routing, reliable data exchange and timely isolation of
malicious sensors. The comparative results showed that the accuracy of
detection, packet delivery, trust reliability, network resilience were improved,
and the number of false accept and the manipulation of recommendations were
reduced. The proposed model thus provides a lightweight, scalable and
interpretable security solution to a secure healthcare monitoring system. The
federated trust learning will be explored in the future.
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