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Abstract
In wireless or sensor networks, due to limited resources, dynamic network topology, 

unreliable communication links, and malicious intrusion, it is still difficult to find secure 
and energy efficient routing schemes. In this study, a graph based modelling and multi-
objective optimization model for secure routing in wireless sensor networks is proposed. The 
sensor nodes and communication links are modelled as a weighted graph which includes 
link reliability, node trust, link energy consumption, transmission delay and security risks. 
A composite routing cost function dynamically assesses possible paths, and discards nodes 
that are malicious, unreliable or have little energy. The proposed framework provides a route 
selection mechanism that can be adapted to changing scenarios on network and security. 
Experimental examination indicates that the packet delivery, attack avoidance, energy 
efficiency, communication delay and network robustness are superior to the conventional 
shortest-path, energy-aware, and trust-based routing methods. Dynamic trust evaluation 
adds more to the anti-blackhole and anti-selective-forwarding protection. The system design 
proposed offers a scalable and resource-efficient solution to ensure reliable, adaptable, and 
secure communications for future wireless sensor and IoT systems.
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1. Introduction 
With these requirements, wireless and sensor network architectures have 

emerged as an integral part of communication systems, which are being used in 
a variety of applications like environmental monitoring and monitoring, smart 
cities, industrial automation, healthcare applications, military surveillance, smart 
transportation, Internet of Things services, etc. [1]. A network made up of 
distributed nodes communicate with each other via wireless links, and deliver 
sensed information to a destination or sink node. But, due to limited energy 
resources, dynamic topology, unreliable communication links, limited 
computing power and attacks by malicious users, secure and efficient routing is 
a tough job [2]. Traditional routing protocols tend to use shortest path, least 
energy or the least delay in transmission as their primary criterion, and security 
is usually treated separately [3]. These methods can choose vulnerable routes 
with compromised nodes or unreliable links and lead to more packet loss, 
information leakage, disruption of the route and energy consumption [4]. 

 

 
Figure 1 

Secure Routing Architecture Info graphic 
 
The mathematical model of graph theory is an effective tool to represent 

and analyze wireless and sensor networks [5]. The sensors are represented by the 
vertices of a graph and the links between them are represented by the edges of 
the graph, with weights on the edges indicating the likelihood of successful 
communication. A network can be modeled as a weighted graph, where the 
sensor devices are represented as vertices, and the communication links between 
them are represented as edges shown in Figure 1. The weight of each edge 
represents the probability that the link will be successful. Distance, residual 
energy, transmission cost, delay, trust, reliability, and security risk are some 
attributes that can be used in graph attributes [6]. This representation allows for 
an optimization problem to be defined, where optimized path routing is 
performed based on multiple performance and security target functions, while 
adhering to various constraints. 

In this study, we introduce a graph-based modelling and optimization 
approach to secure routing in wireless and sensor networks. The framework 
combines energy efficiency, delay in communication, link reliability, node trust 
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and security risk into a single route selection mechanism [7]. To assess paths and 
determine routes that strike a balance between efficiency in communication and 
security, a multi-objective cost function is used. The proposed approach is 
designed to enhance the packet delivery, minimize energy consumption, routing 
overheads, avoid the presence of malicious or unreliable nodes and maximize 
lifetime of the network [8]. The framework thus offers a mathematically scalable 
foundation for the design of secure, reliable and resource-aware routing 
mechanisms for the next generation of wireless sensor networks. 

2. Graph-Based Network and Security Model 
The proposed framework formulates the wireless sensor network as a 

weighted graph (G= (V, E)), where (V={v_1,v_2,….,v_n }) is the set of sensor 
nodes (SN) and E⊆V×V is the set of wireless communication links between the 
sensor nodes [9]. A link eij∈E exists between nodes (v_i) and (v_j) if they are in 
the communication range and have a minimum connectivity requirement. The 
source node will generate the sensing information, the intermediate node will 
relay the packet and the sink node will receive the transmitted data. Instead of a 
distance-based weight, there are several attributes of each communication link. 
If the attribute is edge (E_{ij} ), then the attribute vector is given by: 

 *  +  [ *  +  *  +  *  +  *  +  *  +] 
Transmission energy is represented by where, communication delay by 

(D_{ij} ), link reliability by (R_{ij} ), node or link trust by (T_{ij} ) and 
security risk by (S_{ij} ) [10]. The amount of energy used for transmission of an 
L bit packet over distance D_{ij} is given by 

 *  +   . *    +    *  +
* + /  

Residual energy is always taken into consideration not to overuse the 
resource constrained nodes. Each node has a security level (T_in [0,1] ). Packet-
forwarding behavior, communication reliability and detected malicious behavior 
are used for calculating trust: 

               (    )  
Forwarding reliability is denoted as where (F_i), (R_i) represents the 

probability of communication to be reliable, (M_i) represents the probability 
that the communication carries malicious behavior, and (w_1+w_2+w_3=1). It 
is applied a security threshold (T_{min} ) in such a way that the nodes that 
satisfy (T_i<T_{min} ) are not considered for the formation of candidate routing 
paths. Therefore, acceptable nodes and communication links are only included 
in the resulting secure graph (G_s=(V_s,E_s )) [11], [12]. This graph-based 
formulation is used to find multi-objective secure route optimization along with 
energy efficiency, reliability, delay, trust and security risk [13]. 

3. Proposed Secure Routing Optimization Framework 
The proposed SRO framework includes graph-based representation of the 

network, trust evaluation, energy awareness, link reliability, communication 
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delay and security risk to find an efficient and secure routing path between 
source and destination nodes as shown in Figure 2. The proposed approach is 
different from the traditional shortest-path approach in that more than just route 
length or hops is taken into account when computing the path. 

 

 
Figure 2 

Graph-Based Secure Routing Architecture 
 
For every candidate communication edge (e_{ij}), a composite routing cost 

is calculated as 
 *  +   * +*  +   * +*  +   (   *  +)   (   *  +)    *  +  

where ( * +*  +) and ( * +*  +) represent normalized energy consumption and 
delay, respectively. ((   *  +)) denotes link reliability, ( *  +) represents trust, 
and ( *  + ) indicates security risk. The weighting coefficients satisfy 

               
For a candidate path (P) containing multiple communication links, the total 

routing cost is determined as 
 (𝑃𝑃)  ∑    

*(   )∈𝑃𝑃+
  

The optimal secure path is therefore selected according to 
𝑃𝑃* +          {𝑃𝑃 ∈ *𝑃𝑃+*   +}  (𝑃𝑃) 

Subject to security, energy, and reliability constraints: 
                             

The nodes with trust value less than the pre-set security value are deleted 
from the candidate graph before the process of route optimization. Likewise, 
nodes that have residual energy levels that are at or below given thresholds and 
links that have unacceptable reliability are excluded. The resulting secure 
subgraph will have only feasible routing alternatives. The trust function, residual 
energy, delay and link conditions are updated periodically during network 
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operation. This means that the weights of the edges are dynamically adjusted to 
the current situation in the network. When a node in the middle of the route is 
found to be malicious, unreliable, congested or energy deficient, the cost of that 
node is increased or it is not considered in the next route calculation. The 
proposed system thus implements a dynamic and secure path selection, instead 
of a static shortest-path routing. It is designed to optimize together security and 
network performance in order to minimize exposure to malicious nodes, balance 
energy consumption, increase packet delivery reliability, minimize unnecessary 
routing overhead, and increase overall sensor network lifetime. 

4. Multi-Objective Secure Routing Model and Optimization 
The secure routing problem is presented as a multi objective optimization 

problem on a graph, where the objective is to find the best and the most efficient 
path that doesn't go through malicious nodes. Assume the wireless sensor 
network is modeled as (G=(V,E)), where (V) is the set of sensor nodes and (E) 
represents a set of possible communication links between the nodes. Let 
{P}_{s,d} = {p} be the set of all possible paths between a source node (s) and 
destination node (d). A binary decision variable is a one that has two possible 
values, namely: 

    *            (   )                        
The optimization objective combines energy consumption, transmission 

delay, reliability, trust, and security risk: 
     (   ) ∈      ,           (     )   (     )      -  

where                
             

To guarantee a continuous source-to-destination route, flow conservation is 
imposed as 

                                     
Energy feasibility requires that every selected node maintain sufficient 

residual energy: 

  
*   +   *    + 

Similarly, only trusted nodes are permitted to participate in routing. 
Communication reliability is maintained through 

 *  +   *    + 
while end-to-end delay is constrained by 

∑  *  +
*(   )∈ +

  *   + 

To represent overall route security, the cumulative path risk can be defined as 
    (𝑃𝑃)    ∏  *  +

*(   )∈𝑃𝑃+.  𝑆𝑆* 𝑗𝑗+/
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and constrained according to 
    (𝑃𝑃)      *   +  

The optimal solution (P^{*}) is thus the feasible solution that minimizes 
the composite objective value while meeting the energy, trust, reliability, delay 
and security constraints. Normalization of different routing parameters before 
optimization reduces the effect of variables that can have a large numerical 
value on the optimization objective function. This mathematical expression can 
support the adaptive routing mechanisms and can serve as a systematic 
framework for trade-offs between communication efficiency, resource 
conservation, reliability and cybersecurity in wireless and sensor network 
architectures. 

5. Experimental Setup and Performance Evaluation 
To test the proposed secure routing architecture based on graph, a 

simulated wireless sensor network is created to represent the changeable and 
limited communication environment. The sensor nodes are deployed randomly 
over a two dimensional monitoring region and a specific sink node is the last 
destination for information to be sent. Initially, energy, communication range, 
processing power, trust value and packet generation parameters are assigned to 
each sensor node. Wireless links are dynamically established based on 
communication distance, link quality and connectivity. To study the scalability 
of the proposed routing mechanism, different network densities have been 
considered. In each simulation round, the source nodes will produce data 
packets, which will be transmitted to the sink node via intermediate nodes. 
Energy used for packet transmission, reception and processing. The energy value 
of the nodes are continually updated to ensure that nodes that are coming close 
to minimum energy value can be avoided during the next route selection. 
Performance metrics include packet delivery ratio (PDR), end-to-end delay, 
energy consumption, network lifetime, routing overhead, throughput, secure 
packet delivery ratio and malicious-node avoidance rate. The ratio of packets 
delivered to the ratio of packets sent is called the packet delivery ratio and is 
given by: 

𝑃𝑃𝑃𝑃  
{𝑁𝑁*     𝑣𝑣𝑣𝑣+}
{𝑁𝑁*   𝑡𝑡+}

      

Various malicious activities are injected into the network to evaluate the 
security performance, such as blackhole attacks, selective forwarding, packet 
dropping attacks and compromised node attacks. The malicious nodes will 
actively drop or alter the transmitted packets that will lead to decrease in trust 
value. The proposed mechanism will dynamically update node trust and will 
delete nodes if the node trust is below the predetermined value. End-to-end 
delay is represented by the average value of: 

 * 𝑣𝑣𝑣𝑣+  {  
𝑃𝑃𝑃𝑃} *𝑁𝑁+ ∑ 𝑃𝑃𝑃𝑃

*𝑁𝑁+.𝑡𝑡𝑘𝑘
*𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟+ 𝑡𝑡𝑘𝑘

*𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠+/

*𝑘𝑘= +
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The operational rounds that a network can sustain before significant nodes 
become depleted or network disconnection are considered as the lifetimes of the 
network. The proposed approach is evaluated with traditional shortest path, 
energy aware and trust-based routing schemes while considering the same 
network environment. Experiments are repeated in various node densities, traffic 
loads and attack intensities. The resulting measurements offer a systematic 
framework to assess the possibility of improving routing security, 
communication reliability, energy utilization and overall sustainability of the 
network in a single stroke of multi-objective graph optimization. 

6. Results and Comparative Analysis 
The experimental shows that the proposed secure routing scheme has 

superior performance compared to the traditional shortest path, energy-saving 
and trust-based routing techniques. The improvement comes from the fact that 
the residual energy, the communication delay, link reliability, node trust, and 
security risk are taken into consideration simultaneously while making the route 
selection decision. The proposed approach is dynamic in nature that identifies 
routes which balance security, efficiency and network sustainability, while 
conventional approaches optimize only one or two routing parameters. The 
proposed approach had a higher packet delivery ratio (PDR) especially in the 
presence of malicious nodes. Conventional shortest-path routing was more 
susceptible, as the selection of a route was mainly done based on the path length 
and the behavior of nodes was not taken into consideration. Energy-aware 
routing enhanced network lifetime, but was insufficient to offer protection 
against compromised nodes. Trust-based routing provided higher security, but 
trust-based routing—choosing routes primarily based on trust—sometimes led to 
longer paths in the network and to higher delays. 

 
Table 1 

Comparative Performance of Secure Routing Methods 

Routing Method PDR 
(%) Delay (ms) Energy 

(J) 
Attack Avoidance 

(%) 
Shortest-Path 86.4 42.6 18.7 72.3 
Energy-Aware 89.8 39.4 15.2 78.6 
Trust-Based 93.1 44.2 16.8 91.5 
Proposed Method 97.2 34.8 12.9 96.8 

 
The proposed method had a PDR of 97.2%, which was higher than the 

PDR of 86.4% for shortest-path routing, as presented in Table 1. The attack-
avoidance rate rose to 96.8%, showing that trust and security-risk evaluation 
was effective in preventing compromised nodes from taking part in selected 
routes. The average delay was shortened to 34.8ms with the multi-objective cost 
function avoiding unnecessary long secure paths. 
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Figure 3 

Secure Routing Performance Comparison 
 
This (Figure 3) shows the comparison of packet delivery ratio and attack 

avoidance performance of various routing protocols. The proposed method is 
achieved with the highest PDR which is 97.2% and attack avoidance rate is 
96.8%. This improvement proves that the evaluation of trust and risk of security 
is an effective way of avoiding malicious nodes and still ensuring reliable packet 
transmission using graph-based approach. There were also very significant 
enhancements in energy performance. The proposed routing algorithm used 12.9 
J and conventional shortest-path routing used 18.7 J. This reduction was 
accomplished by taking into account the residual energy when calculating the 
edge weight and by not reusing energy constrained nodes. This results in more 
even energy usage throughout the network thereby prolonging the life of the 
network. 

 

 
Figure 4 

Routing Efficiency Comparison 
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The Figure 4, shows the normalized delay and energy efficiency for the 
routing methods evaluated. The proposed method has the highest efficiency 
index for both the above parameters. The results show that multi-objective route 
optimization can decrease the transmission delay and energy consumption by 
providing secure and resource efficient communication routes. The framework 
also had a stable performance for growing the number of nodes in the network 
and nodes joining the malicious set. The weights of the graphs were dynamically 
updated, enabling them to adjust to shifts in trust, residual energy, link reliability 
and security. If a node showed abnormal forwarding it lost trust and the routing 
cost of the node increased, which meant that the use of that node was avoided by 
the routing paths. 

7. Security and Robustness Analysis 
The security and strength of the proposed routing framework based on the 

graph were compared in different environments, such as varying number of 
malicious nodes, failures of links and changes of topology. The framework was 
able to successfully recognize nodes that were not trusted, and regularly adjust 
the trust values based on the quality of communication and packet-forwarding 
behavior. These nodes whose trust was below the trust threshold that was set 
beforehand were not considered in the candidate routes, therefore less vulnerable 
to blackhole and selective-forwarding attacks. Energy levels, congestion, and 
link quality were further taken into account by the routing mechanism as it was 
able to adjust the edge weight dynamically. Once an active route was no longer 
available the framework chose an alternate secure route, but did not cause any 
material disruption of packet transmission. The incorporation of trust and 
security risk but also of residual energy and reliability also ensured less reliance 
on individual nodes and increased resilience against node failures. In general, 
the proposed mechanism kept the wireless sensor network well connected and 
the routing function stable with dynamic network, which makes it suitable for 
resource-constrained wireless sensor networks with potentially hostile and 
unreliable communication environments. 

8. Conclusion and Future Work 
This research gave an overview of graph-based modeling and optimization 

for secure routing in wireless and sensor network architectures. The proposed 
approach is to model the sensor nodes and communication links as a weighted 
graph and to combine energy consumption, delay, reliability, trust and security 
risk into a single routing criterion. Multi-objective optimization helps choose 
secure and energy efficient routes and to eliminate malicious, unreliable and 
energy exhausted nodes. Experimental assessment showed its superior 
performance in terms of packet delivery ratio, attack avoidance, energy 
efficiency, communication delay and robustness to network compared to 
conventional routing approaches. Dynamic trust evaluation and adaptive edge 
weighting further enhanced the resilience to the blackhole attack, selective 
forwarding, node failures and varying network conditions. The framework is 
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thus a suitable platform for secure routing in resource-limited wireless networks. 
Scalability, adaptability, computational efficiency, and security can be further 
analyzed through future research on machine learning-based trust prediction, 
reinforcement learning-assisted routing, blockchain-based authentication, and 
mobile sensor networks, as well as real world hardware implementation, in 
larger and more complex environments. 
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