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Abstract

While it is essential for healthcare to migrate to post quantum to safeguard sensitive
medical data that has a long lifespan, the deployment presents challenges in terms of
computational power, interoperability, accessibility, and responsible data protection. This
study puts forth a framework for the evaluation of secure and responsible migration from
a health care perspective which is called Ethical Post-Quantum Cryptography Healthcare
Framework (E-PQC-HCF). The methodology combines the ML-KEM-768, ML-DSA-65,
AES-256-GCM and AHP-TOPSIS methods for evaluating the security, performance, privacy,
interoperability, and ethics. During a controlled prototype evaluation, E-PQC-HCF had a
satisfaction rate for policy compliance of 96.2% and a success rate for interoperability of
93.8% with an ECC-based baseline authentication latency that has been increased by 12.6%.
The hybrid configuration proposed in this paper is 9.3% more suitable than the deployment
of standalone PQC as suggested by AHP-TOPSIS. The novelty here is using measurable
ethical criteria, in conjunction with PQC selection. The findings show that, with a good PQC
migration strategy, the protection of healthcare data over the long term can be improved and
not affect the operational overhead and compatibility.

Subject Classification: 81P94.

Keywords: Post-quantum cryptography, Healthcare data security, Ethical cryptography, ML-
KEM-768, ML-DSA-65, AHP-TOPSIS.

1. Introduction

The digital infrastructures which healthcare systems rely on are ever more
crucial in enabling them to store and exchange sensitive medical information,
while the advent of quantum computing poses a threat to the cryptographic
algorithms which have thus far safeguarded that information [1]. However, the
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security of classical public-key schemes, like RSA and ECC, depends on
computational hardness assumptions which quantum algorithms are expected to
break when they start to become available once they have a sufficiently large
quantum computer [2]. Medical records, genomic sequences and telemetry from
implanted devices have a long lifespan and adversaries can use a "harvest now,
decrypt later" approach by capturing encrypted information today for decryption
later in the future [3]. Healthcare is one of the most quantum-vulnerable
industries as there is no way to revoke or reissue the identity of a patient or
diagnostic data like a compromised password [4]. While there are lattice-based
key encapsulation schemes and NIST polished lattice-based signature schemes,
the transitioning of legacy healthcare systems presents significant engineering
and governance issues [5] that must be addressed in order to resist quantum
adversaries. In fact, the increased size of post-quantum key and signatures may
introduce significant computational demands that, if not redesigned in the
medical device architecture, would be hard to handle in constrained medical
devices and legacy interoperability standards, as well as within real-time clinical
workflows [6]. In addition to the technical implication, migration has an ethical
dimension as well, that is, the issue of access to the technology, which could be
unevenly distributed between more resourceful hospitals and less resourceful
ones, because the latter are not likely to be able to migrate at the same speed as
the former, such as by implementing quantum-safe protocols [7].

The data pipeline is already transparent and has accountability and with the
addition of new cryptographic layers without any ethical oversight, it is possible
that they break the trust with automated systems [8]. Structured ethical
assessment is becoming more and more crucial for technology evaluations of
new medical innovations, alongside their technical evaluations [9]. There is
prior research on privacy-preserving governance of healthcare that indicates
there are mechanisms for achieving security and accountability while
maintaining transparency and accountability in healthcare decision making [10].
With these concurrent technical and ethical requirements, this study puts forth a
framework of Ethical Post-Quantum Cryptography Healthcare Framework (E-
PQC-HCF), which introduces an architecture that integrates ML-KEM-768,
ML-DSA-65, and AES-256-GCM along with an AHP-TOPSIS based ethical
assessment model, allowing healthcare organizations to assess quantum-safe
migration decisions based on measurable security, performance, privacy,
fairness, and interoperability parameters besides cryptographic strength.

2. Ethical and Post-Quantum Security Requirements

There is a need to meet the human-centred ethical requirements and
cryptographic robustness at the same time to be deployed in the clinical
environment [11]. Migration frameworks need to be able to support protocol-
level interoperability between the different networking stacks, while maintaining
interoperability with legacy devices [12]. Realistic evaluation of the readiness,
cost and staged rollout planning is another strategic timeline to consider for
enterprise-wide adoption [13]. Medical sensor and wearable devices with limited
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energy resources are still critical to have lightweight cryptographic protection in
the face of strict energy constraints [14]. In conclusion, the security transitions
in patient care need to be explicitly integrated into legal/ethical frameworks of
institutional safety governance [15].

2.1 Healthcare Security and Quantum Threats

Attacks from quantum adversaries on the Shor algorithm threaten the RSA
and ECC schemes used in medical data security, such as at rest and in transit, by
being capable of factoring large integers in polynomial time and computing
discrete logarithms in polynomial time. Another advantage of Grover's
algorithm is that it halves the strength of symmetric ciphers. This threat has to
be quantified by modelling mathematically the complexity of.
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2.2 Privacy, Fairness, Accountability, and Interoperability

Ethical deployment goes beyond confidentiality to tangible privacy
assurances, fairness to patient groups, accountability of automated decisions and
interoperability between health information exchanges. The indices of leakage
of information, bounds on re-identification (k-anonymity), disparate treatment
(fairness metrics), and audit completeness (accountability indices) and cross-
system compatibility (interoperability index) are all used to formalize and
quantify aspects of an ethical score.
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E¢core = a - Privacy + B - Fairness + y - Accountability + 6 -
Interop,a+pf+y+6=1 (16)

3. Proposed E-PQC-HCF Methodology

The proposed E-PQC-HCF methodology combines the cryptographic
migration with structured and formalized ethical governance into ten stages
starting from data ingestion in healthcare to continuous monitoring feedback.
The quantitative risk, threat and ethical scoring is done at each stage before
moving on to cryptographic key management and secure processing. The
framework then is responsible for authentication, hybrid post-quantum
transmission, storage interoperability, and an ethical evaluation and decision
engine that will collectively decide the suitability of deployment. The
framework is continuous and not a migration project, as a closed monitoring
loop returns audit results to authentication controls to continually adapt and
evolve. The upper route illustrates the process of moving the healthcare data
from a data source towards the risk and threat assessment phases and then
towards the key-management phases of PQC before entering into the secure
manipulation of data. The lower path describes the same process starting from
the authentication phase and moving onwards to hybrid PQC data transmission
and storage, ethical evaluation and monitoring, and then back to the
authentication phase for continuous improvement.

3.1 E-PQC-HCF Architecture

E-PQC-HCF performs a hybrid key-establishment sequence: it first uses
classical elliptic-curve exchange with ML-KEM-768 encapsulation, then applies
a key-derivation function to get a 'mixed session key, which is then
symmetrically encrypted. This is done by enforcing authenticity with ML-DSA-
65 digital signing of the data before it is accepted and authenticated encryption
with associated data (AES-256-GCM) for confidential and integrity of the
payload data. The latency and security of each stage are measurable and can be
combined, into an overall assurance profile. The key generation, encapsulation,
hybrid derivation, signing and verification and latency aggregation are key
points in the architecture, explained in steps below.

(pk, sk) < KeyGenECDH(l’l) 17)
(pk',sk") « KeyGenMLKEM(ll) (18)

(¢, Kmixem) < Encaps(pk’) (19)

Kyikem < Decaps(sk’, ¢), Kyixem = Kuikem (20)
KECDH = ECDH(Sk,pk) (21)

Kyybria = KDF(K_ECDH || K_MLKEM) (22)
Ksession = HKDF(Khybridisalt' iTlfO) (23)
(C,T) = AES — GCM — Enc(Kession, IV, P, AAD) (24)

Accept = 1if T = T',else Reject (25)
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o « Sign(skggym)[ML — DSA — 65] (26)
Valid = Verify(pksg m,o) € {0,1} (27)

Liotar = Lkem + Lsig + Lags + Lnetworks Atotar = min(lKEM: Asig'AAES) (28)

The hybrid key establishment procedures of equations (17)—(23) are a
combination of ephemeral ECDH output with ephemeral encapsulation from the
ML-KEM-768 scheme using a key derivation function so that if either primitive
is compromised, it can't be used to decrypt the session key. Equations (24)—(27)
describe mathematically the data acceptance process with authenticated
encryption and ML-DSA-65 signature verification, and Equation (28) collects
the end-to-end latency along with the weakest link security strength throughout
all the cryptographic phases to directly impact the results of the performance
evaluation in Section 4.

3.2 ML-KEM-768, ML-DSA-65, and AES-256-GCM

Table 1 gives an overview of the cryptographic algorithms that are
included in E-PQC-HCF. With ML-KEM-768, you can get post-quantum key
encapsulation and with ML-DSA-65, you can get quantum-resistant digital
signature. AES-256-GCM can be used for efficient authenticated medical-data
encryption. The fact that they have standardized specifications allows them to
complement each other for the implementation of complementary security
functions that can be interoperable, crypto-agile, and practically deployable, in
healthcare.

Table 1
Cryptographic Characteristics and Standardization Status of Algorithms Used in
the Proposed E-PQC-HCF

. Cryptographic | Key / Signature Primary
Algorithm Basis / Tag Size Function NIST Status

ML-KEM-768 [Module-Lattice |[PK 1184 B/CT |Key FIPS 203
(MLWE) 1088 B Encapsulation

ML-DSA-65 Module-Lattice PK 1952 B/ Sig |Digital Signature |FIPS 204
(MLWE/MSIS) (3293 B

AES-256-GCM |Symmetric Block |256-bit key / Authenticated FIPS 197/
Cipher 128-bit tag Encryption SP 800-38D

Comparative analysis reveals the ML-KEM-768 and ML-DSA-65 need to
have bigger key size and signature size as compared to classical ECC, which
leads to more bandwidth and process overhead in the authentication handshakes.
Neither algorithm, however, makes assumptions on the hardness of the modules
that are lattice-based and resistant to quantum computers, but that are not used in
RSA or ECC. At the key size AES256-GCM is still relatively lightweight, and is
not vulnerable to Grover-based attacks, making it an ideal choice to use for bulk
healthcare data encryption in the hybrid solution without adding any further
latency.
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3.3 AHP-TOPSIS Ethical Assessment Model

Decision problem is first formulated into a hierarchy of criteria, namely,
security, latency, interoperability, privacy, fairness and cost, by a group of
domain experts following Saaty's nine-point scale, in pairwise comparisons.
Making a pairwise comparison matrix and calculating the principal eigenvector
gives normalized criteria weights and the consistency ratio is used to check the
reliability of the judgment before going ahead to evaluate the alternatives.

The weights are then used in the Technique for Order Preference by
Similarity to Ideal Solution (TOPSIS) to normalize the decision matrix of
candidate configurations ECC baseline, standalone PQC and hybrid PQC with
respect to all the criteria. Weighted normalized values describe a maximum
value (positive) and a minimum value (negative) which correspond to the
optimal performance on each criterion. The Euclidean distances between all
alternatives and both ideal solutions are calculated and the closeness coefficient
(in form of Equation (28)) is used to rank the alternatives in terms of their
overall suitability. AHP and TOPSIS complement each other as the former
provides expert information-based weighting whereas the latter provides
distance-based objective ranking, so that E-PQC-HCF can then use these two to
convert the qualitative ethical priorities into a quantitative, reproducible
migration decision, not just on the basis of the cryptographic strength.

Di_

CC; = (29)

4. Results and Comparative Analysis
4.1 Experimental Setup and Evaluation Parameters

Testing was done with a simulated hospital network with electronic health
record (EHR) servers, proving certificates in a hybrid classical-PQC certificate
authority (CA) system, and patient monitors with wireless connectivity to the
internet and an IoT device. The following three configurations were used for
benchmarking: a baseline configuration of ECC-P256, an ML-KEM-768/ML-
DSA-65 configuration and the proposed hybrid E-PQC-HCF. These included
authentication latency, authentication throughput, interoperability success with
three simulated health information exchange (HIE) standards, policy-compliance
satisfaction using expert-weighted criteria outlined in Section 3.3 and AHP-
TOPSIS suitability score based on the expert-weighted criteria outlined in
Section 3.3.These were authentication latency, authentication throughput,
interoperability success across three simulated health information exchange
(HIE) standards, policy-compliance satisfaction using the expert-weighted
criteria described in Section 3.3, and the AHP-TOPSIS suitability score based
on the expert-weighted criteria described in Section 3.3.

4.2 Security, Privacy, Latency, and Interoperability Analysis

The results show that the security level provided by deployment of hybrid
PQC (E-PQC-HCF) is the highest at 97.8%, 26.4% higher than the security level
provided by ECC only deployment baseline, and 12.6% higher than the
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authentication-latency overhead to be added to the ECC baseline deployment.
The success rate for interoperability is 93.8%, which is 8.2 percentage points
higher than success with standalone use of PQC, demonstrating that hybrid
negotiation retains the level of backward compatibility with legacy health
information exchange standards better than does pure PQC deployment. A
96.2% satisfaction rate with the policy-compliance is evidence that the ethical
scoring that is embedded in E-PQC-HCF is more than just a cryptographic
upgrade—it has a positive impact on governance outcomes. The hybrid
configuration brings back the throughput of standalone PQC, while sacrificing a
bit of throughput compared to ECC due to the bigger payload size of the PQC.
The result of AHP-TOPSIS closeness coefficient, 0.82, which is more than 9.3%
higher than the standalone PQC, hybird PQC is the most balanced configuration
based on all the three security, performance and ethical parameters.

. Security (%)
- Interoperability (%)
m Policy Compliance (%)

100

80

Percentage (%)

ECC Standalone Hybrid PQC
(Baseline) PQC (E-PQC-HCF)
Figure 1
Security level, interoperability success, and policy-compliance satisfaction across
configurations

As shown in Figure 1, the hybrid setting of PQC, i.e., using both PQ and
classical mechanisms, performs best in terms of both security and
interoperability success, as well as in terms of satisfaction of governance
compliance, compared to the two other scenarios.

W Auth. Latency (ms)
25 s Key Exchange Time (ms)

N
-3

Time (ms)
=
7]

"
-]

Standalone Hybrid PQC
PQC

ECC
(Baseline) (E-PQC-HCF)

Figure 2
Authentication latency and key-exchange time across configurations
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Authentication latency and key-exchange time in milliseconds are shown
in Figure 2, which shows that hybrid PQC not only brings quantum-resistant key
establishment within clinical latency tolerances, but also results in much lower
overhead compared to the standalone PQC, while being close to the ECC
baseline performance.

o
o
-]
~
w

4
S

AHP-TOPSIS Closeness
Coefficient
b4
Y

e
~

Standalone Hybrid PQC
PQC (E-PQC-HCF)

Baseline)
Figure 3
AHP-TOPSIS closeness coefficient across configurations

The Figure 3 shows the closeness coefficient calculated using AHP-
TOPSIS, where hybrid PQC obtains the highest score, thus showing it is more
suitable overall when all of the criteria of security, latency, interoperability and
ethics are taken into consideration together.

4.3 Ethical Compliance and Comparative Performance

Based on the findings of the ethical compliance analysis, E-PQC-HCF's
structured scoring stages significantly decrease the gaps in governance that are
not addressed by only cryptographic migrations. The framework incorporates
metrics on privacy, fairness, and accountability into the deployment process and
brings them to the forefront before going into production, as opposed to after.
Comparative performance results also highlight that while deployment of
standalone PQC gives an enhanced level of security, it also comes with the cost
of compromising interoperability and a slight reduction in speed when compared
to ECC, which is due to the challenge of deploying PQC on legacy infrastructure
without an ethical transition layer. The hybrid configuration helps reduce this
trade-off by ensuring the ability to stay classical compatible when moving to the
hybrid while gradually using more and more the post-quantum primitives as
institutions become ready. The results indicate that placing emphasis on the
ethical criteria as evaluation criteria of first-class quality, in addition to the
cryptographic security, leads to migration results of greater security,
interoperability and institutional trustworthiness, rather than as an add-on.

5. Conclusion and Future Work

This study introduced the Ethical Post-Quantum Cryptography Healthcare
Framework (E-PQC-HCF) which combines the security of ML-KEM-768, ML-
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DSA-65 and AES-256-GCM with an AHP-TOPSIS-based ethical evaluation
model to direct the responsible quantum-safe migration in healthcare
organizations. The framework takes a different approach, explicitly considering
privacy, fairness, accountability and interoperability as key migration criteria—
and it puts a formal approach to cryptographic strength in a measurable decision
pipeline that spans from data ingestion to continuous monitoring. The prototype
evaluation results showed that the hybrid configuration can support 96.2%
satisfaction with policy-compliance and 93.8% success rate for interoperability
with a baseline of ECC, with an authentication latency of 12.6% increase
compared with the baseline, and 9.3% results in the overall suitability in AHP-
TOPSIS analysis among all the configurations. The results establish that
ethically-informed hybrid migration is feasible for a balance between long-term
quantum security and operational and governance requirements of clinical
infrastructure.
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