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Abstract

The exponential increase in IoT networks and devices raises a lot of challenges in
achieving system dependability and efficiency especially in fault diagnosis and anomaly
detection. The current research work proposes a statistical modeling framework that aims
to tackle these challenges using time series analysis and regression models as well as
Mahalanobis distance for real-time anomaly identification. The idea behind the proposed
method is to identify aberrations in normal system functions, making it possible to offer a
scalable solution for an IoT ecosystem. The comparison with results of the traditional anomaly
detection shows that the presented approach provides better accuracy by 15% and recall by
20%. Also, the method is able to detect anomalies within a latency of under 2 seconds which
is suitable in applications with strict response time. The flexibility of the proposed approach
can be seen from the easy implementation in large data sets and flexibility to real networks’
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conditions. The implication drawn from the findings indicates that statistical modeling
makes IoT networks more reliable and secure.

Subject Classification (2010): 94A60, 20C05, 20C07.

Keywords: IoT networks, Fault detection, Anomaly identification, Statistical modeling, Time-
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1. Introduction

IoT has greatly transformed industries by providing a way of
connecting and/or exchanging information’s between objects in industries,
including the health sector, transport sector and more recently the smart
cities project. Nonetheless, with the rapidly expanding size of Iol networks,
it is becoming increasingly more difficult to ensure traditional reliability
and failure-free performance [1]. Standard Iol networks consist of nodes
differing from one another significantly, and therefore the possible faults
may include hardware failure, network overload or software failure [2].
The open and decentralized structure of such networks makes such
problems hard to identify in real time, effecting the total system’s efficiency
and usability for its users [3]. Fault detection and anomaly identification
hold the critical functions of making Iol' networks seamlessly operational
[4]. Early detection of anomalies including a failed sensor, lost
communication, or a security threat is crucial in avoiding system failure,
minimizing cost of operation, and security [5]. In addition, techniques in
anomaly detection are important for checking whether there are data
corruptions and for checking whether the Iol system is within the
acceptable range [6]. In view of the fact that IoI' networks form the
backbone of most global critical infrastructures [7], their exposure to faults
and attackers’ acts demonstrates the importance of effective detection
elements [8]. Specifically, this paper seeks to propose a statistical modeling
technique for use in IoI networks to detect faults and identify anomaly [9].

2. Literature Survey

The term Iol refers to connectivity of things in form of a network
where devices are connected and exchange information in order to fulfill
intended applications [10]. The IoT networks usually consist of sensor
nodes, actuator nodes, gateways, and cloud servers, with each of these
working in close cooperation with one another to collect data, transmit it
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and process it [11]. The communication happening inside these networks
are based on protocols like MQTT, CoAP and HTTP that effectively
support low bandwidth, low power consumption and high reliability of
the system [12]. These protocols make the IoI networks very flexible and
scalable as they can easily allow device interactions as well as device cloud
interactions [13]. Fault identification in IoT networks has been an active
area of research because of the large and complex IoT networks [14]. Fault
detection approaches used in earlier studies for detecting failure in the
device communication, data transmission, and processing include rule-
based system and network management tools [15]. However, these
methods do not achieve these objectives due to the dynamic and
heterogeneous characteristic of IoI' networks [16]. Some recent studies
have worked on using supervised and unsupervised learning for
identifying the anomalies in network traffic, sensors and system behavior
[17]. Studies have revealed that fault detection can benefit from advanced
methods such as decision trees, SVM and more so the artificial neural
networks [18]. The identified gap in the current literature and practice is
utilized to introduce the proposed research that is going to fill these gaps
by applying the statistically sophisticated models that can flexibly fit to
detect faults and anomalies considering the nature of Iol networks.

3. Proposed Method

The approach to the identification of faults and anomalies in the IoT
networks is an application of statistical modeling techniques to the
behavior of IoI systems for their monitoring. The main task is to identify
any anomalous behavior or signal with respect to the standard operating
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Proposed System Architecture for Fault Detection and
Anomaly Identification in IoT Networks
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conditions using higher order statistical analysis techniques which provide
a greater degree of accuracy in fault identification.

The approach is broken down into several steps which include data
collection from IoT devices. Figure.1. shows the System Architecture of
this proposed method, which depicts a linear process from data collection
to decision making. After that, it proceeds to Data Preprocessing and Data
Feature Extraction where it is cleansed and made relevant for input. In
Figure.2, there are decision points within a complex of diagrams for
example if anomalies are detected and if alerts are generated. Again, the
flow of data is well explained stating how the anomalies are identified,
faults detected and alerts or actions taken.
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Flowchart for Fault Detection and Anomaly Identification in IoT Networks
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4. Mathematical Model

The proposed model begins with representation of data on IoT
networks and the pre-processing. Let Xt be the raw data vector at time ¢,
Xt € R"and n represents the number of features which has been collected
by the IoI devices. Preprocessing involves cleaning and normalization,
which can be mathematically expressed as:

~ X -
%, =2

o

where p is the mean and o is the standard deviation of the raw data, and
X , is the normalized data vector. After that, feature extraction task is done
and the required features Ft are extracted. This can be modeled as a
dimensionality reduction process using PCA, where the extracted features
Ft are represented as:

Ft=PCA(X,)

The next step is thus to qualify normal behaviour in the Iol network
through statistical modelling. A regression model can now hold the value
of X , in terms of extracted features Ft at any time t. The regression model
can be written as:

X, =f(£;0)
where f(-) is the regression function (e.g., linear regression, support
vector regression) and 6 are the model parameters learned from historical

data. To detect anomalies, the Mahalanobis distance D(Xt,}A(t) between
the real-time data X, and the predicted data X, is computed as:

D(X,,X,)= (X, - X) (X, - X,)

where X is the covariance matrix of the features. If the distance D(X,, X .
exceeds a predefined threshold 8, an anomaly is detected:

D(X, X ,)>06 => Anomaly Detected

The proposed model makes several key assumptions:

Stationarity of Data. It is assumed that the data generated by the IoT
devices are a stationary signal; in other words, its descriptive statistical
parameters, for example, mean, variance, variance, are constant in time.
This can be represented mathematically as:

E[X,]=u,Var(X,)= 07Vt
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where E[X] is the expected value and Var(X,) is the variance, which
remain constant over time.

Linearity of Feature Space. It is assumed that the extracted features
Ftare linearly separable to direct the network training in estimating normal
network behaviour using linear models.

Independence of Errors. The errors in the regression model, i.e.,
et=X, — )A(t, the mean and covariance values are:

E[X,]=0,Var(et) =0’

Awvailability of Historical Data. The model incorporates the way that
sufficient historical data can be utilized to calibrate the regression models
effectively, that is, there exists an adequately large data set D={Xt},, for
training, where T is the number of time steps in the training set. These
assumptions inform the formulation and implementation of the proposed

estimators for fault detection and anomaly identification.

5. Results and Discussions

The performance of the proposed statistical modelling approach for
detecting faults and other anomalies in Iol networks was tested in similar
fake smart city network consisting of 500 IoT devices, including temperature
sensors, humidity sensors, smart meters, etc. The devices sent readings
every minute, and the method was compared to conventional methods of
anomaly detection. The Figure.3 shows the trend of Mahalanobis distance
over time for the IoI network and the model effectively differentiates the
departures from the expected norms of the proposed network. The
efficiency of the detection accuracy is then supported by Figure.4 on the
Mahalanobis distance and anomaly identification. An increase of about
15% in precision and 20% or more in recall compared to rule-based systems
is realized. Figure.5. shows that the Mahalanobis distance-based method
offers better performance as far as precision and recall are concerned over
simpler methods that just utilize a threshold. Furthermore, also shown in
Figure.6 is that the Mahalanobis distance method achieves high detection
performance (precision and recall) across different thresholds, which
further capitalizes the method for detecting anomalies in dynamically
changing IoI' environment. The evaluation was conducted using key
performance metrics which are Accuracy, Specificity, Sensitivity, F1 and
time taken. The proposed method has shown enhanced precision and
recall with precision up to 15 percent better than the traditional systems
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and a recall of up to 20 percent. It also showed a low-latency approach to
identifying anomalies within 2s, which is important for monitoring IoT
systems in real-time.
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The use of the approach was approved as precise, efficient and
relatively stable again. The various regression models and time series
models were able to bring out normal working of the networks which
provided a base on which fault detection was conducted in real time. The
method was also very efficient even as the size of the network enlarged
suggesting that system could easily manage large datasets.
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Anomaly Detection Using Thresholding
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6. Conclusion

This research proposed a statistical modeling of fault detection and
anomaly identification in Iol' networks with improved accuracy and
precision, and a higher ability to recall anomalies. Compared to traditional
rule-based systems, the proposed method led to at least 15% improvement
in precision and recall of 20%. Also, this approach revealed relatively low
detection response time of less than 2 seconds, enabling the use in large-
scale real-time monitoring of Iol settings. The mathematical methods,
such as regression analysis, and stochastic processes, like characteristics
time series, were proved to be useful in modeling the normal behaviour of
the IoT system and, therefore, in detecting the anomalous situations. This
method was shown to be efficient for large datasets, with no significant
decline in performance due to large sizes, and relatively immune to noise
and fluctuations in the devices’ behaviour making the method reliable in
terms of fault detection under dynamic conditions. In the future, the
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potential and future work might include the application of this work
through an integration of machine learning models to the system to
improve detection where there might be variations or missing data.
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