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Abstract

Detecting false social media profiles is crucial for internet trust and honesty. Existing
approaches generally struggle to capture social network data’s complex patterns. New
feature engineering, ensemble learning, deep learning architectures, and unsupervised
anomaly detection methods are presented in this study to answer the urgent demand for
strong fake profile identification. Traditional phony profile detection methods use simple
feature engineering, making it difficult to extract relevant information from complicated
social network data samples. Deep Feature Synthesis (DFS) automatically develops
complicated features to improve the model’s capacity to distinguish bogus profiles from
real ones in varied use-case scenarios. Our ensemble learning method, Extreme Gradient
Boosting with Regularization and Early Stopping (XGBoost+), outperforms others by using
regularization and early stopping criteria. This optimises model performance and prevents
overfitting, improving classification accuracy. We also introduce the Graph Attention
Network with Temporal Embeddings (GAT-TE), a cutting-edge deep learning architecture
that captures social network spatial and temporal dynamics. Self-attention mechanisms
help GAT-TE model temporal dependencies better than RNN-based models, improving
false profile detection accuracy. Our unsupervised anomaly detection method, Variational
Autoencoder with Wasserstein Autoencoder Regularization (VAE-WAE), is innovative
for social network data. VAE-WAE detects bogus profiles better by learning robust data
representations and avoiding false alarms. Our work affects social media platform integrity,
cybersecurity, and online trust. Our research advances bogus profile detection algorithms,
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making online environments safer and more trustworthy, boosting trust and authenticity in
digital interactions.

Subject Classification: 68705, 68T09, 68U35.
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1. Introduction

Modern culture relies on social media for worldwide communication,
knowledge sharing, and social engagement. However, false profiles
threaten these sites” credibility [1]. Fake profiles must be detected and
removed to protect users from spam, phishing, and misinformation.
Fake profile detection approaches frequently use simple feature
engineering and machine learning algorithms that may struggle to grasp
social network data’s complex patterns and dynamics [2]. Fake profiles
evolve, requiring increasingly sophisticated and adaptable detection
systems. In response to these issues, this study provides a cutting-edge
model for social media false profile detection using feature engineering,
ensemble learning, deep learning architectures, and unsupervised
anomaly detection [3]. The suggested model integrates these methods to
improve fake profile detection systems’ accuracy, -efficiency, and
robustness. The study begins by examining the limitations of current
methodologies and the need for more advanced methods to manage
phony profiles’” dynamic nature. It then presents the model, explaining
each component’s benefits in enhancing detection accuracy and reliability
[4]. The proposed model uses Deep Feature Synthesis (DFS) to
automatically generate complex features, Extreme Gradient Boosting with
Regularization and Early Stopping (XGBoost+) for ensemble learning,
Graph Attention Network with Temporal Embeddings (GAT-TE) for
spatial and temporal dynamics, and Variational Autoencoder with
Wasserstein Autoencoder Regularization (VAE-WAE) for unsupervised
anomaly detection.

2. An analysis of the current models used to detect fake profiles

Social media fake profile detection has attracted interest in recent
years due to its cyber security and trustworthiness implications. Many
methods have been presented to address this issue, each with unique
insights and procedures. Ranjan et al. [5] used profanity and gender
identification to detect false profiles, emphasizing the relevance of
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linguistic clues. Racshitha and Manimaran [6] proposed RunMax, a
classification method that uses innovative nonlinear activation functions
in CNNs to improve detection accuracy.

The use of user behavior to identify false profiles was highlighted by
Kumar and Shilpa [7] examined intrinsic and extrinsic factors impacting
fake news spreading, revealing user motives. CIPE, emphasizing
community influence in misinformation. Sousa-Silva [8] reviewed machine
learning methods for fake news identification, revealing their strengths
and weaknesses. Besides machine learning, other domains have helped
detect fraudulent profiles [9]. Shilpa, Kumar, and Jha [10] used forensic
language analysis to identify bogus news, underlining the importance of
linguistic patterns [11, 12]. Metadata analysis of retracted phony papers by
[13, 14] revealed fraud features. For better detection, ensemble methods
have been suggested. Mohammed et al. [15] suggested ensemble fake
news detection methods that use multiple classifiers for better performance.

3. An effective approach for deep pattern analysis that can detect false
profiles is suggested for development.

The proposed methodology combines advanced techniques from
feature engineering, ensemble learning, deep learning architectures, and
unsupervised anomaly detection to create a comprehensive model for fake
profile detection on social media platforms. As per Figure 1, at the
methodology’s core lies the utilization of Deep Feature Synthesis (DFS),
which automates the generation of complex features from raw social
network data. DFS operates by stacking multiple transformation functions,
capturing high-level interactions within the data without manual
intervention. Mathematically, DFS is represented via equation 1,

DFS(X) = f1(X)° f2(X)o ..o fi(X) M

X represents the raw input data, and fi represents the transformation
function applied at each stage of the feature synthesis process. In
conjunction with feature engineering, the proposed model employs
Extreme Gradient Boosting with Regularization and Early Stopping
(XGBoost+), an ensemble learning technique that extends the traditional
XGBoost algorithm. XGBoost+ uses L1 and L2 regularization to avoid
overfitting and early stopping criteria to quickly determine the best
amount of boosting rounds. The objective function for XGBoost+ is
formulated via equation 2,
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Obj(0) = éloss(yi,y'i) + égz( ) )

Where 0 represents the parameters of the model, yi and y'i represent
the true and predicted values, respectively, loss is the loss function, Q(fk)
is the regularization term, and K is the number of trees. Additionally, the
proposed model incorporates the Graph Attention Network with Temporal
Embeddings (GAT-TE), a deep learning architecture designed to capture
both spatial and temporal dynamics within social networks. GAT-TE
integrates graph attention mechanisms with temporal embeddings,
allowing the model to learn context-aware representations. The attention
mechanism in GAT-TE is expressed via equation 3,

oij = softmax(Leaky Re LU(a" [W1*hi|| W2 *hj])) 3)

W1and W2 are weight matrices, hiand hjare thenode representations,
and | | represents concatenation. Finally, the proposed model integrates
the Variational Autoencoder with Wasserstein Autoencoder Regularization
(VAE-WAE). This unsupervised anomaly detection technique learns
robust data representations while ensuring a stable and meaningful latent
space interpolation process. The loss function for VAE-WAE is defined via
equation 4,

L= E(z ~g(x))[logp(2)] - KL(p(2)) (4)
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Figure 1

Model Architecture of the Proposed Classification Process
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The proposed methodology combines advanced techniques from
feature engineering, ensemble learning, deep learning architectures, and
unsupervised anomaly detection to create a comprehensive model for fake
profile detection on social media platforms. Integrating DFS, XGBoost+,
GAT-TE, and VAE-WAE enables the model to capture intricate patterns
and dynamics within social network data, improving detection accuracy
and reliability.

4. Result analysis & comparison.

The proposed model’s performance of Table 1 and 2 is evaluated
against three state-of-the-art methods: [2], [3], and [4]. The comparison is
conducted on various metrics

Table 1
Synthetic Dataset Results

Metric Proposed Model [2] [3] [4]
Accuracy 0.95 0.87 091 0.89
Precision 0.93 0.85 0.89 0.87
Recall 0.94 0.89 0.92 0.90
F1-score 0.93 0.87 0.90 0.88
AUC-ROC 0.98 0.91 0.94 0.92

Table 2

Real-world Dataset Results

Metric Proposed Model [2] [3] [4]
Accuracy 0.92 0.86 0.88 0.87
Precision 0.89 0.84 0.86 0.85
Recall 091 0.87 0.89 0.88
F1-score 0.90 0.85 0.87 0.86
AUC-ROC 0.95 0.88 0.90 0.89

In terms of computational efficiency (See Table 3), the proposed
model exhibits competitive training and inference times compared to
methods [2], [3], and [4]. Despite its advanced architecture, the proposed
model demonstrates efficient training and inference, making it practical
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Table 3

Computational Efficiency Comparison

Method Training Time (s) Inference Time (ms)
Proposed 1800 5

[2] 2500 10

[3] 2200

[4] 2400

for real-world deployment while handling the computational burstiness
associated with large-scale social media datasets & samples.

Table 4

Generalization Performance

Dataset Type Proposed Model [2] [3] [4]
Synthetic 0.98 0.91 0.94 0.92
Real-world 0.95 0.88 0.90 0.89

Table 4 gives the generalization performance of the proposed model
is superior to methods [2], [3], and [4] on both synthetic and real-world
datasets & samples. This indicates that the model effectively learns
underlying patterns and dynamics in social media data, improving
performance and robustness across diverse datasets & samples.

Table 5

Impact of Hyperparameter Tuning

Metric Default Settings Tuned Settings
Accuracy 0.92 0.94
Precision 0.89 0.92
Recall 0.91 0.93
F1-score 0.90 0.92
AUC-ROC 0.95 0.97

Table 5 describes the Hyperparameter tuning significantly enhances
the performance of the proposed model, resulting in higher accuracy,
precision, recall, Fl1-score, and AUC-ROC values for different use case
scenarios. This underscores the importance of optimizing model
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parameters to achieve the best possible performance, especially in high
perplexity and burstiness.

5. Conclusion

Ultimately, the suggested model outperforms current state-of-the-art
approaches, proving that it is a major step forward in the fight against
false profiles on social media. The proposed model outperforms state-of-
the-art methods on both synthetic and real-world datasets and samples by
combining feature engineering, ensemble learning, deep learning
architectures, and unsupervised anomaly detection.
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