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Abstract

Thesignificantrise in Waste generation poses substantial difficulties for the management
of it. A solution that ensures transparency, efficiency, and trust within the community is
highly sought after as a means of addressing this issue. We proposed an advanced trading
framework integrating Zero Knowledge Proofs (ZKPs), non-fungible tokens (NFTs), and
blockchain technology with auction-based processing to enhance conventional waste
disposal methods. In the proposed framework, with ZKPs, the organizations are verified in
a decentralized system, where the authentication is carried out without disclosing sensitive
information. Vendors can list the waste as NFTs on a secure marketplace, guaran teeing
participation from accredited entities in the recycling process. Additionally, our framework
implements an auction mechanism, enabling verified organizations to bid on waste materials.
All transactions are stored on the blockchain, enhancing transparency, accountability,
and trust among stakeholders. The performance of this framework is evaluated using
Hyperledger Caliper, measuring critical parameters such as average latency, transactions per
second (TPS), and memory consumption to ensure reliability and scalability.
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1. Introduction

The quick rise in the waste generated from medical, residential, and
commercial establishments poses a great challenge to effective waste
management. Conventional waste disposal methods are ineffective as they
compromise consumers’ privacy, resulting in data breaches and
unauthorized access. There is also a lack of transparency in waste
management, which erodes trust. The centralized storage method also
leads to scalability issues and fraud risks and thus demands more secure
and transparent solutions. A groundbreaking solution is being provided
by Blockchain technology to address the challenges by enhancing waste
management efficiency, ensuring traceability, and providing better
transparency throughout the entire process. Blockchain prevents
unauthorized data modifications, ensuring data security in waste
management. It also encourages greater public participation in recycling.
Waste tracking becomes more precise by using Non Fungible Tokens
(NFTs). The token-based incentives promote the token-based incentives.
These digital assets help verify and authenticate waste disposal processes.
Accountability is maintained between the waste producers and the
recyclers. NFTs strongly reinforce the ethical, incentivized sustainable
practices and sustainable waste management practices.

We have proposed a novel blockchain-based NFT framework-
BNWaste designed to streamline recycling processes while enhancing
security and transparency. The proposed framework connects verified
organizations and stakeholders through an NFI- based system, ensuring
only authorized participants can access and process waste materials. The
framework incorporates an auction-based recyclable model, where
recyclable waste is transparently listed and acquired by certified recyclers.
These recyclers market the recycled products through our marketplace.
Zero-knowledge proofs (ZKPs) are also employed to verify organizations
while preserving their privacy. Thus enhancing security, reducing data
exposure, and ensuring compliance with blockchain-based verification
standards. Our framework - BNWaste, integrates ZKPs, Blockchain, and
the Mina Protocol to establish a decentralized, secure, and scalable waste
management system. Using our NFT marketplace, verified organizations
can acquire waste from vendors or businesses, ensuring that recycling
operations are conducted exclusively by certified entities. Key technological
components of the framework include NFT storage for decentralized
storage of digital assets, and seamless multi-wallet connectivity is provided
by the Coinbase Wallet SDK & Web3Modal. Hyperledger Caliper measures
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transaction throughput, average latency, and memory consumption to
evaluate system performance, ensuring optimal efficiency and scalability.
By integrating these advanced technologies, the BNWaste model mitigates
the privacy risks and inefficiencies of traditional waste management and
fosters a more sustainable and trustworthy waste disposal ecosystem.

The structure of paper is: 1: Introduction, 2: Review Literature 3:
Proposed framework 4: Result discussion 5: Conclusion

2. Review Literature

This section reviews NFTs in various areas, including Blockchain
technology and cryptographic-based verification, known as Zero
Knowledge Proofs (ZKPs). Zero Knowledge Proof and blockchain
technology have the potential to completely transform the waste
management industry and the way the entire process is managed.
Blockchain framework was proposed in [1] for effective waste management,
integrating zero-knowledge proofs, NFTs, and Walrasian equilibrium to
ensure transparency, trust, and efficiency. It employs cryptographic
verification, equitable resource distribution, and immutable records, with
performance assessed using Hyperledger Caliper. Author in [2] proposed
a model where Zk-Auction is a decentralized blockchain-based auction
system that prevents overbidding using zero-knowledge proofs to verify
bidder funds without revealing identities. Blockchain, metaverse
applications, security concerns, and sustainable technologies for an eco-
friendly virtual future are discussed in [3, 4], and developed a framework
that examines the potential of Blockchain in waste management in smart
cities. In [5] examine the global waste management challenge, highlighting
the importance of blockchain.

Supply chain management over the Blockchain has shown a promising
benefit. In [6] propose an NFI-based blockchain-based marketplace to
reuse and exchange electronic devices to address the growing e-waste
crisis. Real-time tracking was discussed in [7] and monitoring in Industry
4.0 with sustainable SCM. Aslam et al. discuss a framework and its
feasibility with the blockchain technology in [8]. Pakistan’s oil industry’s
Supply chain analysis was carried out and the operational performance
was discussed in greater detail. In [9, 10] thoroughly reviewed blockchain
and supply chain management, and the work is classified by complexity.
In [11], conducted a comprehensive literature review on blockchain
platforms in global supply chain management. Token-based decentralized
approach was proposed by [12] for upgrading cryptocurrencies less on
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oracles, user registration, or KYC, ensuring fair pricing through
decentralized auction simulations. Author in [13] discussed a unique
auction mechanism using competition padding in energy trading to lower
budget deficits. AB Crowd was developed by [14] which is based on
crowdsourcing built on top of Ethereum, where an auction mechanism -
Repeated- Single-Minded Bidder mechanism which is based on the trusted
task allocation and truthful bidding incentives.

3. Proposed framework for NFT Blockchain in the waste management

We introduced a novel blockchain-based waste management
framework to facilitate secure and transparent recycling exclusively among
verified organizations as shown in Figure 1. Leveraging Zero-Knowledge
Proofs (ZKPs), BNWaste ensures participant authenticity while enabling
the auctioning of recyclable waste. Participation to authenticated waste
management organizations through ZKPs, ensuring compliance and trust.
The highest bidder acquires the waste, which is then processed through
the marketplace, fostering a competitive and efficient recycling ecosystem

Upload Data to
IPFS

Blockchain

Recycle
Completed

Figure 1
Flowchart of the proposed model
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We chose a lightweight blockchain protocol — Mina which maintains
a cryptographic snapshot of the ledger, optimizing scalability and
efficiency. The auction-based system enables competitive pricing and
secure transactions, enhancing market efficiency.

3.1 Proposed framework’s Algorithms

Of the several algorithms used we show here Algorithm 1 presents
the Zero Knowledge Proof. Algorithm 2 shows the Auction process.

Algorithm 1: Zero Knowledge Proof Verification (ZKPs)

1: Input: patient, secret, challenge

2:  Output: true or false based on proof verification

3: Initialization

4 Retrieve the unique secret associated from the database.

5: Generate a random nonce r € Z.

6: Compute the commitment:

7: C = Hash(secret, r)

8: Send the commitment C to the verifier.

9: Verifier generates a random challenge e € Z and propagates it to the
prover.

10: Prover computes the response:

11: s =1+ e x secret

12: Send the response s to the verifier.

13: Veritier reconstructs the expected commitment:

14: C’ = Hash(secret, s — e x secret)

15: if C" == C then

16: Log: Verification successful. Identity confirmed.

17: return true

18: else

19: Log: Verification failed. Potential tampering detected.

20: return false

21: end if

22: Audit - Log the verification result for future auditing and security
checks.



1896 C.S.KUMAR AND A. P. SINGH

Algorithm 2 AUCTION Process:

1:  function AUCTION

2: Notify the sellers, buyers to participate

3 Buyer gives auction specification

4 BidInLead = Pre — auctionprice

5: if ETHADDR ==seller’s addr AND TIME < DEADLINE then

6 Add Bids as a valid transaction

7 else

8 Don't add transaction

9 end if

10: if BID_NEW < (BidInLead — BIDDECREMENTAmt) then

11: BidInLead = BID_NEW of respective seller

12: else

13: BidInLead = BidInLead

14: end if

15: if TIME > DEADLINE AND ETHADDR matches buyer’s addr
then

16: Notify Auction closed to sellers and Inform the winning

bid, Transfer the winning bid amount to the seller, Add

Transaction
20: else
21: Do not perform Transaction
22: end if

4. Result discussion

Hyperledger Caliper, a benchmarking tool, was used to evaluate the
proposed model’s real-world performance by measuring transaction
speed, tokenization, CPU and memory usage, and scalability under an

input load of approximately 5000 transactions shown in Table 1.
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Table 1

summarizing key performance metrics of the four smart contracts under
varying worker node configurations (1 to 5)

1897

S T T ot oo coun ] cou Ve[l e Tt
name | () | ) | (psy | ™ | @8 | “yp MB | MB |inMB
1000 | 823 | 2364 | 90871 | 489863 | 786 734 | 1242 | 2788
ceate | 2000 | 822 | 2372 [ 89.161 | 483484 | 820 761 | 1232 | 2658
market | 3000 | 819 | 2401 | 88112 [ 47.0254 | 888 765 | 1262 | 2852
item 4000 | 818 | 2419 | 87162 | 450511 | 897 si2 | 24 | 741
5000 | 821 | 2418 | 90179 | 453457 | 983 so1 | 1242 | 2778
1000 | 984 | 2264 | 22666 | 21125 | 984 73 | 947 | 3088
ceate | 2000 | 94 | 2071 | 23506 | 22154 | 987 79 | 933 | 2988
market | 3000 | 931 | 2294 | 24501 | 25771 | 986 798 | 925 | 2988
sale 4000 | 987 | 2282 | 25503 | 25985 | 982 837 | 945 | 3088
5000 | 98 | 2306 | 26909 | 26275 | 986 848 | 954 | 3078
1000 | 1052 | 2185 | 24985 | 24914 | 20815 | 1121 | 1162 | 3218
2000 | 1056 | 2164 | 25351 | 25678 | 22604 | 1121 | 1162 | 3228
gii;e 3000 | 1036 | 2176 | 25808 | 26155 | 2514 | 1101 | 1142 | 3128
4000 | 1052 | 2188 | 26798 | 27254 | 22646 | 1121 | 1162 | 3218
5000 | 1049 | 2182 | 26723 | 27871 | 22771 | 1131 | 1172 | 3208
1000 | 998 | 2152 [ 20174 | 19254 | 21604 | 941 | 982 | 3118
fetch 2000 | 995 | 2147 | 21787 | 21658 | 22200 | 931 | 972 | 3108
item 3000 | 954 | 2164 | 23509 | 22089 | 22658 | 941 | 982 | 3188
listed | 4000 | 99 | 2158 | 23927 | 23175 | 22638 | 931 | 978 | 3097
5000 | 998 | 2155 | 2538 | 25585 | 22337 | 941 | 9.8 | 3108

5. Conclusion

This research proposes a Blockchain-enabled Non-Fungible Token
(NFT) and auction-based trading framework for sustainable waste
management, utilizing Zero Knowledge Proofs (ZKPs) for validity. The
framework facilitates waste minting, marketplace listing, ownership
transfer, and item fetching with a user-friendly, reliable, transparent, and
secure GUIL Performance analysis shows create Market Item has the
highest throughput, averaging 241.9 s, and the throughput is lowest for
the create Token function at 216.4 s for the fetch item contract. The average
memory consumption of create Market Item and create Market Sale lies in



1898 C.S.KUMAR AND A. P. SINGH

the range of 734-861 MB for the range of TPS from 1000-5000. The %
Maximum CPU utilization of the four smart contracts lies in the range of
87 MB to 90 MB, 22.0 to 26.0 MB, 24.0 to 26.0 MB and 20.0 to 25.0 MB.
Future work would compromise the interoperability of blockchain
networks to facilitate cross-platform asset ownership and waste tracking.
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