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Abstract

More and more apps are using deep learning models, which has raised worries
about how vulnerable they are to threats from other programs. As a result, academics have
looked into adaptable noise input methods as a way to make these models more resistant
to attacks like these. In this study, we look at all the latest adaptive noise input methods
that are designed to make deep learning models work better in hostile environments. By
adding noise to the input space, hidden layers, or gradients during model training, these
methods try to lessen the effect of hostile changes. These methods make the model more
resistant to hostile manipulation without affecting its performance on clean data. They do
this by changing the noise parameters on the fly based on the features of the input data or the
model’s performance. This paper uses experiments and comparisons to show how well and
how many different ways adaptive noise input techniques can be used to make deep learning
models safer and more resilient against threats.
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1. Introduction

As more and more deep learning models are used in different
contexts, their vulnerability to hostile attacks has become a major issue.
Attacks from the other side take advantage of flaws in these models by
changing the input data in ways that can’t be seen, which causes wrong
guesses or classifications [1]. These kinds of hacks are very dangerous to
the security and dependability of deep learning systems used in important
areas like healthcare, finance, and self-driving cars [2] [4]. As a result of
this problem, experts are putting more and more effort into making strong
defenses to protect deep learning models from being hacked.

Adaptive noise input methods have gotten a lot of attention as a
defense strategy because they make models more resistant to strikes from
other people. Instead of using rigid defenses that change input data in a
set way, adaptive noise injection methods change the noise parameters
based on how sensitive the model is to changes made by an attacker [3].
These methods make the model more resilient by adding noise to different
levels of the deep learning design during training. The noise introduces
randomness that breaks up the hostile shocks. The goal of this study is to
give a full picture of the most up-to-date adaptive noise input methods
that can be used to make deep learning models work better in hostile
situations [5]. This study looks into the basic ideas behind adaptive noise
input and how these methods lessen the effect of hostile attacks on model
performance [6] [7]. The study also looks at how flexible adaptive noise
input methods are by testing how well they work with different deep
learning systems and datasets.

2. Model Architecture

It is very important to choose the right deep learning model for any
machine learning job, since different designs are made to work best with
different kinds of data and tasks[8]. Convolutional Neural Networks
(CNNs) are often used for jobs that involve picture data because they are
good at capturing spatial hierarchies and local patterns [9]. CNNs are
made up of convolutional layers that take features out of pictures, pooling
layers that flatten the image, and fully linked layers that sort the images
into groups. CNNs can be attacked, though, because even small changes
to the raw picture can cause them to make the wrong classification.

Recurrent Neural Networks (RNNs), on the other hand, are great for
linear data like time series or natural language data because they can
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understand how events happen over time [10] [11]. RNNs process
sequences over and over again, changing their internal state each time
based on the new input and the state they were in before. Some common
types of RNNs are Gated Recurrent Unit (GRU) and Long Short-Term
Memory (LSTM) [12]. They are made to deal with the disappearing
gradient problem and pick up on long-term relationships. But RNNs can
also be attacked from the opposite direction. This is especially true in text-
based applications where small changes can change what the input
sequence means [13].

When choosing a deep learning design, it’s important to think about
both how well it fits the job and the dataset and how easily it can be
attacked by bad people. CNNs and RNNs can both be affected by changes
made by an adversary [14]. This shows how important it is to add security
mechanisms, like adaptive noise input, to make them more stable.

3. Adaptive Noise Injection based on Gradient Magnitude:

Adaptive Noise Injection based on Gradient Magnitude is a way to
make deep learning models more resistant to threats from other computers.
During training, the method changes the noise input parameters on the fly
based on how big the slopes are compared to the model parameters. In
other words, parameters that get bigger updates get more noise, while
parameters that get smaller updates get less. This method makes the
model more resistant to hostile changes without affecting its performance
on clean data. It does this by adding controlled random effects that are
tailored to how sensitive the model is to changes in the inputs.

Algorithm:
Step 1: Initialization:
- Initialize model parameters 6 and noise injection parameters €.
Step 2: Training:
- Train the model using back propagation:
- Update model parameters:

9t+1 = 9[ -n 'vt L(Ot) @

Where n is the learning rate and £ is the loss function.

Step 3: Gradient Computation:
- Compute gradients of the loss function:
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Step 4: Gradient Magnitude Calculation:
- Calculate the magnitude of gradients:

IV, LI, (4)

Step 5: Noise Injection Scaling:
- Scale noise injection parameters based on gradient magnitude:

€., =fUV,LEG)ID ®)

Step 6: Noise Addition:
- Add noise to model parameters:
- Update noisy model parameters:

OHI = 9t+1 + T’EHI (6)

Step 7:. Parameter Update with Noisy Gradients:
- Update parameters using gradients with noise:

9t+1 = et _n'vt L(@r) 7)

3.1 Adaptive Noise Injection based on Model Uncertainty:

Adaptive Noise Injection based on Model Uncertainty is a way to
make deep learning models more resistant to threats from other computers.
During training, the method changes the noise injection settings on the fly
based on how unsure the model is about each input sample. In order to
block possible malicious changes, more noise is injected into samples that
are less certain. This method makes the model more resistant to hostile
manipulation without hurting performance on clean data by using the
model’s uncertainty as a guide for adding noise. It adjusts to the different
amounts of doubt in the input data, which makes the model more reliable
in tough real-world situations.

Algorithm is as follows

Step 1: Training with Adaptive Noise Injection:
- Train the model:

0,,=6,-n-V-L@0,) 8)

Step 2: Compute Predictive Uncertainty:
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- Compute uncertainty:

uncertainty, = predictive _uncertainty (input _sample,) )

Step 3: Scale Noise Injection Parameters:
- Scale noise parameters:

g, , = f(uncertainty,)

Step 4: Noise Addition:
- Add noise:

tilde _input _sample, = input _sample, +&, | (10)

t+1
Step 5: Update Model Parameters:
- Update parameters:

0,., =0, —n—V-L(tilde _input _sample,) (11)

3.2 Adversarial Attack Generation:

Adversarial attack generation is the process of making examples that
are changed in a way that tricks a deep learning model into making wrong
predictions, shown in figure 1. For this, many attack methods are used,
including the Fast Gradient Sign Method (FGSM), Projected Gradient
Descent (PGD), and the Carlini-Wagner attack.

Figure 1
Model Architecture



OPTIMIZING DEEP LEARNING MODELS UNDER ADVERSARIAL ATTACKS 1159

One of the easiest and most common attack methods is FGSM. It
finds the gradient of the loss function with respect to the input data and
changes the input in the way that causes the most loss. This adds a small
change to the input data, which can lead the model to make the wrong
judgment. The PGD method builds on the FGSM method by doing many
rounds of gradient ascent and projecting the changed examples onto a set
that is limited around the original input data.

Because this process is repeated, PGD can come up with better hostile
examples than FGSM, which makes it harder for the model to protect
itself. The Carlini-Wagner attack is a more complex optimization-based
attack that tries to add the least amount of change to the input data while
still making sure that the model incorrectly labels the hostile cases that
come from it. This attack takes many danger models and optimization
goals into account, which makes it very strong but very hard to compute.
It is important to change the attack settings, like the size of the perturbation
and the number of attack rounds, to make sure that the hostile examples
that are created are diverse and strong.

4. Result Analysis

When you compare Adaptive Noise Injection based on Model
Uncertainty and Gradient Magnitude, you can learn interesting things
about how well they work with different rating criteria. Both methods
work very well when it comes to protecting against threats from other
parties. The Model Uncertainty method gets a 90% grade for reliability,
and the Gradient Magnitude method comes in at 93%. The table 1

Table 1
Result for Adaptive injection with Performance metric

Parameter Model Gradient

Uncertainty Magnitude
Robustness against adversarial attacks (%) 90 93
Model performance on adversarial data (%) 83 91
Efficiency (%) 95 90
Depth (number of layers) 10 12
Model sensitivity to input variations 0.12 0.15
;c;rlrrl)l:;;tational overhead (seconds per 018 0.22
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Comparison of Model Uncertainty and Gradient Magnitude

mmm Model Uncertainty
. Gradient Magnitude

Values

Figure 2

Comparison of model uncertainty and gradient magnitude using bar graph

represents that both methods successfully lessen the effects of hostile
attacks, which means they can be used to make models more resilient.

While the Model Uncertainty method gets 83% of the time right when
testing a model on hostile data, the Gradient Magnitude method gets 91%
of the time right. In this case, it seems that the Gradient Magnitude method
works better when inputs are changed by an adversary, showing that it
can stay accurate even when things get tough.

The Model Uncertainty technique is more efficient than the Gradient
Magnitude method, with a score of 95% versus 90% for efficiency. Both
methods are sensitive to changes in the inputs. The Model Uncertainty
method has a sensitivity of 0.12, and the Gradient Magnitude method has
a slightly higher sensitivity of 0.15. This means that both methods can
successfully adapt to changes in the data that is fed into them, keeping
their performance stable and consistent. When it comes to computing
costs, the Model Uncertainty method is more efficient than the Gradient

Comparison of Model Uncertainty and Gradient Magnitude

—e=— Model Uncertainty
- Gradient Magnitude

Valugs

Parameters

Figure 3

Comparison of model uncertainty and gradient magnitude using line graph
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Magnitude method; each sample only takes 0.18 seconds, while the
Gradient Magnitude method takes 0.22 seconds. This shows that the
Model Uncertainty method is the more efficient way to use computers,
allowing for faster working without lowering performance.

The bar graph Figure 2 shows how Adaptive Noise Injection based on
Model Uncertainty and Gradient Magnitude compare across a number of
important factors. It's worth mentioning that Gradient Magnitude does
better than Model Uncertainty at both protecting against adversarial
attacks and performing well on adversarial data (93% vs. 90% vs. 81%). On
the other hand, Model Uncertainty is more efficient than Gradient
Magnitude (95% vs. 90%), which means it can get similar results with
fewer computer resources.

The line graph figure 3 shows how Adaptive Noise Injection based on
Model Uncertainty and Gradient Magnitude compare across a number of
important factors. Gradient Magnitude does better than Model Uncertainty
at both being resilient against adversarial attacks and performing well on
adversarial data, with scores of 93% and 91%, respectively. Model
Uncertainty, on the other hand, is more effective than Gradient Magnitude,
reaching 95% versus 90%. Model Uncertainty keeps up its winning
performance even though it has 10 layers instead of 12. When we compare
Adaptive Noise Injection based on Model Uncertainty and Gradient
Magnitude, Gradient Magnitude does better than Model Uncertainty
when it comes to being resilient against attacks and model performance
on malicious data, getting 93% and 91% vs. 90% and 83%, respectively.
However, Model Uncertainty is more effective than Gradient Magnitude,
with a 95% success rate compared to a 90% success rate.

Model Uncertainty Gradient Magnitude

Adversarial Attacks Adversarial Attacks

True label
ol
3

True label

Model Performance Model Performance

20
Adversarial Attacks ~ Model Performance Adversarial Attacks ~ Model Performance 20

Predicted label predicted label
10

Figure 4

Confusion matrix for Uncertainty and gradient magnitude
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When we compare Adaptive Noise Injection based on Model
Uncertainty and Gradient Magnitude, Gradient Magnitude does better
than Model Uncertainty when it comes to being resilient against attacks
and model performance on malicious data, getting 93% and 91% vs. 90%
and 83%, respectively depicted in figure 4. However, Model Uncertainty is
more effective than Gradient Magnitude, with a 95% success rate compared
to a 90% success rate. Even though Gradient Magnitude has a more
complex design with 12 layers compared to Model Uncertainty’s 10, the
latter still performs as well as the former.

5. Conclusion

In adaptive noise input methods look like a good way to make deep
learning models more resistant to threats from other computers. By
looking into techniques like Adaptive Noise Injection based on Model
Uncertainty and Gradient Magnitude, we’ve seen that they work well to
improve model protections while keeping performance on clean data the
same. These methods change the noise parameters on the fly based on
things like the error of the prediction or the size of the gradient. This stops
hostile effects without affecting the accuracy of the model. Our study
shows that there are complex trade-offs between the different methods.
For example, Gradient Magnitude does better in some areas, like being
resistant to attacks, while Model Uncertainty does better when it comes to
computing quickly and being sensitive to changes in input. When picking
a method, you should also think about things like model depth and
processing waste.
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