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Abstract

The phenomenal rise of Internet of Things(IoT) has driven the ascend of fog computing
as a distributed model to reduce delays in networks. Generally, fog devices are resource-
restricted while IoI applications are becoming computationally demanding which require
certain QoS to be accomplished within hard time limits. Therefore, it is preferable for IoT
jobs to finish their processing within deadline limits by producing approximate results than
producing accurate result late. The placement of IoT jobs on fog and cloud resources for
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execution is a widely-recognized NP-hard problem. We study the placement of real-time
IoT workflows in a fog and cloud infrastructure by applying approximate computations and
TOPSIS. Our methodology aims to place complete as well as partial tasks in the available idle
schedule holes in the schedules of fog as well as cloud resources. The proposed technique is
verified through simulation experiments and is contrasted with state-of-the-art techniques
on different performance measures. The experimental findings establish that the proposed
technique is able to render better performance compared to its alternatives in terms of
performance metrics like SLA violation ratio, response time and energy consumption at an
insignificant loss of 0.15% of result precision for all experimental scenarios that are taken
into consideration.

Subject Classification: 00A72.

Keywords: Internet of Things, Topsis, Real-time scheduling, Partial computations.

1. Introduction

Since Internet of Things persists in incorporating a plenitude of sensors and
end-devices, an unparalleled data amount and variety is produced at an
astounding rate, increasingly demanding processing within stringent time limits
[1-4]. IoT data are typically handled by real-time workflows comprising of inter-
dependent tasks where one task’s output is utilized as input by subsequent
application tasks.

Therefore, a successor task cannot begin to execute until every predecessor
has completed processing and the corresponding data and control dependencies
are satisfied. Since IoT has grown exponentially, fog computing surfaced as a
novel paradigm to complement cloud computing [5]. Furthermore, geographical
proximity impacts end-to-end delay, therefore, the fog brings the compute
resources to the network edge which reduces the transmission of massive
amount of IoT data to the cloud [6-8]. Generally, only particular type of data—
for instance those requiring perennial storage—are submitted to the cloud. Fog
computational resources are virtualizable, just like cloud computing resources.
Subsequently, a fog node can act as a virtual machine [16]. In contrast to the
resources in a cloud environment, the quantity and processing power of the
computational instances in a fog environment are usually constrained. Often IoT
data needs to be processed under stringent time limits. In this type of real-time
scenario, the timeliness of the results is as important as their precision [9-10].

In view of this, Lin et al. introduced partial computations method that
allows a real-time task to yield intermediate and imperfect outcome within the
deadline limit [11]. Every workflow task in this approach is assumed to be
monotone, meaning that every task is split into the mandatory portion that
produces a proximate outcome of the least feasible quality while an optional
portion ameliorates the outcome of the mandatory portion [12]. For the task to
yield an acceptable outcome, the mandatory portion of the task must be finished.
The task's precision increases if the optional part is allowed to execute for an
extended amount of time. The technique of schedule hole utilization has recently
been implemented for a fog-cloud integrated environment. However, existing
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research studies don't make use of available schedule holes to place partial tasks.
In addition, no Multi Criteria Decision Making Technique has been used to
reduce response time of the IoT jobs and simultaneously improve Energy
Savings of the fog and cloud computational resources by incorporating partial
computations.

A scheduling strategy that reduces an application's response time at the
disbursement of higher energy consumption is not the best option for fog and
cloud resources. This gets significantly more challenging when there are several
conflicting objectives that must be met concurrently.

Specifically, it is challenging to guarantee adherence to deadlines by
simultaneously reducing response time and increasing energy savings of the
computational resources. Therefore, a multi-objective optimization method is
required to establish the proper balance between several optimization objectives.
To achieve this, we make use of the most commonly utilized MCDM technique
Topsis in addition to approximate computations to schedule different workflow
tasks in fog integrated cloud infrastructure.

Following is the organization for the rest of the paper. Section 2 discusses
the relevant works on task scheduling in fog-cloud infrastructure. Section 3
describes the system model, workload model, approximate computations model
and energy consumption model utilized in the work. Section 4 discusses the
proposed workflow scheduling methodology. Performance assessment on the
basis of quantitative measures is elaborated in section 5 while concluding
statements are specified in Section 6.

2. Related Work

In heterogeneous environments, one of the most popular job scheduling
techniques is the Heterogeneous Earliest Finish Time (HEFT) methodology,
which was introduced by Topcuoglu et. al. [13]. The maximum priority task is
chosen during the task selection stage which is subsequently allocated to the
appropriate processor which can offer least finish time by exploiting idle time
gaps in its schedule.

The Predict Earliest Finish Time (PEFT) method, an improved variant of
HEFT, is presented by Arabnejad and Barbosa in [14]. They introduced a feature
of look ahead built on an OCT. With regard to schedule length ratio, the
presented methodology performs better than HEFT.

The task scheduling strategies in fog integrated cloud environments have
been progressively gaining more attention [15-17]. Toor et al. [18] developed an
energy-aware task placement technique in a fog-cloud scenario using DVFS.
This methodology adjusted the speed of computing instances to deal with
increased requests and high consumption of energy in the fog infrastructure. A
number of simulation experiments were run to assess the efficacy of this policy.
However, the workload did not consist of monotone nature of the workflows,
therefore, no partial computations were used. Further workflow deadlines were
also not taken into consideration.
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Pham et al. [19] presented an application scheduling strategy which aimed
at achieving a compromise between makespan and cost by utilizing idle
schedule slots. Since IoT applications are dynamic, this static method is
inappropriate for usage in real-time. Further, it simply took into account single
scheduling workflow and also cost of communication is not taken into
consideration during the scheduling process.

With the objective to offer adaptable implementation frameworks for
mobile devices, Mora Mora et al. [20] presented a technique that made use of
partial computations. However, the workload comprised standalone tasks and
not jobs. Additionally, in this strategy, the tasks were not split into mandatory
and optional portions instead few tasks were presumed to be mandatory and few
to be optional.

Stavrinides and Kratza [21] presented deadline and cost aware workflow
scheduling strategy for fog and cloud environment. They considered schedule
gap utilization only when entire task could occupy a schedule gap. However,
they did not consider monotone tasks due to which partial computations was not
utilized in this strategy.

Conversely, the fog and cloud-aware strategy presented in this
research can be used to dynamically schedule numerous real-time workflows,
making use of potential schedule gaps even in situations where only a portion of
the task can be executed. Additionally, the communication cost is taken into
consideration while ranking the workflow tasks which is not considered in the
existing works.

3. Problem Formulation
3.1 System Model

This work considers a three-tiered IoT-fog-cloud infrastructure. The IoT
device tier comprises of devices and sensors that perform transmission of data to
the fog tier. The fog tier comprises of h™® physical hosts. There is a set V/°9 =

wl°9,v]°9, ..., v]?9} of mf°9 VMs in the fog tier where every virtual machine
is allotted a vCPU.

The cloud environment comprises of h“"¢ physical hosts with
heterogeneous processors. There is a set V¢€loud = (ygloud peloud gycloudy of
me€u virtual machines in the cloud tier where every virtual machine is allotted
a vCPU. A fog or cloud virtual machine's virtual CPU (vCPU) is equivalent to
the physical core of the pertinent device. The operational frequency f; of a
virtual machine vy is the operational frequency of its corresponding core. Task
scheduling for the virtual machines (VMs) of both cloud and fog tiers is done by

a central scheduler operating at a particular device within the fog tier.

3.2 Workload Model

A workflow is depicted as a Directed Acyclic Graph (DAG) G = (N, E),
where N signifies the set of vertices of the graph whereas E signifies the set of
directed edges connecting the vertices. Every vertex depicts a task n, of the
workflow while the data to be conveyed from task n, to n, is depicted by a
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directed edge e,q. For the remainder of the paper, the words DAG, workflow and
job will be used interchangeably. Workflow component tasks are considered to
be non-preemptible since doing so could negatively impact the performance [22-
23]. Every workflow task has a weight w, which indicates its computational
volume and is defined as the count of clock cycles needed to complete the
respective task’s instructions. On a virtual machine (VM) vmg the
computational cost of task n, is computed as follows:

Comp(ny, vmy) =w,/f; 1

The edge e, connecting two tasks n, and ng is assigned a weight z,, that
signifies its communication volume, i.e., amount of data required to be
transmitted from the task n, to n,. The edge e,q incurs a communication cost
when data is moved from task n, (placed on vmy) to task nq (placed on vmy). It is
defined as follows:

Comm((n,,vm; ),(ng, vm;) = z,4 /1;; )

where l;j is the communication link's data transmission rate between the virtual
machines vm; and vm. If tasks n, and nq are scheduled on the same virtual
machine (VM), then edge e,,’s communication cost is deemed insignificant.

In a workflow, a path's length is determined by adding up the
computational and communication expenses of each task and edge respectively
lying on the path. The critical path length (CPL) in a graph is the lengthiest path.
Every real-time job has a predetermined deadline D by which all of the tasks
that make up the workflow must be completed. It is formulated as:

D=A+RD 3)
where, A is the workflow arrival time and RD signifies its relative deadline.

3.3 Approximate Computations Model

The computational volume w; of every workflow task n; is constituted by a
mandatory portion mp;, and an optional portion op;:

Wi = mp; + Oopi (4)
where, 0 < mp; < w;,

A task is considered to be complete when at least its mandatory part has
finished its execution. The outcome of an incompletely executed task n; are
proximate and hence the task produces output error, which is computed as
follows:

é‘.
OE, =—+ 5
= 5)
where, §; is the repudiated portion of the task’s optional portion op;,

The task n;’s input error is computed by adding up the output errors of its

predecessors:

IEi = anEPi OE‘] (6)

where, P; depicts the set of predecessors of the task n;.
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The execution time of a task is affected if there is an input error.
Particularly, there is an extension in its mandatory part which is given by:
mpe; = mp; .IE; (7
Where, IE; and mp; represent the input error and the mandatory portion of
task n;, respectively. There is an input error limit IEL; for each component task
n;, above which the error in its input cannot be managed. The IEL; takes values
in the range [1,P;].

3.4 Energy Consumption Model

The estimated energy consumption of a fog virtual machine vmjf 9 during
execution of a task n; is given by:

EECActive = Yniec: GgEW(allocfog x Comp(n;, vmjfog) x ECActivejfog) (8)

f09_1

where, alloc if task is placed on fog VM while Comp(n;, vmjfog) is the

execution cost of task n; on vmf 9

cloud

The estimated energy consumption of a cloud VM vm; while

executing a task n; is given by:

EECACtlvecloud En G- Gng(all()CCloud % Comp(nl, vmkloud) ECACtlvecloud)

(€))

cloud cloud)

where, alloc;; = 1, if task is placed on cloud VM while Comp(n;, vim
is the executlon cost of task n; on vmf“’“d. It is vital to calculate the energy

consumption because of the unoccupied schedule gaps that may not be utilized
to place any workflow task.

fc
EECIdlefO‘q:[ZZ’,ZZ:GsEW(allocll x Comp(n;, vm/)) —

Ynie6: GEEW(allocfog X Comp(n,-,vmfog))] x ECIdlejfog (10)

EECIdleCl""d—[ZZ’?é GsEW(alloc£C x Comp(n;, vm!))

— Yngeccerw(@lloci®*® x Comp(n, vmg°“))] x ECldleg'**? (11)

where, V represents the set of all fog and cloud VMs and EW depicts an
ensemble of completed workflows.

The overall energy consumption of a fog VM vm]]-c %9 is given as:

EEC/® = EECActive[°® + EECIdle]® (12)
The overall energy consumption of a cloud VM vmf'**% is given as:
EEC{*“@ = EECActive{®" + EECIdlef'o*? (13)

Thus, the overall energy consumption of all VMs is given by:
TEC = 3, cyfos EECI®? + %, .veoua EECE4 (14)
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4. Scheduling Methodology
4.1 Task Selection Stage

Each task is ranked on the basis of its workflow’s deadline. The task with
the lowest deadline gets the uppermost rank. As a tie-breaking rule, the task
having largest mean computational cost gets prioritized.

4.2 Processor Selection Stage

When the scheduler selects a task, then its expected completion time and
expected energy consumption on a VM is computed. Every VM in the cloud and
fog layer is taken into account. The Expected Energy Consumption of a
component task n; on vm; is computed according to equations (8) and (9)
depending on fog or cloud vm.

a) The ECT of task n; on vm vmyj is calculated as:
ECT(ni' vmj) = max{tavail_data (ni' vmj)' Lavail_vm (ni' vmj)}
+Comp(ni, vmj) (15)
Here, the term t4p4i1 gata (ni, vmj) denotes the time when task n;'s input
will be received by vm; and t4,,441 vm (ni, vmj) depicts the availability time
of vm; so as to initiate the execution of the task n;. To compute the value of

tava”_,,m(ni, vmj), we check if an idle slot exists in the vm;’s schedule. It
is computed as:

idle_slot = tavail_data (ni' vmj) = Cour_time (16)
b) Here, we check if entire task can fit in the identified idle slot
idle _slot > wi/f; (17)

¢) In the event when entire task cannot fit in, then we determine the
maximum feasible repudiated portion 6,4y, of the optional portion of the
ready task in order to prevent exceeding of input error limit for every child
task. This is provided by:

8max; = opi.min {1, iR(IEL; — IE;)} (18)

jEETL
where P; is the set of successors of the task n;.

Consequently, we select the minimum ECT value and the corresponding
Energy Consumption (EECACtiVijC) for that VM. The altenative matrix (AM) is

produced using the Expected Completion Time, Expected Energy Consumption,
Waiting Time, and Resource Utilization metrics. Next, this alternate matrix
(AM) is subjected to Topsis. The steps involved in Topsis are:

1. Normalize matrix AM to obtain values am;; of the matrix A M’

2. Every normalized column of AM'’ is multiplied by its corresponding
weight to yield Weighted normalized matrix BM.

bmij = WtJ X am;J (19)
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Since four criteria are take into consideration, wt;= 0.25.

From weighted normalized matrix BM’, Positive and Negative Ideal
Solutions are obtained.

Compute Eucledian distance of each VM from Positive and Negative Ideal
Solutions.

2
St = Jz;;l(bm; - bmy;) (20)
- _ 2
ST = \/zj?:l(bmj - bmy;) (1)
Compute rank of each VM using the following equation
Si_
i = TSy (22)

The task is placed on the VM with the maximum rank.

5. Performance Evaluation

The proposed work is compared with a baseline technique that does not

employ approximate computations and a state-of-the-art strategy [21]. The state-
of-the-art policy, baseline policy and the proposed work are observed under
difference values of Result Precision Threshold to showcase the efficiency of
the proposed work. The simulation parameters employed in this work are shown

below in Table 1.

Table 1
Simulation parameters
loT Layer
Average rate of data transmission of loT-fog network 25 Mbps
Average rate of data transmission of loT-cloud network 20 Mbps
Fog Layer
Count of fog VMs 32
Operational frequency of Fog VM vCPU 2.5-2.9 GHz
Mean rate of data transfer in Fog network 1 Gbps
Fog VM Energy Consumption Rate during idle time 25-40
Fog VM Energy Consumption Rate during task execution 105-130
Cloud Layer
Count of cloud VMs 32
Operational frequency of Cloud VM vCPU 3-3.8GHz
Mean rate of data transfer in Cloud network 10 Gbps
Fog VM Energy Consumption Rate during idle time 75-100
Fog VM Energy Consumption Rate during task execution 150-175
Workload Characteristics
Number of tasks in a workflow 20-40
Average data size of entry task 1 GB
Average computational volume of component task 8.93x10' clock
cycles
Average communication volume of edge 44.74 GB
Result precision threshold 0.7
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Fig. 1 shows the SLA Violation Ratio of the proposed policy, baseline
policy and state-of the art policy for different number of workflows. It is evident
that for all workload wvalues, the proposed Topsis and Approximate
Computations based strategy, SawTopsis AC, outperformed the other two
strategies, yielding the least violation of SLA. This is attained at a negligible
0.15% decrease in result precision as shown in Table 2.

15
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7.5

5

SLA Violation Ratio

2.5
20 40 60 80 100

No. of workflows

e=@==[CAH e=@==SawTopsis ==@==Proposed Policy

Figure 1
SLA Violation Ratio

The simulation findings in Fig.2 and Fig.3 reveal that, with regard to
Response Time and Energy Consumption, the proposed technique outperforms
both baseline as well as state-of-the-art policies.

Table2
Average Result Precision

No.of workflows FCAH SawTopsis Proposed Policy
20 1 1 0.999427
40 1 1 0.999677
60 1 1 0.998211
80 1 1 0.998231
100 1 1 0.996616

This is achieved due to the consideration of reduction in waiting time and
resource utilization improvement along with the optimization of response time
and energy consumption in the proposed scheduling technique. Further, the
proposed technique takes advantage of the monotone nature of the workflow
tasks to utilize schedule holes where partial tasks can be placed and therefore,
produces optimal schedules which are able to reduce response time and
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simultaneously minimize Energy Consumption of the fog and cloud
computational resources.
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Figure 2
Average Response Time
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Figure 3
Average Energy Consumption

6. Conclusion

In this work, we leveraged approximate computations for scheduling
several real-time IoT jobs in a heterogeneous fog integrated cloud computing
infrastructure. The impact of approximations on timeliness for real-time tasks
has not been thoroughly investigated in a fog-cloud environment. In lieu of this,
we proposed a multi-objective optimization strategy that tried to increase energy
savings while concurrently decreasing workflow response time and the number
of SLA violations by compromising result quality at a negligible rate of 0.15%.
The simulation findings affirmed that the proposed Topsis and Approximate
Computations based workflow scheduling policy performed better than baseline
as well as state-of-the-art policies with regard to response time, SLA violations
and Energy Consumption.
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