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Abstract
  In medical imaging, insurance claims, intelligence systems, forensic investigation, 

criminal investigation, and journalism, digital pictures are playing a bigger role. Nevertheless, 
it is tough to determine if photos are real or not in the sense that freely available editing 
programs could be the only thing that makes changes to them. This study introduces 
an exclusive technique that utilizes JSON Web Tokens (JWT) and perceptual hashing 
(P-hashing) to find picture manipulation. The prescribed method passes the picture’s P-hash 
value within the JWT’s payload part, which is later encrypted with the ES512 algorithm and 
secp521r1 curve for securing and is included in the picture data. Using the transmitter’s 
public key, the receiver decrypts the JWT and calculates a new P-hash on the other end to 
affirm the picture’s authenticity. In case the new computed hash differs from the one in 
the JWT data, the picture has been changed. This method is rapid and can be used without 
block chain; hence, it brings a safe and offline way of verifying the picture’s existence. It is 
also possible to match the calculated hash against the data of known hashes when it comes 
to higher security. Furthermore, the detailed analysis of the method considered in the study 
and its comparison with other picture duplication recognition technologies are also part of 
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the paper, such as deep learning techniques. The results demonstrate that the combination 
of P-hashing and JWT is a perfect solution if the customer is tired of the well-known 
authentication technologies that are implemented in the digital photo and pdf industries.

Subject Classification:  Hashing, JSON, JWT, Forensic.

Keywords: Primary 93A00, Secondary 94A00.

1.  Introduction

The internet and mobile devices [1], technology itself, and the 
presence of high-speed wired and wireless Internet connections have 
made it possible to manage and distribute a large number of data files 
accurately and quickly across various devices and also on the Internet [1, 
2, 3]. In addition to that, the other industry sectors, i.e. advanced medical, 
new auto insurance, legal, being computerized has been in trend in the 
past years. The usage of digital images has been on the rise parallel to the 
growing digital data. As AI gains popularity, the growth of picture editing 
is happening at the same time [3,4]. Because Photoshop and GIMP are the 
two tools that offer the most advanced editing features and they are also 
free and user-friendly. The scope of the impact of the photomanipulation 
tool through the use of validation technologies is ever increasing. Through 
digital signatures, files are in a way checked whether they are original or 
not or the rest of the information included in the file is changed. And so, 
in a digitally driven world, digital certificates and documents are supposed 
to be kept safe and intact.

Image manipulation detecting and the most usual approaches for it 
are watermarking and CNN, or convolutional neural network. The term 
“watermarking” refers to the practice of embedding a watermark into an 
image. An array of methods, mostly invisible, transform domain, non-
blind, blind, and semi-blind watermarking, have been suggested to this 
end. However, each of these methods has its own special challenges and 
disadvantages as well. Invisible watermarking could be an example of the 
fact that the signal overhead only increasing and the deterioration of the 
image quality may be the effect [5, 6]. Because the user not only needs the 
original data to extract the watermark but the additional storage area for 
the carrier signal, non-blind watermarking becomes impractical [5,6]. 
Despite the fact that blind watermarking does not require the original 
data, it is often costly and can be cumbersome to set up [5,6]. Additionally, 
semi-blind watermarking brings more complexity to the system as it 
requires more storage space for keys or additional data [5,6]. Furthermore, 
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spatial domain watermarking is also a bit problematic in terms of its 
security, as it is very simple to establish and comprehend but at the same 
time it is very vulnerable to many types of attacks [5,6]. While they bring 
in the benefit of error resilience, the drawbacks of transform domain 
techniques are their computational resource intensiveness and processing 
speed that make efficiency and scalability seriously problematic [5, 6]. 
Such weaknesses suggest the inevitability of incorporating new more 
capable and drastic measures for the protection of image digital content 
and/or its certification.

Convolutional Neural Networks (CNNs) are the prime technique 
used for classifying different kinds of anomalies in images and also widely 
used [8]. CNNs seeing that they use much more processing resources than 
the traditional classification methods [8]. At the same time, they need a 
considerable additional amount of processing power when compared 
with watermarking techniques [7]. CNNs are of the view of the opinion 
that in addition to the data that is fed to them they also operate at a specific 
level of processing power. One of the major problems in image editing is 
the absence of full datasets. The neural network model can only detect if 
tampering is based on the data, they have been exposed to their 
performance may be hampered in the absence of the original and the 
altered picture data available for training [7,8,9]. There is the possibility 
that the system may ignore the anomaly when an image tampering method 
is different than the training dataset and ultimately will provide false 
negatives. Besides that, the processing capability of the device that the 
CNNs run on also has a dramatic impact in the sense of their capacity to 
detect manipulation [7]. High-speed computers can contribute to the 
process of detection while single-board and low-level devices, which are 
usually employed in embedded technologies, lack the processing power 
needed [7]. These devices cannot access Neural Processing Units (NPUs), 
which are essential for CNNs. This problem becomes even more evident 
in real-time applications and environments with limited computer 
resources [7-9].

CNNs are usually very effective to detect image alteration, 
nevertheless, still most of the digital certificates include the watermarks or 
multi-signature QR codes that can be verified after some time in order to 
ensure the image is authentic [10]. The tradition of adding extra information 
to the image during the production process, such as with watermarks, so 
that it can be retrieved and confirmed after some time is a cornerstone of 
the conventional image authentication methods. However, these methods 
also have their drawbacks in that they necessitate modifying the source 
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image and therefore expose the embedded data to deletion or modification. 
Not all CNNs have become practical in real settings since most of their 
intricate setups and model training requirements, which are only possible 
to be worked on the latest and best equipped systems. Moreover, the 
computational resources devoted to CNN model training have also 
restricted their broad implementation [10,11].

In this study, we aim to combine JSON Web Tokens and Perceptual 
Hashing (P-hashing) to develop an innovative technique for image editing 
detection in the context of digital certificates. This brand-new method 
intends to let us affirm the authenticity of these images and also cut down 
use of resources for CNNs by a big margin. Our method is an appropriate 
solution to the problem of checking if tampering was done in the case of 
digital certificates without the complicated and high computational costs 
associated with classical CNN-based techniques. The security afforded by 
JWT and the robustness of the P-hashing method applied to image 
comparison allows for the simplicity and efficiency of the task. 
Consequently, this paper is a paradigm shift in the light of forensic image 
and provides businesses with a more scalable and less intimidating 
solution to digital asset integrity protection than the ones previously 
available.

2.  Methodology

JSON Web Tokens (JWTs) are very similar to PHP cookies and are 
usually the main tool for authenticating clients to a server [12,13]. 
Technically, a JWT consists of three parts: the header, claims, and hash. 
There are timestamps reflected in the token along with the time it was 
issued, the time it will expire, the perceptual hash (P-hash), and other 
related aspects [14] that are prescribed in the claims section. Moreover, 
this claims data is included in the payload, which is then accepted with 
SHA512 encryption and then signed with the ECDSA (Elliptic Curve 
Digital Signing Algorithm). The hash or the third part of the JWT is in fact 
the same data that has been hashed and then encrypted using an encryption 
algorithm. Typically, this is to guarantee the integrity of claims; the claims 
are hashed and the JWT’s hash part is decrypted using the decryption key, 
exposing a hash. It is only after both of the hashes have been compared, 
and found to be matching that the JWT is verified and confirmed. With 
this operation, the digital certificates’ uptime, integrity, and authenticity 
are ensured [12,13]. Figure 1 shows the JWT structure.
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Figure 1
Structure of a JWT

Unlikely other hashing algorithms, which SHA512 is an example of, 
perceptual hashing (P-hash) is a special algorithm [14]. Perceptual hashing 
is designed to cope better with the particular difficulties occurring in 
certain data types, for example, images, which are not at all solved by 
traditional hash functions that, on the contrary, exhibit a very low degree 
of tolerance to the smallest data input changes, hence, they produce 
completely different hash values when the image is compressed. Formats 
like JPEG [14,15], that are based on lossy compression techniques, disable 
the use of the traditional hash algorithms for the images. The embedded 
compression mechanisms of these codecs may sometimes result in loss of 
some data. Such data loss might change the hash value significantly, even 
though the visual content of the image is almost unaltered. Thus, the 
introduction of changes that are not unique to the digital object may be 
incorrectly detected as tampering, although in reality they are just the 
remaining traces of the compression algorithm of the image [14, 15]. The 
high sensitivity of the algorithm may lead to vulnerabilities that come 
from the evolution of the image in the process of resaving and compression. 
In order that the integrity verification of the images and other similar data 
types be both more accurate and more reliable perceptual hashing creates 
hash values that are able to withstand benign transformations [14].

The SHA512 hashing technique is used to produce a safe and reliable 
hash, which is then incorporated into a JSON Web Token (JWT) once the 
image’s P-hash has been determined. The Elliptic Curve Digital Signature 
Algorithm (ECDSA) using the secp521r1 curve is then used to encrypt this 
hash.
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When contrasted with other encryption algorithms such as RSA [16]
[25], elliptic curve cryptography (ECC) is faster. It is well demonstrated 
that ECC provides greater security for the same length of keys. To illustrate, 
an ECDSA with a 256-bit key is the same as an RSA algorithm with a 3072-
bit key in terms of security [16, 19, 20]. 256 bits is a far cry easier and less 
resource-intensive than a 3072-bit key [16, 19, 20] to be spent Elliptic curve 
cryptography is a rather recent sphere of science. In the course of time, 
researchers have intensified their efforts to make the technology more 
efficient and secure, and they have also been doing their best to fix the 
security flaws [14]. Moreover, many experiments have come to the finding 
that ECC is superior to other hardware on both lower processing power 
and 32-bit platforms [17,18]. NIST-recommended secp521r1 curve is said 
to be the most efficient curve [24] and it is so because it utilizes Mersenne 
Prime and quicker residue multiplication modulo.[18]. Research 
contributions and developments of these techniques will continue, leading 
us to the conclusion that ECC will still be a strong and secure cryptographic 
technique in the face of ever-changing security threats [16].

The National Institute of Standards and Technology (NIST) has 
introduced the secp521r1 curve, which is a prime curve with a 521-bit 
prime number that provides strong cryptographic security [16 17, 18]. In 
fact, this is the first revision of the specification, as is indicated by the “r1” 
designation. The secp521r1 is among the most vulnerable curves 
expressing one among the most reliable alternatives demonstrating 
security criteria [16, 17]. The encrypted P-hash is now part of the JWT, 
which is combined with the image’s information, such as EXIF data [21]. 
So, this, in fact, is an [26] element of the security whereby a person can 
later communicate to the server by looking at the p-hash of the image the 
embedded p-hash with or to the original hash the image’s integrity. Figure 
2 shows the process outline.

Figure 2
Outline of the process
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The same procedure is applied to the photo to check if its tampered, 
the JWT after this is compared with the cached JWT of the image in the 
EXIF data. If they are the same, the photo has not been tampered with. In 
the event JWT comparing returns a mismatch, the image is deemed altered.

3.  Challenges and Limitations

Still, aside from the implicit advantages of speed and precision in the 
detection of tampered pictures, this method also has some obvious 
drawbacks. One of the key shortcomings of this method is that it does not 
allow for localization. As a result, one cannot determine the exact area of 
a picture that has been manipulated. Moreover, this method still has room 
for improvement in the processing of EXIF data [22]. The procedure of 
verifying integrity is the weak point that may be taken advantage of by a 
skillful adversary who modifies or removes the EXIF data, even if the 
ordinary user may not so do. In addition, there are certain programs that 
tend to delete the EXIF data [22,23], thereby inadvertedly removing the 
embedded JWT, resulting in the picture manipulation’s identification 
errors. Though, it is able to use the hash of the forgone file on the 
manipulated picture to confirm the integrity of the original image, the 
method requires access to the original photo so that it can be verified. 
Thus, it is only suitable for some use-case scenarios.

4. Future Directions

Much of the new AI technology now comes with a specific feature of 
tamper detection along with other AI capabilities for filtering materials 
and detecting fake images. The use of this tactic would give us an excellent 
means to improve tampering detection as it develops. Moreover, high 
levels of technology have been experiencing in the domains of picture 
fingerprinting and recognition with the aid of several types of EXIF data 
and hash-based approaches. Research has shown that, with some more 
iterations, the technique might be a proven tool to the ongoing effort to 
assure the integrity of the image and its validity.

5. Results

The testing was done on a dataset of four thousand images, the 
program was written in python and tests were performed on a laptop with 
intel i5-1155G7 and with 16GB of RAM, the entire calculation of the hashes 
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and the JWT along with them in the EXIF data took about 5 minutes with 
an average CPU usage of about 14% and an average RAM usage of about 
15%. The following graph shows the CPU and RAM data. Figure 3 shows 
the CPU and memory uses.

6. Conclusion

This study demonstrates a unique approach to pinpointing 
manipulated images. The method, which is more reliable and efficient 
than the common methods (such as convolutional neural networks (CNNs) 
and watermarking), is proposed. This technicality involves JSON Web 
Tokens (JWTs) that will act as a guarantee that the hash value will not 
change and that will thus improve the integrity verification process. The 
hash function is calculated by the system while at the same time the hash 
is generated using some components, for example, a constitutional hashing 
function, which was originally created for recording information on 
compressed photographic images and is very resistant to their 
decompression methods. The study elaborates on the said technologies’ 
usage on low-resource devices to provide fast and accurate photo 
tampering detection. A total of 4,000 photographs require 400MB of 
Random Access Memory (RAM) for the perceptual hash (P-hash) 

Figure 3
CPU and Memory Uses
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calculation. In about five minutes, the whole process was completed using 
a laptop with Intel i5-155G7 processor and 16GB of RAM which shows the 
method’s efficacy in resource-constrained environments.
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