
©

Innovating cybersecurity : The evolution of zero trust architecture 
amid emerging technological paradigms

B. Rama Subbaiah *
Department of Computer Science and Engineering
Rajeev Gandhi Memorial College of Engineering and Technology
Neerawada, X Roads
Nandyal 518501
Andhra Pradesh
India

K. Rajendra Prasad §

R. Obulakonda Reddy †

Department of Computer Science and Engineering (Cyber Security) 
Institute of Aeronautical Engineering 
Dundigal
Hyderabad 500043
Telangana
India

Krushima Soma ‡

Department of Computer Science and Engineering (Data Science)
Malla Reddy University
Dulapally
Hyderabad 500043
Telangana
India

Mallikarjun Yaramadhi @

Department of Computer Science and Engineering (Data Science)
Institute of Aeronautical Engineering 
Dundigal
Hyderabad 500043
Telangana
India

*	E-mail:	subhashrgmcet@gmail.com (Corresponding Author)
§	 E-mail:	krprgm@gmail.com
†	 E-mail:	rkondareddy@gmail.com
‡	 E-mail:	krushima.r@gmail.com 
@	E-mail:	yaramadhimallikarjun@gmail.com

Journal of Information & Optimization Sciences
ISSN  0252-2667 (Print), ISSN  2169-0103 (Online)
Vol. 46 (2025), No. 2, pp. 453–466
DOI : 10.47974/JIOS-1927

http://www.tarupublications.com
mailto:subhashrgmcet@gmail.com
mailto:rajakumar.rajaboina@gmail.com
http://dx.doi.org/10.47974/JIOS-1927


454� B. R. SUBBAIAH ET AL.

Elangovan Muniyandy #

Department of Biosciences
Saveetha School of Engineering
Saveetha Institute of Medical and Technical Sciences
Chennai 602105
Tamil Nadu
India 

and

Applied Science Research Center
Applied Science Private University
Amman
Jordan

Keerthana Palaparthy $

Department of Computer Science and Engineering (Cyber Security)
Institute of Aeronautical Engineering 
Dundigal
Hyderabad 500043
Telangana
India

Abstract
In today’s rapidly advancing technological landscape, emerging areas such as 

Augmented Reality (AR), Virtual Reality (VR), blockchain, and quantum computing present 
significant potential for innovation. However, they also introduce considerable risks, 
including data breaches, privacy violations, and various security vulnerabilities. This paper 
explores the integration of Zero Trust Architecture (ZTA) is a robust frameworks for security 
to address these challenges. By applying ZTA principles, which involve continuously 
verifying and validating all access requests, a secure environment can be established where 
only authorized users and devices are permitted access. This approach is essential for 
mitigating the real-world security threats associated with AR, VR, blockchain, and quantum 
computing, enabling organizations to adopt these technologies securely and effectively.
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1.  Introduction

Zero Trust Architecture (ZTA) one of the model of security 
fundamentally challenges the conventional security model that relies on 
defining a network boundary [1] which assumes that everything within 
the network is trusted once the initial perimeter defenses are breached. 
Unlike conventional models that assume everything within the network is 
safe, ZTA operates on the principle of “verify everything and trust 
nothing.” It examines every request and does not trust any part of the 
network [2] by default. No matter where a request comes from or what it 
involves, every access attempt is thoroughly authenticated, authorized, 
and encrypted before being allowed.

Core Principles of ZTA:
•• Continuous Verification: One of the foundational principles is the 

ongoing validation of all aspects related to access. This means that 
user identities, device health statuses, and application behaviors 
are continuously monitored and verified. Rather than relying on a 
one-time verification at the network’s edge, ZTA [3][4][5] demands 
real-time assessment to ensure that access remains appropriate 
throughout the entire session.

•• Data-Centric Security: Unlike traditional security models that concentrate 
on defending the network’s perimeter, ZTA focuses on protecting data. It 
emphasizes securing data no matter where it is stored or how it moves, 
ensuring it stays protected against unauthorized access and breaches.

Emerging technologies like AR/VR, blockchain, and quantum computing 
present unique challenges and opportunities for cybersecurity. ZTA’s 
principles align well with these technologies due to the following 
reasons:

•• Data Privacy: The sensitive data managed by emerging technologies 
like AR/VR and blockchain requires strict privacy protections. The data-
centric approach of Zero Trust Architecture (ZTA) safeguards sensitive user 
information from unauthorized access, addressing the increased privacy 
concerns linked to these technologies.

•• Quantum Threats: Quantum computing states that significant risk 
cryptographic algorithms, potentially compromising current encryption 
methods and exposing data to new vulnerabilities. Zero Trust Architecture 
(ZTA) counters this emerging risk by implementing continuous verification 
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and investigating the use of post-quantum cryptographic techniques. 
This forward-thinking approach helps and one of the challenging task in 
quantum computing and maintains ZTA’s effectiveness against evolving 
technological threats. The working of ZTA shown in figure 1.

II.  Literature Review

Recent cybersecurity [5] research has increasingly focused on 
applying Zero Trust Architecture (ZTA) to emerging technologies like 
Augmented Reality (AR), Virtual Reality (VR), blockchain, and quantum 
computing. As organizations increasingly integrate these technologies, it 
becomes crucial to explore how ZTA principles can be leveraged to address 
the distinct security challenges they pose. This literature review examines 
the current research on ZTA and its application to AR/VR, blockchain, 
and quantum computing, emphasizing notable studies, findings, and 
gaps in the existing literature [7].

Figure 1
General working of ZTA
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Zero Trust Architecture (ZTA) has become increasingly relevant in 
critical infrastructure and cybersecurity fields. Syed et al. [3] offers an in-
depth survey of ZTA, detailing its fundamental principles, including 
continuous authentication, stringent access controls, and micro-
segmentation. Their paper reviews advanced techniques for implementing 
ZTA, such as encryption, access control systems, and trust computation 
models, and identifies both challenges and future research needs for 
applying ZTA effectively in critical infrastructure. This article provides a 
foundation for understanding how Zero Trust principles play a viral part 
in safeguarding modern digital spaces, particularly in the expanding and 
intricate network of the IOT and VR [12]. 

Li, Iqbal, Saxena [1] investigate examining the use of Internet of 
Things (IoT) Zero Trust principles and exploring how emerging 
technologies such as 5G, blockchain, and artificial intelligence are 
enhancing IoT networks. Their research highlights that as IoT devices 
proliferate and 5G networks [8] expand, new security challenges emerge, 
such as managing extensive device access and ensuring secure 
communication. The authors propose a blockchain-based BasIoT’s Zero 
Trust security framework, which aims to securely authenticate and manage 
device access in future IoT environments (FIoT). This framework leverages 
blockchain’s decentralized characteristics to enhance security, illustrating 
the significance of integrating Zero Trust principles within the IoT 
landscape.

Al Shehhi and Otoum [6] address the application of Zero Trust 
principles in virtual environments, particularly within the Metaverse. 
Their study explores how ZTA can be utilized to secure the Metaverse 
using blockchain technology. The Metaverse [6], an evolving platform that 
merges VR and AR, faces unique security challenges, such as data privacy, 
identity verification, and secure user interactions. By proposing a 
blockchain-based ZTA for the Metaverse, the authors demonstrate how 
this architecture can improve trust and security by providing transparent 
and immutable list of user activities. From findings suggest that adopting 
Zero Trust principles can effectively mitigate the risks associated with 
conventional Metaverse platforms, ensuring a more secure and reliable 
virtual space.

The field of virtual and augmented reality adds further complexity to 
cybersecurity. A recent study presented at the 2022 IEEE 2nd International 
Conference on Intelligent Reality highlights the unique security challenges 
related to VR and AR technologies. The paper identifies several 
vulnerabilities, including data theft, identity impersonation, and potential 
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physical harm. Unlike traditional cybersecurity threats [2], these issues 
extend into both virtual and physical realms, where motion data can be 
exploited for malicious purposes and the blurred distinction between 
reality and virtual experiences can introduce new forms of social 
engineering attacks. The research suggests that integrating a Zero Trust 
approach with standard cybersecurity practices and blockchain technology 
could provide a robust framework to tackle these emerging threats.

III. Impact of zero trust architecture on emerging technologies

A.   Augmented Reality (AR) and Virtual Reality (VR)

Augmented Reality (AR) and Virtual Reality (VR) leverage 
sophisticated technologies to deliver immersive experiences. 

Figure 2 shows the implementation of ZTA in AR/VR.

Figure 2
Implementation of ZTA in AR/VR

Hardware Components: AR and VR headsets generally feature lenses, 
various sensors (like gyroscopes, accelerometers, and cameras), and a 
display.

•• Software: Specialized software processes sensory data, renders virtual 
content, and overlays it onto the actual world (AR) or makes a completely 
engaging virtual environment (VR).

•• Tracking: AR and VR systems use various tracking methods, including 
inside-out tracking (relying on sensors within the headset) or outside-in 
tracking (using external cameras), to determine the user’s position and 
orientation.
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While AR and VR offer immersive experiences, they also introduce 
unique security challenges.

Data Privacy

•• Sensitive Data Collection: AR/VR applications often collect a vast 
amount of personal data, including location, facial features [15], and 
health information. This data can be highly sensitive and requires robust 
protection.

•• Data Sharing: AR and VR experiences often require data sharing with 
third-party services or other users, which can elevate the potential for data 
breaches and unauthorized access.

Access Control

•• User Authentication: Verifying user identities in AR/VR can be difficult 
due to factors like headset occlusion. Robust authentication techniques, 
including biometric verification or multi-factor authentication, are crucial.

•• Permission Management: Managing user permissions and access levels 
within AR/VR applications can be complex. It’s crucial to restrict user access 
to only the data and features necessary for their tasks.

Zero Trust Architecture (ZTA) presents an effective strategy for 
overcoming contemporary security challenges.

Identity Management

•• Multi-Factor Authentication (MFA): Enhancing identity verification in 
AR/VR environments can be achieved by utilizing multiple authentication 
factors. This method involves multiple factors: knowledge-based verification 
(like a password), possession of a physical item (such as a device), and 
personal attributes (such as biometric data). By combining these elements, 
security is enhanced through the requirement of diverse authentication 
methods[11].

•• Contextual Authentication: Considering factors like location, device, and 
application usage can provide additional layers of security.
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Access Controls

•• Dynamic Access Controls: Adjusting access controls based on user 
behaviour, time, and location can enhance security and prevent unauthorized 
actions.

•• Micro-segmentation: Dividing AR/VR networks into smaller segments 
can help isolate vulnerabilities and limit the spread of malware.

B.  Blockchain

Blockchain is a distributed[14] ledger system designed to provide 
secure and transparent transaction recording. It consists of a chain of 
blocks, with each block containing a set of transactions. Once a transaction 
is validated, it is added to a new block, which is then connected to the 
preceding block, forming a continuous and chronological sequence. This 
structure makes it challenging to alter past records. Figure 3 shows the 
implementation of ZTA in Blockchain.

Figure 3
Implementation of ZTA in Blockchain

Security Challenges in Blockchain:

•• 51% Attacks: A 51% attack transpires when a hostile group or organization 
seizes more than half of the processing capacity of a blockchain network, 
allowing them to control transaction validation processes and compromise 
the overall integrity of the network [9-10].

•• Sybil Attacks: Sybil attacks involve the creation of numerous fraudulent 
identities, allowing adversaries to gain disproportionate influence over a 
blockchain network. This tactic is often employed to manipulate consensus 
algorithms or distort decision-making mechanisms.
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•• Smart Contract Vulnerabilities: Smart contracts, which function as 
self-executing agreements embedded within the blockchain, are prone to 
security vulnerabilities. These include re-entrancy attacks, integer overflow 
errors, and other coding flaws that could be exploited to alter contract 
behavior.

C.  Quantum computing

In contrast to classical bits, which are limited to binary states of 0 or 
1, quantum bits (qubits) harness the principle of superposition, allowing 
them to exist in multiple states concurrently. This characteristic facilitates 
parallel computation, granting quantum systems the potential to address 
computational challenges that surpass the capabilities of classical 
architectures.

Quantum Threats to Encryption:

•• Shor’s Algorithm: Shor’s algorithm revolutionizes the factorization of big 
integers by operating at exponentially faster speeds compared to classical 
algorithms, posing a significant threat to the integrity of widely adopted 
public-key cryptographic frameworks, including RSA and ECC.

•• Grover’s Algorithm: Although less disruptive than Shor’s algorithm, Grover’s 
algorithm enhances the efficiency of brute-force attacks on symmetric-key 
encryption, effectively reducing the security of such schemes.

Figure 4
ZTA Adaptions for Quantum Computing

Figure 4 shows the ZTA adaptions for quantum computing. To 
effectively counteract the threats [2] posed by quantum computing, Zero 
Trust Architecture (ZTA) frameworks may be enhanced by integrating 
post-quantum cryptographic solutions. This process includes several 
strategic measures:
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•• Quantum-Resilient Algorithms: Replacing conventional cryptographic 
protocols with algorithms specifically designed to withstand quantum-
based attacks.

•• Quantum Random Number Generators (QRNGs): Utilizing quantum 
random number generators to generate entropy of the highest quality, 
thereby bolstering the cryptographic systems’ resistance to threats.

IV. Analysis

The following charts illustrate the diverse security risks associated 
with cutting-edge [13] technologies, including quantum computing, 
augmented reality (AR), virtual reality (VR), and blockchain. The 
percentages provided serve as approximate indicators, acknowledging the 
dynamic nature of these risks as advancements in technology unfold and 
new countermeasures emerge.

Figure 5
Quantum Computing Threat Contributions

In the domain of quantum computing, Shor’s Algorithm represents 
a considerable danger to cryptography systems using public key, 
accounting for approximately 60-70% of the quantum security risk 
landscape. Its high potential for disruption escalates in conjunction with 
advancements in quantum computing technology. Conversely, Grover’s 
Algorithm, while exerting less influence, contributes around 30-40% to 
the overall threat, imposing a moderate to high-risk contingent upon the 
pace of quantum developments. Figure 5 and 6 shows the quantum 
computing threat and quantum threat contributions respectively.
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Figure 6
Blockchain Threat Contributions

In the case of blockchain systems, these figures are subject to 
fluctuation based on a multitude of variables, such as the specific 
implementation of blockchain protocols, the scale of the network, 
consensus algorithms employed, and existing security safeguards. A 
comprehensive risk assessment tailored to each blockchain infrastructure 
is necessary to derive precise risk evaluations, as the general estimates 
may not fully capture the nuances of each system.

Figure 7
AR/VR Threat Contributions
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Figure 8
Contribution of Security Measures to ZTA

Figure 7 shows the quantum computing threat contributions. For AR 
and VR systems, the risk percentages are derived from general industry 
trends and may vary based on the system’s unique deployment context, 
application, and the robustness of implemented security controls. To 
achieve a more granular risk evaluation, a dedicated security audit aligned 
with the specific AR/VR deployment is recommended.

Figure 8 shows the contribution of security measures to ZTA. In Zero 
Trust Architecture (ZTA), key elements such as airtight access management 
(accounting for 30-40% of the overall risk mitigation effort), rigorous 
device and user authentication (40-50%), and robust network segmentation 
(20-30%) play pivotal roles in securing access points, enhancing 
authentication protocols, and limiting lateral movement within networks. 
The integration of ZTA into emerging technologies reinforces an 
organization’s security infrastructure, enabling a significant reduction in 
vulnerability exposure and effectively mitigating the associated risks.

V. Conclusion and future scope

Significant security issues as well as fascinating potential are 
presented by the intersection of blockchain, AR/VR, and quantum 
computing. With their immersive experiences, AR and VR present fresh 
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approaches to interacting with digital content. Blockchain provides a 
transparent and safe platform for data storage and transaction management. 

Despite its potential, quantum computing threatens current 
encryption techniques. 

Organizations must take a comprehensive security approach to 
handle these issues, that incorporates ZTA principles, blockchain 
technology, and post-quantum cryptography. This includes implementing 
robust identity management, access controls, and real-time monitoring, as 
well as leveraging the benefits of blockchain for data integrity and 
transparency.
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