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Abstract

Credit card fraud presents a serious threat to financial institutions, causing substantial
financial and reputational damage. To address this, the proposed method combines a
neural network with a rule-based system to enhance fraud detection. This hybrid model
effectively examines credit card transactions by capturing complex patterns and integrating
expert insights, improving accuracy and minimizing false positives. By leveraging human-
understandable rules and domain knowledge, the approach enhances transparency in
decision-making processes. This innovative solution represents a significant advancement
in fraud detection, helping financial institutions mitigate losses while ensuring greater trust
and security in financial transactions.
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1. Introduction

The increasing use of credit cards has led to higher transaction
volumes and a rise in fraudulent activities, making fraud detection a
critical challenge for financial institutions. Traditional methods like neural
networks often struggle with interpretability and false positives [8]. Recent
advancements, such as Random Forest algorithms, have improved
detection speed and accuracy [2], while deep neural networks excel at
identifying complex transaction patterns [3]. Preprocessing and algorithm
selection significantly impact fraud detection performance [10].

In response, the proposed hybrid approach combines neural network
precision with rule-based transparency, reducing false positives and
enhancing interpretability. By integrating domain-specific knowledge,
this method enables better real-time fraud monitoring and decision-
making. Figure 1 illustrates the upward trend in credit card users and
transaction volumes over recent years.
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Figure 1
Growth Graph

2. Literature Review

T. Jemimah Jebaseeli [2] introduced an unsupervised Random Forest
algorithm that enhanced fraud detection speed and accuracy but showed
limited applicability beyond credit card transactions.

Xiaohan Yu [11] proposed a deep neural network method that
improved accuracy and reduced manual feature engineering but faced
challenges with scalability, computational efficiency, and decision-making
transparency.
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S. P. Maniraj [9] emphasized preprocessing, visualization, and
anomaly detection but overlooked ethical concerns like data privacy and
bias.

Dejan Varmedja [10] highlighted the importance of preprocessing
and algorithm selection but lacked validation in real-world fraud detection
scenarios.

S. KSRK [5] proposed the LGDCB framework, improving texture
classification and offering solutions for fraud detection.

N. Perveen et al. [6] developed a dynamic kernel-based approach,
enhancing fraud detection by adapting to changing patterns.

K. R. Prasad [7] highlighted the role of distributed computing in
scaling fraud detection systems for large datasets.

3. Existing Method

Deep neural network models play a crucial role in credit card fraud
detection, leveraging their ability to process vast data and extract intricate
patterns without explicit feature engineering [3]. Techniques like log
transform and focal loss address data skewness and hard examples during
training [11]. However, their lack of transparency makes it difficult to
interpret flagged transactions [4]. Additionally, these models require
extensive preprocessing and parameter tuning, which can be resource-
intensive [9]. They also struggle to incorporate domain-specific knowledge,
potentially missing critical fraud patterns [8].

4. Problem Statement

e Current fraud detection methods, primarily based on neural
networks, lack of transparency and understanding among
stakeholders due to the complex nature of the models.

e Conventional fraud detection systems may produce a high number
of false positives, resulting in unnecessary inconvenience for
legitimate cardholders and increased operational costs for financial
institutions.

* Current fraud detection methods may not provide comprehensive

analysis and interpretation of credit card transactions, hindering
informed decision-making in fraud prevention efforts.
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Existing fraud detection systems may struggle to accurately identify
fraudulent transactions, potentially leading to financial losses and
reputational harm for financial institutions.

5. Proposed Method

The proposed method combines a neural network with a rule-based

system to improve credit card fraud detection. By integrating domain
knowledge and human-understandable rules, this hybrid model

enhances transparency and enables a more comprehensive transaction

analysis. It captures intricate patterns and expert insights, providing a

robust solution without claiming superiority over existing methods. The

objectives of the proposed method are:

1.

Enhance transparency in fraud detection by incorporating human-
understandable rules through the rule-based system.

Minimize false positives in fraud detection results by combining
neural network capabilities with domain-specific knowledge
embedded in rule-based systems.

In order to provide thorough analysis and interpretation of credit
card transactions, integrate neural networks with rule-based systems
to enable better informed decision-making in fraud detection
procedures.

Increase fraud detection accuracy by leveraging the complementary
strengths of a neural network with a rule-based system to identify
complex patterns.

6. Methodology
6.1 Hybrid Fusion

To achieve the outlined objectives, a hybrid fusion involving a neural

network as well as a rule-based system is applied in the fraud detection

process. The neural network predicts fraud, which is further analyzed by

the rule-based system with domain-specific rules. This approach improves

accuracy, reduces false positives, and offers transparent insights for better

decision-making. The method involves the following steps:
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6.1.1  Data Collection and Preprocessing

The IEEE CIS 2019 dataset, available on Kaggle (“https://www.kaggle.
com/competitions/ieee-fraud-detection/data”), is used in both the training and
testing of the model [11]. The dataset includes 519,000 transactions, with
80% for training and 20% for testing. It features transaction details, card
information, and anonymized data derived from PCA to preserve user
privacy. Preprocessing methods applied include scaling numerical
features, encoding categorical variables, handling missing values.
Addressing class imbalance using SMOTE (Synthetic Minority Over-
sampling Technique) [1]. Table 1 outlines the dataset features, their
descriptions, and types.

Table 1

Features Table

Data Type Feature Details

isFraud: Indicates whether the transaction is fraudulent.

card1 — card6: Information related to the card used in the
transaction.

Categorical | addrl - addr2: Address details associated with the transaction.
M1 - M9: Anonymized features related to the transaction.
P_emaildomain: The email domain of the purchaser.
R_emaildomain: The email domain of the receiver.

TransactionAmt: The monetary value of the transaction.
dist1 — dist 2: Geographical distance between transaction
locations.

C1 - C14: Anonymized numerical features derived from the
data.

D1 - D15: Additional set of anonymized numerical features.
V1-V339: A further set of anonymized features used for
transaction analysis.

Numerical

TransactionID: A unique identifier for the transaction.
Time/ID TransactionDT: The timestamp of the transaction, indicating
when it occurred.

6.1.2 Neural Network Model Development

The neural network consists of Input, Hidden, and Output layers
with dense connections, ReLU activation in hidden layers, and sigmoid in
the output for binary classification. Dropout regularization (0.4 for hidden,
0.5 for input layers) and batch normalization stabilize training. A learning
rate of 0.0005 ensures steady convergence. The model is optimized using
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Figure 2
Overview of the Neural Network Model

backpropagation and the Nadam optimizer, which combines Nesterov
and RMSprop for improved convergence. The binary cross-entropy loss
function guides optimization by comparing predicted probabilities with
actual outcomes. The Nadam optimizer adjusts the learning rate for
efficient training. Figure 2 illustrates the overall design of the neural
network model.

The model starts with random weights and biases, and during the
forward pass, input data generates predictions using the neural network
function f, computed as

b, = f(x;W,b)

ReLU activation functions are applied to introduce non-linearity. The
binary cross-entropy loss is calculated as

L= ENLA,y)
where £ denotes the chosen loss function. Backpropagation updates
parameters using Nadam, and EarlyStopping and ReduceLROnPlateau
prevent overfitting, tracking metrics over 20 epochs.
6.1.3 Development of Rule-Based System

The rule-based system employs specific thresholds and patterns,
such as transaction amounts, frequencies, locations, and spending
behaviors, to detect fraud. It combines neural network model predictions
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Figure 3

Integrated and Sequential Processing Pipeline

with transaction history and account details for a holistic analysis,
implemented via Python functions with conditional logic.

6.1.4 Integration and Sequential Processing

The neural network model and rule-based system are combined in a
sequential pipeline. Neural network model outputs guide the rule-based
analysis, ensuring accurate, transparent decisions and reducing false
positives. Figure 3 illustrates the data flow from financial institutions to
the decision-making stage.

6.1.5 Evaluation

This evaluation measures the accuracy of the fraud detection system
by comparing its predictions against truth labels.

Correct Predictions

Accuracy=——~———~
Y Total Predictions

7. Implementation

The fraud detection system prepares the dataset by splitting it into
training and testing sets, followed by preprocessing (scaling, imputing
missing values, one-hot encoding). The neural network is trained with
early stopping and learning rate reduction to prevent overfitting. A rule-
based system analyzes the model’s output using predefined rules. Both
systems are integrated into a sequential pipeline, with performance
evaluated using accuracy.
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8. Results

The hybrid model achieved an impressive 98.41% accuracy, surpassing
traditional models like Naive Bayes, Logistic Regression, and SVM. Table
2 presents the accuracy values of various models, with data for the other
models sourced from [11].

9. Conclusion and Future Scope

The hybrid method combining neural networks and rule-based
systems enhances credit card fraud detection by improving accuracy and
reducing false positives. It leverages neural network pattern recognition
and the interpretability of rule-based systems, offering transparency and
adaptability to evolving fraud patterns. This solution improves security,
reduces operational costs, and overcomes limitations of traditional
methods, protecting both institutions and customers.

Future work can optimize the neural network and refine the rule-
based system for better performance. Real-time implementation and
expansion into other domains, like insurance claims or online retail, could
further enhance its impact. As credit card usage grows, this method
ensures secure transactions and builds customer trust.
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