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Abstract

As the number of devices connected are more in the Internet of Things (IoT), these
devices create different data sharing, which leads to security and privacy issues. Current
IoT cybersecurity solutions often lack accuracy, learning difficulties, and inaccurate costs.
A novel DDoS attack detection framework is proposed based on hybrid binary grey wolf
optimization (BGWO) metaheuristic algorithm and SHAP to solve these problems. A
hybrid model of SHAP-BGWO is proposed to optimize feature selection. Machine learning
tree classifiers are used to evaluate the performance on BoI-Iol dataset. The results of the
above data, including accuracy, demonstrate the effectiveness of our SHAP-BGWO based
framework in predicting DDoS attacks on Iol systems, providing solutions to improve IoT
security. SHAP is combined with BGWO to achieve 99+% accuracy using AdaBoost, Random
Forest and decision tree respectively.

Subject Classification: 68T05, 92B20.

Keywords: SHAP, BGWO, SMOTE, DDoS, Random forest, Decision tree, Mathews correlation
coefficient.

1. Introduction

IoT-enabled networks facilitate connecting diverse devices, allowing
them to communicate and share data seamlessly. These networks enable
everyday objects to communicate and collaborate on tasks, enhancing
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efficiency and convenience in various sectors like healthcare, industry,
transportation, and agriculture [1]. The goal of IoI-enabled networks is to
enhance the quality of life by addressing everyday challenges and
enhancing overall productivity [2]. These networks facilitate seamless
connectivity and data exchange among devices, fostering innovation and
enabling new applications and services. By integrating intelligent
technology into common objects, IoI-enabled networks pave the way for a
more interconnected and efficient world [3]. In recent years’ cyber threats
have increased in the Iol' environment. The most common are DDoS and
DoS [4]. DDoS attacks use many hijacked devices [5] from different places
to attack together, while DoS attacks come from one source. These attacks
can cause serious damage, so it is crucial to have strong defenses and plans
to protect against them. This research looks into how DDoS and DoS
attacks work, their effects, and ways to stop them, to keep networks safe
and services running smoothly [6]. An IDS serves as a valuable tool for
analyzing and looking after potentially suspicious activities within a
network [7]. It acts as an additional layer of defense, particularly useful
when encryption methods fail to secure the network. Intrusion implies
any harmful action that threatens sensor nodes. The IDS using machine
learning [8] examines machine and user behavior, identifies known
intrusion patterns, and detects potentially harmful network activity [9].

2. Literature Survey

In [2], this research article proposed pigeon-inspired optimization
(PIO) for selecting features and included one-class classifiers such as OC-
SVM, iForest, and LOF. In [9], this research article on Binary Grey Wolf
Optimization for Feature Selection used eighteen distinct datasets. Two
binary approaches (bGWO1 and bGWO2) were contrasted with Particle
Swarm Optimization and Genetic Algorithm. In [10,11],this research
article used the UNSW-NB15 dataset and used a technique called
GSGW-DT for best feature selection. In [12], the research article used
NSGA-II-based techniques along with PCC, Chi2 and PCC to select
features, aiming for better accuracy. Support Vector Machine gives
accuracy of 99.48%. In [13], this research article applied Genetic-based
Enhanced Grey Wolf Algorithm (GB-EGWO) on NSL-KDD to pick out the
most important features. Specifically, when tested on the NSL-KDD
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dataset, the GB-EGWO algorithm achieved 98.622% accuracy. In[14],this
research article proposed combining a modified version of the binary
Grey Wolf Optimization (GWO) with Particle Swarm Optimization (PSO)
for feature selection. NSL-KDD99 and UNSW-NB15 were used for
evaluation using different metrics. In [15], this research article focuses on
improving intrusion detection systems (IDS) by combining the Grey Wolf
Optimization (GWO) algorithm with Extreme Learning Machine (ELM).
Model was tested on the UNSW-NB15 dataset. The combined method
achieved an accuracy of 81%. In [16], this research article aimed to improve
network intrusion detection using Grey Wolf Optimization (GWO)
algorithm. Using the KDD CUP 99 dataset, researchers used GWO to
choose important features, reducing the dataset’s size. By using classifiers
like KNN, SVM, and GRNN, they achieved a 75.80% accuracy.

In [17], this research article combined CGWO and One-Class Support
Vector Machine (OC-SVM) classifiers without using any Feature Selection
(FS) technique on the Scada dataset. The results showed high accuracy,
with 95.76% and 95.82%.In [18],this research article focused on detecting
intrusions using key features selected through GWO, Information Gain,
and Principal Component Analysis (PCA).They achieved an accuracy of
99.5%.In[19],this research article used correlation, principal component
analysis (PCA), and mutual information-based feature selection , along
with support vector machines (SVM).An accuracy of 99.85% was achieved,
better than other feature selection techniques. In [20], this research article
compared different methods like Genetic Algorithm, BGWO1 and BGWO?2,
Binary Particle Swarm Optimization and Competitive Binary Grey Wolf
Optimizer. CBGWO gives the best solution as compared to the other
algorithms proposed.

In [7, 21], this research article used the NSL-KDD dataset and Grey
Wolf Optimization (GWO) for choosing important features. The study
demonstrated that their GWO-based method surpassed other feature
selection techniques such as Particle Swarm Optimization (PSO), Genetic
Algorithm (GA), and Ant Colony Optimization (ACO) in both classification
and feature selection. In [3, 6, 22], this research article addresses the
growing challenges in healthcare as IoMT advances. Using PCA and
correlation coefficient, the research proposes a hybrid PCA-GWO
technique and a deep neural network (DNN) classifier, achieving 99.37%
accuracy. In [23], this research article uses Binary Grey Wolf Optimizer
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(BGWO) to select important features and Naive Bayes (NB) to classify
them. This hybrid BGWO-NB model achieved an impressive accuracy of
99.15%. In [24], this research article utilizes ensemble methods including
Random Forests, XGBoost, CNNs, enhancing anomaly detection in Iol
networks. Leveraging PSO and hybrid algorithms, it achieves 93.75%
accuracy. In [25], this research article utilizes the UNSW-NB15 dataset,
intrusion detection in IoI was explored using Particle Swarm Optimization
(PSO) and Exclusive Feature Bundling (EFB). Incorporating Binary PSO
and Genetic Algorithm, alongside Support Vector Machine (LSSVM) and
One-class SVM (OCSVM) classifiers, achieved 70.51% accuracy. In [26],
this research article proposes metaheuristic based feature selection using
genetics algorithm on Bot-Iol dataset with the highest accuracy of 99.98%
using DT classifier.

In this paper, a DDoS attack detection framework in IoT network traffic

with optimal number of features, high accuracy, and low false positives

is proposed. The key contributions include:

* Proposed a two-layer framework for efficient distributed denial of
service attack detection in Internet of things networks.

e A feature selection framework based on metaheuristic methods,
incorporating SHAP and BGWO techniques, is proposed.

e The proposed DDoS attack detection framework performance is
assessed using machine learning classifiers on Bot-IoI' dataset and

is evaluated using metrics accuracy (ACC), precision (PR), Recall,
f1 score.

3. Preliminaries

This section gives a detailed explanation of SHapley Additive
exPlanations(SHAP) and Binary Grey Wolf Optimisation (BGWO)
metaheuristic algorithm based feature selection technique.

A. SHapley Additive exPlanations (SHAP):

Explainable AI (XAl): Explainable Alinfers to processes and techniques
in artificial intelligence (AI) that make the outcomes of AI models more
human understandable.
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Figure 1
Feature importance by SHAP value on BoI-IoT dataset

SHAPLEY values [27, 28] provide a way to measure the contribution
of every feature to the outcome of a particular instance, offering detailed
insights into how every feature contributes, positively or negatively, to
finding the final prediction. The summary plot in Fig. 1 presents the
average impact of each feature on the prediction of the BoI-IoI dataset
using Random Forest model. This summary plot gives a global explanation
of this model. The Y-axis displays the names of the features in descending
order of contribution. The SHAP values mean absolute values from the
X-axis.

B. Binary Grey Wolf Optimization (GWO) Algorithm

Binary Grey Wolf Optimization (BGWO) is a metaheuristic algorithm
inspired by the hunting and social behavior of grey wolves. It incorporates
swarm intelligence principles and classifies wolves into [29] four distinct
ranks: alpha (), beta (f8), delta (8), and omega (®). The alpha wolf leads
the pack,beta wolf, who acts as the second-in-command, assists in decision-
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making, delta wolf obeys both the alpha and beta wolves and plays
supporting role, omega wolves, who, despite their lower status, play a
vital role in maintaining the pack’s social harmony.

A. Encircling the Prey

Encircling the prey is represented by equations (1) and (2) which
represent the swarming behavior around the target.

B=IC"Y,,, (=Y, ) M
Y, (t+D)=Y  (6)- A'-B (2)

The coefficients A’ and C’ are calculated using equations (3) and (4)
A'=2-0-rand, -« (3)

C'=2-rand, (4)

where rand,, rand, € [0 to 1]

B. Hunting Stage

The location of prey is mathematically represented as follows:

Ya +Yﬂ +Y5

Y, (t+1) =" ©)

Here, are the positions of alpha, beta & delta wolves represented by:
Y, =X -A"D, ielo, B, o) (6)

D is calculated as :
Di = |C’ ’ Xz‘ _onlf | (7)

C. Attacking Prey Stage

The parameter o gradually decreases from 2 to 0 across the iterations
as shown

a=2—{——£—J (8)

TotalLoops

where is within [-1,1],the wolves focus on exploitation (when A" <1 and
C'<1).
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D. Search Stage

In the Binary Grey Wolf Optimizer (BGWO) algorithm, the exploration
and exploitation process are governed by the strategic movements of the
wolves towards their prey, guided by the wolvesa, 3, and 6. Exploration is
enhanced when the random coefficient A’ deviates from the range[-1,1].
While the coefficient C’, which varies between 0 and 2, thus encouraging
randomness in their search behavior to avoid local optima.The binary
version equations [11] of grey wolf as follow (Emary, E. et al., 2016):

X ={Lif (x¥ +ystep™)21 0 otherwise )

where xfs is the position of {c, 8,6} ds is the dimension of search space,
and y step” represents the binary step that can be expressed :

y step?={1 if zstep”>rand 0 otherwise (10)

where rand in between, and zstep!’ denotes the continuous valued step
size that can be calculated as in equation (11).
1

—10(A*D* 0.5
14 0 P0Y

zstep = (11)
The updated binary position in the BGWO iteration is as shown in the
equation below:

Xt ={1if S( >rand 0 otherwise (12)

&+&+&]
where sigmoid function is:

1

5(x) = 1+ ¢ 10603) (13)

Fitness = alpha* P +beta (14)

Where the classification accuracy is P, the length of selected attribute
subset is L, the total number of attributes in the data is N. The weight of
classification accuracy is alpha and attribute selection quality is beta
where alpha € [0,1] and beta =1- alpha.

BGWO serves as the methodology for scoring the attribute landscape,
seeking to optimize the criteria for evaluating attributes as specified in
equation (14), with the Naive Bayes (NB) algorithm functioning as the
classifier.
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4. Proposed Methodology

This research focuses on feature selection for DDoS attack detection
using Bol-IoT dataset to enhance model accuracy and computational
efficiency by eliminating redundant or irrelevant features using 2 Layer
Feature Selection Framework, in which the first layer employs SHapley
Additive exPlanations (SHAP) for initial ranking and the second layer
having optimization algorithms: Binary Grey Wolf Optimization
Algorithm (BGWO) to generate final selected feature subsets.

A. Data Preprocessing

This paper removes specific features such as ‘subcategory’ and
‘pkseqid” after label encoding, with the ‘pkseqid’ being an index type, as
they do not contribute towards the prediction of type of attack[10].The
dataset originally contains more than 72,000,000 records, and in this paper,
it is strategically sampled to extract 2.3Lakhs samples using k-means++
clustering [30].K-means clustering algorithms partition data points into k
clusters, utilizing various distance metrics such as Euclidean, Manhattan,
or Mahalanobis distances[31][32][33].The categorical features undergo
label encoding, transforming them into a format required for machine
learning algorithms. Standard Scalar is used to standardize the dataset.
The synthetic instances of the minority class (Class: “Normal”) are
generated by SMOTE technique by balancing the distribution of data
points. The minority class, i.e, “Normal”, originally contained 381 samples
which were then increased to 77183.

B. Proposed Feature Selection Framework

The Proposed Framework is divided into two layers. The input feature
subset contains 43 features which are passed to Layer 1. The Entire
Proposed Feature Selection Framework is demonstrated in Fig 2. Layer 1
comprises SHapley Additive exPlanations (SHAP) which is an
Explainable-Al algorithm which determines the importance of each
feature. Within this process, SHAP selects 30 features (Feature Subset 1)
from the initial set of 43 features, based on their importance. These selected
features i.e. Feature Subset 1 is then passed to the Second Layer of the
proposed framework. Layer 2 comprises the prominent feature selection
algorithm Binary Grey Wolf Optimization Algorithm [BGWO]. BGWO
take Feature Subset 1 as the input Feature subset and return Selected
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Feature Subset 2. The Feature Subset 2 SHAP-BGWO obtained from BGWO
contains a total of 7 Features.

This Final Feature Subset is then evaluated using various Machine
Learning Classifiers with a training split of 80% and testing split of 20%
and cross validation.

C. DDoS Attack Detection in IoT networks using Machine Learning (ML)
Algorithms

After feature selection machine learning classifiers are used for DDoS
attack detection. Machine Learning classifiers used are Decision Tree (DT),
Random Forest (RF), Logistic Regression (LR), AdaBoost (ADA), XG-Boost
(XGB), K-Nearest Neighbours (KNN), Support Vector Machine (SVM)

Feature Selection: Data Pre-processing
. Data Cleaning it Data N
~0 HAP-BGW!
-0 Feiw,e Sjec,o,on L - Missing Value %,EE Standardization
.— Handling = - Feature m
~-a - Outlier Management Normalization
- Label Encoding
I RAW DATA

v
Data Balancin .
& Testing Data
m SMOTE
- Over-sampling @
( Model Architect Evaluation
ini [ ode rchitecture
r*Training Data Performance Metrics
Deep Learning Models - Accuracy
- Precision
.. = Recal
Machine Learning Models - Fl-Score
Confusion Matrix

& Normal Traffic

Attack Traffic

DDosS Attack
Classification

Figure 2
Proposed Work Flow of the DDoS attack Detection

5. Results and Discussion

The experiments are conducted for the Proposed Feature Selection
using the hybrid SHAP-BGWO method on BOT-Iol dataset.
Dataset Description

The dataset that was utilized is BOT-IoT [34] which is used for research
purposes and has a big collection of data. It includes samples of DoS ,
DDoS attack samples and normal samples of network traffic. We have
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used 5% of the BOT-IoT dataset consisting of 36,00000 records with 7 types
of attacks. The dataset is filtered for DDoS, DOS and Normal attack type
instances. Originally there are 47 features in the dataset.

Evaluation Metrics

The evaluation metrics used are Accuracy (ACC), Precision (PR),
Recall (RE), F1-Score and the Matthews Correlation Coefficient (MCC).

Results

This paper assesses the performance of features selected using SHAP-
BGWO. Fig. 3 shows the accuracies obtained by Feature Subset 2. RF
followed by DT and XGBoost achieves accuracy 99.9, 99.89, 99.86
respectively.

Performance Comparison of Models

102
100

84 |||| |||| IIII |||| |||| |||| |||
DT RF LR KNN

%
@ WO WO W W WO
[ IR=JEN - -]

=]
o

ADAB XGB SVM
mAccuracy |  99.89 99.9 90.48 98.1 99.86 99.74 98.1
mPrecision| 99.89 99.9 90.49 98.11 99.86 99.74 98.11
mRecall 99.89 99.9 90.48 98.1 99.86 99.94 98.1
mF1-Score | 99.89 99.9 90.49 98.11 99.86 99.74 98.11
Models
Figure 3

Comparison of Various Metrics obtained by ML Models on Feature Subset 2

The Matthews correlation coefficient (MCC) is a performance
measurement for classification models that accounts for the model’s
accuracy by considering true positives, true negatives, false positives, and
false negatives. Fig 4. shows the MCC values for machine learning models.
RF, DT and XGB shows good values for MCC. All models assessing
features selected by SHAPE-BGWO consistently achieve an MCC greater
than 0.8, demonstrating their ability to accurately predict outcomes.
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The persistent high recall scores observed across models for SHAP-
BGWO selected features signify the models’ strong capacity to effectively
capture a substantial proportion of positive instances within the dataset.
This research also has attained F1 scores surpassing 0.8 for features
selected by SHAP-BGWO. Such outcomes underscore the models’
adeptness in mitigating both false positives and false negatives, affirming
their reliability across diverse datasets and enhancing their applicability
with real-world scenarios.

MCC Comaparison of Models
12

1
08
g 06
g o.
0.4
02
0
DT RF LR ADAB
1 1

XGB KNN SVM
0.81 0.96 1 0.99 0.96
Models

Figure 4
MCC for ML models on Feature Subset 2

This research work also achieves higher precision values for SHAP-
BGWO selected features; these results signify the models” capability to
make fewer false positive predictions, enhancing their accuracy in
identifying positive instances. This is particularly advantageous as it
reduces the chances of misclassifying negative instances as positive, thus

COMPARISON WITH EXISTING WORK

R
g
3
Q
< I
-
PROPOSED | PROPOSED
31 [6] 18] [10] [19] [21] BGWO-SHAP- | BGWO-SHAP-
RF DT
WAccuracy|  99.41 98.62 86.99 80.93 99.54 99.15 99.9 99.89

MODELS

Figure 5

Comparison of Results obtained by Feature Subset 2 with the other State of
Art Frameworks
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increasing the reliability of the models” positive predictions. It can be
observed from the Fig. 5 that the proposed model surpasses the existing
models with RF giving accuracy of 99.9% and DT giving accuracy of
99.89% with high detection rate.

The proposed framework performs better than the other frameworks,
as shown in Fig. 5 which is evaluated using the Features Selected by SHAP-
BGWO. Comparing the Proposed Framework with the existing state of art
work, it achieves better accuracies with various ML Models.

6. Conclusion

This study suggests a feature selection framework that combines
SHAP with metaheuristic feature selection method BGWO to reduce the
amount of features in the dataset and increase the accuracy of the
classification against DOS and DDOS assaults. The reduced feature subset
is found in the first step by applying the SHAP Feature Importance. In the
second phase of creating a hybrid framework, the BGWO algorithm get
the reduced feature subset as input. The classification of DOS and DDOS
attacks is done using Machine Learning Classifiers like Decision Tree,
Random Forest, Linear Regression, AdaBoost, XGBoost, Support Vector
Machine, & K-Nearest Neighbors The performance of the machine learning
classifiers is assessed using the BOT-IOT Dataset. Results are compared
with the State of Art DOS & DDOS Attack Detection Techniques. Overall
the proposed Random Forest Machine Learning Model when evaluated
for Feature Subset selected by SHAP-BGWO outperforms all the other
models exhibiting an accuracy of 99.9% respectively whereas DT, RF,
AdaBoost, XG-Boost & KNN Machine Learning Models having accuracies
100% each.

In future we plan to extend the work by changing transfer functions
of BGWO and also implementing and evaluating SHAP-PSO algorithms
on different IOT Datasets by generating test samples using generative
adversarial networks.
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