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Abstract

The detection of hate speech is a difficult task and an active study subject at the
moment. Effective hate speech identification is more important than ever in a time when
a sizable section of the populace uses social media to express their emotions, feelings,
rage, and anxiety as well as to look for protection. Conventional approaches to detecting
hate content typically rely on hate-related keywords or utilize a labelled dataset to train a
learning model. However, hate speech often stands out more due to its context. Conversely,
training a learning model requires a substantial amount of labelled data. This paper
explores a pioneering approach to hate content detection in the Bengali language through
the innovative use of prompt engineering. We develop and apply dynamic prompts that
improve the model’s comprehension and recognition of complex hate speech in a range of
circumstances by utilizing the power of sophisticated language models. Using the publicly
accessible HASOC 2023 dataset, we tested ChatGPT in our experiment and compared its
performance to the state-of-the-art.
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1. Introduction

Hate speech is described by the Cambridge Dictionary as “public
speech that expresses hate or encourages violence towards an individual
or group on the basis of race, religion, sex, or sexual orientation.” [2]. The
determination of actual hate speech depends on the context of the text.
Sometimes, it is subjective and depends on various external factors.
Therefore, detecting hate content automatically is challenging. A
significant section of the population uses numerous social media platforms
these days. According to the Digital Overview Report 2024, social media
users on average spent 2 hours and 23 minutes daily'. On social media,
individuals are liberated to convey their feelings, emotions, frustrations,
and even to express protest. As a result, individuals or groups can
disseminate hate speech both deliberately and inadvertently.

Progress in hate speech detection has accelerated significantly in
recent years. Initially, people employed a keyword-matching approach [1],
but later shifted towards a learning-based approach [3, 4]. Even low-
resource languages are endeavouring to integrate pre-trained models [5].
However, it remains challenging due to the lack of tagged data. This
circumstance inspired us to employ prompt engineering for hate speech
detection, eliminating the need for tagged data. This paper begins with a
general overview introduction to prompt engineering, followed by an
exploration of various prompt techniques. Subsequently, it outlines our
experimental methodology, provides a description of the data utilized,
and concludes with the results and findings.

2. Early Work

Recent papers highlight advancements in hate speech detection using
large language models (LLMs). These models have significantly improved
NLP tasks but are computationally expensive and require extensive
labeled data. To address this, zero-shot and few-shot learning techniques
have emerged as efficient alternatives. One significant difficulty is
identifying hate speech in less-resource, mix-code languages, where LLMs
have demonstrated promise. For instance, researchers analysed misogyny
in Hinglish by collecting 100 YouTube comments and applying weak labels
to reduce annotation effort. They tested zero-shot, one-shot, and few-shot
prompting methods, comparing results with human annotations. Few-
shot prompting with GPT-3 and zero-shot classification using the BART
model yielded the best results [6]. In the paper [7], it focuses on hate
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speech detection datasets across various domains, emphasizing the
advantages of zero and few-shot learning over supervised methods. It
evaluates generative models like BLOOM, Llama-2, and T5, showcasing
their ability to learn from minimal data and generate text. By analyzing
performance on datasets in English and Spanish, the study highlights
their cross-lingual and cross-domain capabilities. These findings
demonstrate how generative models address data constraints while
maintaining effectiveness. Nevertheless, domain-specific modification
and applications in low-resource languages are not explored in the paper.
Additionally, it doesn’t look closely at fine-tuning algorithms for detecting
hate speech in real time. With little labeled data, the study [8] examines
how well zero-shot learning detects hate speech in three different
languages. It uses eight benchmark datasets to assess several large
language models and verbalizers. Results show that prompting can
compete with or outperform fine-tuned models, particularly with bigger
language models, underscoring the need for fast selection. This approach
is valuable for low-resource languages. The study emphasizes the roles of
prompts and models in achieving higher accuracyin hate speech detection.
It also calls for further research into better verbalizers for instruction-
tuned models, more diverse datasets, and the evaluation of closed-source
models like GPT to address reproducibility challenges.

3. Prompt Engineering and Large Language Model (LLM)

In the realm of artificial intelligence, LLMs have opened a new
frontier in the field of language processing. Ideally the LLM model
contains all the available text from the web and it can serve human-like
communication. Practically the models have been trained on vast volumes
of text data from the web and it acts on user query. Figure 1 depicted the
generic overview of prompt engineering technique. Prompt engineering
was once restricted to the trial-and-error stages and has since developed in

=)

Figure 1

Schematic diagram of prompt engineering
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Classify the following text is hate speech or not

i (N IG IG T (I O Not
! STNITGE SR HiAS W SRR 4= S
| O TSP (R R % Hate Spech

LLM

Figure 2
An overview of hate speech detection. The prompt consists of a task descrip-

tion marked in yellow, training examples marked in the sky, and test instance
marked in green

tandem with LLMs [9]. Later on, it changed as LLMs developed and
gained popularity thanks to the efforts of numerous researchers. We
investigate the most recent state-of-the-art prompt approaches and how
they are applied in different LLMs, with a primary focus on prompt
methodologies.

Here we are dealing with a specific problem i.e. detection of hate
speech using prompt engineering. Figure 2 showcases a successful example
of hate speech identified within the input text.

4. Principles of Prompt Engineering

In order to elicit desirable answers, prompt engineering entails
efficiently interacting with a big language model. Big language models
(LLMs) have proven to be exceptionally effective in a number of areas,
including reasoning, code production, and answering questions.
Nevertheless, creating the best prompts or instructions is crucial to
utilizing these powers. However, this procedure can occasionally be
complexand confusing for end users, which is why the research community
is concentrating on developing prompt design guidelines. In response to
this requirement, Basharat et al.[10] have produced the following list of 29
thorough principles, which are divided into five groups. Figure 3 defines



HATE CONTENT DETECTION THROUGH PROMPT ENGINEERING 111

LLM |
H Instructions+
E context+.....+ Query
|
' Response to
' user queries

Figure 3

Architecture of prompt engineering

the architecture of the prompt engineering where if user send queries,
instructions and contexts to the LLM model, then model will response
that queries through prompts.

5. Prompt Engineering Techniques

Various prompting techniques are available, evolving from simple to
complex methods. The latest survey paper reports 29 different prompting
techniques. Since our experiment is conducted with the three basic prompt
techniques, this section focuses exclusively on those techniques.

5.1 Zero-Shot Prompting

Zero-shot prompting refers to providing a task or prompt to a
language model (LLM) without prior training or specific examples. It
relies solely on the model’s pre-trained parameters and the information in
the prompt to generate a response. Wei et al. [11] highlight that instruction
tuning, a form of fine-tuning, can enhance zero-shot prompting. Christiano
et al. [12] introduced reinforcement learning to align model outputs more
closely with human preferences. This adaptable technique requires no
prior data training and is illustrated in Figure 4, where prompts are
directly sent to the model for responses.

5.2 Few-Shot Prompting

Zero-shot prompting shows potential but struggles with complex
tasks. Few-shot prompting improves performance by providing example
input-output pairs to guide the model. This context helps the model
understand the task better, as noted by Min et al. [13]. However, few-shot
prompting is less effective for challenging reasoning problems. Figure 5
illustrates few-shot prompting, where users provide intermediate
reasoning steps in prompts, and the model responds accordingly.
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LLM ‘:
E
: Response to
E prompt

Figure 4

Diagram of Zero-shot prompting

Example 1
Example 2

LLM

Example N

Response to
prompt

Figure 5

Diagram of Few-shot prompting

5.3 Chain-of-Thought (CoT) Prompting

Wei et al. [14] introduced Chain-of-Thought (CoI) prompting to
tackle complex reasoning tasks. This method involves breaking reasoning
into a series of intermediate natural language steps, enhancing the clarity
of the thought process. They demonstrated this approach using a scenario
in Figure 6, comparing standard prompting to Col prompting. The results

Standard Prompting Chain-of-Thought Prompting
= }

Q: Roger has 5 tennis balls. He buys 2 mare cans of ( Q: Roger has 5 tennis balls. He buys 2 more cans of

tennis balls. Each can has 3 tennis balls. How many tennis balls. Each can has 3 tennis balls. How many
tennis balls does he have now? tennis balls does he have now?
A: The answer is 11. A: Roger started with 5 balls. 2 cans of 3 tennis balls

8ach is 6 tennis balls. 5 + 6 = 11, The answer is 11.
Q: The cafeteria had 23 apples. If they used 20 to
make lunch and bought & more, how many apples Q: The cafeteria had 23 apples. If they used 20 to
do they have? make lunch and bought 6 more, how many apples
/| dothey have?

P ey ) {
-4 tp . p tput

! = ' A The cafeteria had 23 apples originally. They used
A‘Theanswerlsﬂ.x | 201to make lunch. So they had 23- 20 = 3. They
bought 8 more apples, so they have 3 +6=9. The
| answeris9. o/

Figure 6
Reasoning processes of Chain-of-thought prompting are highlighted.
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showed significant improvements in large language models’ performance
on tasks requiring reasoning, computation, and judgment. By mimicking
human thinking in input prompts, Col facilitates intricate problem
solving. The goal is to increase the reasoning skills of language models
through structured input design.

6. Data set and Implementation

In this experiment, we compare the effectiveness of three prompt
engineering methods: Chain-of-Thought (CoT), Few-Shot, and Zero-Shot.
The experiment was implemented using the OpenAl Python library (GPT
3.5 turbo model), leveraging the GetPass library to securely retrieve the
API key.

6.1 Dataset

Our experiment utilized the HASOC 2023 dataset [15]. The original
dataset encompassed text in Assamese, Bengali, and Bodo languages. The
data consists of binary classifications: hate speech (labeled 1) and non-
hate speech (labeled 0) (see Figure 7 for details). However, for this
experiment, we focused solely on the Bengali dataset. The Bengali dataset
consisted of 1,601 data points, with 641 labeled as hate speech and 960
labeled as non-hate speech. Figure 7 illustrates a sample of the tagged
dataset.

The prompt instructions we offer the LLMs that serve as our
categorization model are depicted in Figure 8. In order to make it easier to
analyze and extract the LLMs’ response, these instructions are set up for
the LLMs to react with either "Hate Speech” or "Not hate speech.” To

Text Hate/Not
(SIBGT (FSFH STNY MG G TN =G GIFE6T SINEIAS (HE| Hate

PIAE 2O WG N SR BET OF WSg Qg | TH (S WSY (F3
(91 S 7 2 IS0 ASH Ol Bt AT O WSTI 2T

Not Hate

@TW@WW&W@W|%@&?@WW"WWW£&3

ST7 [STE 46! RTT 20 - AN FORF IS STHI 206 BT

TG [T | ST ST N, W S (16 N (U0 1 (A8 | Not Hate

(TR 498 S T34 X0OR - 012 STAHUN IG (93| 67 continue XS
Tow| T TG ATSTHE BE NG | =11 — |

A% QSTAA ACHIF PN (ST AT Hate

Figure 7
Sample Bengali tagged dataset
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mark the start and finish of an instruction, specific tokens are specified by
each model, which has its own input or instruction format.

7. Results and Discussion

Using the HASOC dataset, our study assesses the effectiveness of
zero-shot, few shot, and chain-of-thought prompting approaches for the
identification of hate speech. Two phases of experiments were conducted,
applying all three techniques (zero-shot, few-shot, and chain-of-thoughts
classification) to the entire dataset. Results of the classification models are
presented in Table 1, highlighting the different levels of performance.
Few-shot, zero-shot, and chain-of-thought approaches demonstrate
distinct strengths in guiding GPT-based models. The study emphasizes
the comparative impact of different prompts on hate speech detection. In
Zero-shot prompting, we find the Fl-score is 0.79 for Bengali hate speech

Hate Speech Detection

Zero-shot Classification
Flease response with “Hate Speech” or “Not hats speech”
Is the following speech written in Bengali language is hate speech or not?

ST ST W12 (I =gt =IT" = ?

Few-shot Classification
Here are a couple of examples are assigned: {examples}
Pleasze response with “Hate Spsech” or “Not hats speech”
Is the following speech written in Bengali language is hate speech or not?

BITS 5T H1? (=gt = we=m?

Chain-of-thoughts (CoT) Classification

Please response with “Hate Speech” or “Not hate spsech”. Lat's think through the
steps to do this. First, we will analyze the text for offensive languags, harm#ful
intent, and whether it targsts a spacific group of peoplz basad on race, religion,
eg=nder, stc. If it does, we will catsgorizs it as hats speach. Ifitdoss not, we
will categorize it as non-hat= speach.

Text: "BI0S (ST 7 (A GeTH = ST A= 7

Leat's think step-bw-step:

Does the text contain offensive language?

Yeas, the phrase "(A= GETE 1~ NI AT 7" is offansiva.

Does the text show harmful intent?

Yes, it sugeests that people of a particular religion ars harming the country.
Doses the text targst a specific group basad on race, religion, or gendar?

Yes, ittargsts peoples of X relision.

Figure 8

Our study’s prompts were designed to prompt the LLMs for every
classification job
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Table 1
Different prompt techniques performance to detect hate speech
Prompt Techniques Precision (f) Recall(t) F1-Score(t)
Zero-shot prompting 0.781 0.8 0.79
Few-shot prompting 0.775 0.79 0.782
Chain-of-Thoughts prompting 0.792 0.815 0.802

detection using the LLM model. Out of the three prompt techniques, the
few-shot prompt performs the worst, especially when it comes to F1-score
(0.782). With precision of 0.792, recall of 0.815, and F1 score of 0.802,
Chain-of-thought prompt technique performs better than the other
prompts on every parameter. This shows that the model’s comprehension
and identification of hate speech are much improved when a structured
line of reasoning is included in the prompt. Furthermore, the model’s
learned knowledge base may be better utilized to make contextual
decisions if the hate speech detection problem were divided into many
parts. However, the HASOC 2023 benchmark reports a best F1 score of
0.77 for Bengali hate speech detection using a pre-trained Transformer
model [15]. The greatest accuracy recorded was 79 percent, which is not
promising. A macro-average is used to compute precision, recall, and F1-
score.

In the second experiment, we applied the three prompting technique
to each sentence in the same dataset and measured the performance of
each sentence that is displayed in Table 2. It is worth noting that the F1-
score only fluctuated between0.747 and 0.79. It makes sense to draw the
conclusion that small changes to the language of prompts have no
appreciable impact on performance.

Our experiment focuses on binary classification, extendable to multi-
class classification for detecting hate speech across various categories like
religion, sexuality, race, politics, and other categories. Multi-class detection
requires refined prompts and real-world context beyond sentence-level
understanding. A zero-shot prompt was designed for multi-class
classification, but existing prompts often yield incorrect results. This
highlights the need for improved prompt techniques to enhance
performance. An example of a zero-shot prompt for multi-class
classification is provided.
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Table 2

Performance of each sentence using prompting techniques to
detect hate speech

Prompts (with example) Precision (f) Recall(t) F1-Score ()

1. Zero-shot Prompt: 0.771 0.759 0.781

Is the following speech written in bengali language is hate

speech or not®EY TF T | A TR 4T = Fi2 B

. 2. Few-shot Prompt: 07537~ T T T 07437 T T 0747 T T 7
Here are a couple of examples are assigned: examples
(F= % ¢ =41 (F4E 77 Not Hate Speech
TAEE FANE S TR C2R <@ FE (7 s R
Hate Speech

Please response with "Hate speech” or "Not hate speech” Is

the following speech written in bengali language is hate

speech or not: 3@ TAT €20 | A& WA AEEE FE {Ed

Is the following speech written in bengali language is hate

speech or not: FRATET 5% 561 AR

Example 1: Prompt: “Classify the following statement into one of the
following categories: 'Religion’, ‘Race’, ‘Sexuality’, ‘General Hate Speech’,
or 'Not Hate Speech’: ‘JI_TS AHGI B .

Output: “General Hate Speech”

Example 2: Prompt: “Classify the following statement into one of the
following cat egories: ‘Religion’, ‘Race’, ‘Sexuality’, ‘General Hate Speech’,
or 'Not Hate Speech’”: ‘T« AT RV=@N 2tla 92+ 517 @Gl
(BT fed . “. Output: “Religion”

Our next step will be a comprehensive error analysis to identify the
strengths and weaknesses of our system. While a full analysis is ongoing,
we have begun exploring potential areas for improvement based on
observations in Figure 9.

In Figure 9, the study highlighted errors in hate speech classification
using prompting techniques in a Bengali dataset. It observed instances
where chain-of-thought prompting gave incorrect results, while zero-shot

Text: W1 &% O FAR $7 OHF (PMAAS TN T QOO Q Text: T 4% WIF LA $F OIS (SIAMAS ST 20 A @
Predicted Label: Hate Speech o0e0Q
Confidence Score: 8.7922154863046838 Predicted Label: Not Hate Speech

Confidence Score: 0.8060601949691772

Zero-shot & Few-shot prompting Technique Chai ght Prompting T
Figure 9

Hate speech detection using Zero-shot, Few-shot and chain-of-thoughts
prompting technique in GPT 3.5 turbo
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and few-shot prompting techniques provided accurate classifications. For
example, the Bengali text " g1 & W] FA(R SN OIHA (FIAANS
WICEl ’(F w1 was misclassified as not hate speech using chain-of thought
but correctly identified as hate speech with zero-shot and few-shot
techniques. When translated to English, the outcomes remained consistent,
revealing the limitation of Col prompting. The analysis showed that subtle
biases or indirect hateful expressions pose challenges for existing
prompting methods. We have conducted an error-analysis where we have
identified such instances and it is found that it is needed. It needs some
dedicated specialised prompt to solve such instances.

8. Conclusion

This work represents one of the pioneering attempts at applying
prompt engineering for hate speech detection. We evaluated our approach
using a publicly available dataset. Although the results and analysis
highlighted areas for improvement, they also demonstrate that prompt
engineering shows significant potential as a competitive method for hate
speech detection, comparable to dedicated systems. In order to identify
the weaknesses of the system, an error analysis was conducted. This
analysis revealed two primary areas for improvement: (i) in multi-class
hate speech detection, the system required more refined prompts and, in
many cases, real-world and con temporary knowledge rather than relying
solely on sentence-level context; and (ii) it also needed more specialized
and fine-tuned prompts to achieve higher accuracy.
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