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Abstract

The expansion of online transactions, particularly online credit card transactions,
has revolutionized the field of e-commerce and streamlined electronic payment systems.
However, this growth has also given rise to a significant challenge in the form of credit card
fraud. To combat this issue, banks and financial organizations have recognized the need
for robust credit card fraud detection applications. Machine learning (ML) approaches have
emerged as a valuable tool in this regard, as they offer the potential to accurately detect
and prevent fraudulent transactions. Long Short-Term Memory (LSTM), a recurrent neural
network, is used in this study’s evaluation of ML approaches for detecting credit card
fraud (CCFD) in online transactions. The most effective LSTM architecture is chosen after a
thorough examination based on its capacity to identify credit card fraud with high accuracy
and precision. The suggested method makes use of LSTM and RFM analysis to comprehend
customer behavior and ADASYN sampling to address class imbalance. The findings show
that the selected LSTM architecture, in combination with RFM analysis and ADASYN,
delivers great efficiency and efficacy in identifying credit card fraud, hence promoting safe
online transactions.

Subject Classification: 94-XX, 91-XX.

Keywords: Credit card fraud detection, ADASYN algorithm, LSTM model, Class imbalance,
Temporal dependencies, Sequential data.

1. Introduction

The Federal Trade Commission (FTC) reported 5.1 million reports in
2022, of which frauds accounted for 46% of the total [1]. Credit card fraud
made up 43.7 percent of identity thefts, while other identity thefts, which
includes email and social media fraud, online shopping and payment
account fraud, and other thefts, made up 28.1 percent. It is crucial to
remember that fraud detection is an insurmountable battle since fraudsters
constantly alter their methods to take advantage of advancing technologies
and security vulnerabilities. They shift their focus from older, well-known
targets to exploit the weaknesses in new technologies and take advantage
of the changing volume and characteristics of legitimate transactions.
Recent years have seen the emergence of machine learning (ML)
technologies as a possible means of addressing the credit card fraud
detection (CCFD) issue. ML algorithms have the potential to analyze large
volumes of transactional data, identify patterns, and distinguish between
genuine and fraudulent transactions. This research intends to establish a
thorough foundation for credit card fraud detection, allowing financial
institutions to strengthen security measures and safeguard customers
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from fraudulent transactions. The main contributions of our proposed
fraud detection method are:

1. RFM Analysis Integration: It offers valuable insights into customer
behavior based on previous transactions.

2. Handling Class Imbalance with ADASYN: Used to the class
imbalance problem, inherent in CCFD.

3. Determination of Optimal LSTM Architecture: The study
evaluates several LSTM layer architectures, which include hidden
units, dropout layers, and additional dense layers. Through
experimentation, the optimal LSTM architecture is determined,
maximizing the accuracy and precision of fraud detection.

2. Literature Review

Scientists are always exploring fresh ways to identify and stop fraud.
Approaches based on machine learning (ML) have proven to be successful
in spotting credit card fraud. The paper [2] introduces APATE, an
innovative approach designed to detect fraudulent credit card transactions.
Utilizing the Recency-Frequency-Monetary (RFM) paradigm, it makes use
of intrinsic qualities that are obtained from the characteristics of incoming
transactions and the purchasing patterns of customers. Authors in [3]
explores the use of machine learning (ML) and neural networks (NN) to
identify potential fraudsters and compares the approach with other ML
algorithms such as Naive Bayes, Random Forest Regression, Logistic
Regression, and Support Vector Machine. However, the study lacks
consideration for class imbalance, potentially impacting model accuracy.
Long Short-Term Memory (LSTM) networks, a machine learning model
that can assess transaction sequences and capture previous purchasing
behavior of credit card holders, are used in the paper [4] for a credit card
fraud detection system. In [5], the investigators classified credit card
transactions as fraudulent or valid using a deep neural network. To deal
with the problem of imbalanced data, they employed a method known as
the synthetic minority oversampling technique (SMOTE). They managed
a 99.3% accuracy rate. The study [6] employs data-level resampling
strategies, including both under-sampling and oversampling methods, to
address the issue of data imbalance. By addressing the difficulties of
imbalanced datasets and presenting proof that machine learning models,
coupled with data resampling techniques, can result in enhanced
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performance in credit default prediction, it contributes to the field of credit
risk prediction. Credit card fraud detection using an artificial neural
network [7] contrasted with various machine learning techniques such as
the artificial neural network (ANN), support vector machine, and k-Nearest
Neighbor. The study [8] focuses on credit card fraud detection (CCFD)
using a combination of machine learning (ML) and deep learning (DL)
techniques. The proposed model is called the OCSODL-CCFD technique,
which stands for “oppositional cat swarm optimization-based feature
selection model with a deep learning model for CCFD.”

The study [9] tries to resolve the difficulties brought on by the
extremely skewed distribution of fraudulent instances in the dataset as
well as the profiles of legitimate and fraudulent behaviors in credit card
transactions that are frequently changing. The issue of unbalanced datasets
in credit card fraud (CCF) detection systems is examined in the paper [10].
It examines current developments in deep reinforcement learning (DRL)
and machine learning (ML) algorithms applied to unbalanced datasets,
taking fraud and non-fraud labels into account. To handle the imbalance
problem in the dataset, two resampling techniques are used: SMOTE and
ADASYN. The paper [11] provides a unique method for detecting credit
card fraud that makes use of attention-based LSTM deep recurrent neural
networks to represent data sequentially.

3. Methodology
3.1 RFM analysis

RFM analysis is a valuable technique employed in credit card fraud
detection research to analyze past transactions and customer behavior.
RFM models are swift to implement and effectively capture customer
characteristics, making them widely applicable in customer analysis and
segmentation in various industries [16]. In this context, the analysis
focuses on grouping customers based on three key dimensions: recency
(R), frequency (F), and monetary (M).

3.2 ADASYN (Adaptive Synthetic Sampling)

An adaptive oversampling method called ADASYN was created to
address class imbalanced problems. Based on each class’s unique
distributions, the ADASYN algorithm generates synthetic data samples
for the minority class in an adaptable manner [13]. Specifically, for a
minority sample , its k nearest samples are first derived and its imbalance
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degree is defined as (Am)/k, where Am is the number of majority samples
out of the k nearest samples of xm [15] .The objective of ADASYN is to
enhance the model’s overall performance in identifying instances of the
minority class by adaptively modifying the sampling approach [12].

3.3 LSTM

Recurrent neural network (RNN) layers called Long Short-Term
Memory (LSTM) layers are excellent for identifying these long-term
dependencies in sequential data. Because of their distinctive memory cell
mechanism, LSTMs can effectively model and learn complex patterns
within sequences and retain knowledge over long periods of time. The
issue of vanishing and exploding gradients that can be seen during the
training of conventional RNNs led to the development of LSTMs [14] [17]
[18]. The model architecture combines two LSTM layers. These LSTM
layers enhance the model’s ability to capture a complex picture of data,
enabling it to detect hierarchical and complex relationships among layers.
To ensure optimal training stability and feature comparability, a
normalization layer is applied at the beginning of the LSTM model as
shown in Figure 1. In summary, the incorporation of LSTM layers, along
with normalization and global layers, within the credit card fraud
detection framework addresses the inherent temporal dependencies in
transaction data. By leveraging the memory cell mechanism, the model
effectively captures long-term patterns and dependencies, contributing to
accurate and robust detection of fraudulent activities.

: model.summary()

Model: "sequential"

Layer (type) Output Shape Param #
n())rmalization (Normalizatio (None, 1, 31) 63

n

lstm (LSTM) (None, 1, 128) 81920
1stm_1 (LSTM) (None, 1, 128) 131584
global_average_poolingld (G (None, 128) 0
lobalAveragePooling1D)

dropout (Dropout) (None, 128) 0
dense (Dense) (None, 1) 129

Total params: 213,696
Trainable params: 213,633

Figure 1
LSTM Architecture
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4. Implementation

By integrating ADASYN, which mitigates class imbalance by
oversampling the minority class, with LSTM’s ability to capture temporal
dependencies, this hybrid approach aims to enhance fraud detection
performance. The basic ADASYN + LSTM fraud detection model is
shown in Figure 2. The workflow is as follows:

1. Data preprocessing: This includes feature engineering,
normalization, and encoding categorical variables as well as
application of REM to understand customer behavioral patterns.

2. Dealing with an Unbalanced Dataset: We have used the ADASYN
technique, which involves creating synthetic instances of the minority
class (i.e., fraudulent transactions), to correct this imbalance.

3. Feature Selection: In feature selection, weighted techniques assign
importance to features by assigning weights, reflecting their impact
on the target variable or the overall model performance.

4. LSTM Model: The four-layered architecture, once applied to the
preprocessed dataset, serves as a robust framework for credit card
fraud detection. By leveraging its design, the model can effectively
identify anomalies and detect fraudulent activities within the
transaction data.

Import Dataset ‘ LSTM - ~p=|  Performance Melrics |
i

v
Exploratory Data Convert features
Analaysis into 3d array
-—
| 'y
— Y RS
Split data into train
& test set

[y

M Feature Selection ‘

Pre-processing &
Feature Extraction

‘
Mean Encoding Balancing Dataset
— | Using ADASYN
Recency,Frequency
and Measure
Figure 2

Proposed Approach
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5. Experimental Setup

The experiment is conducted using different window widths of 1, 7,
and 30 days to capture recent transaction behavior. The ADASYN
algorithm was executed to focus on the minority group by oversampling it
based on its difficulty level. This technique produced synthetic occurrences
for the minority group, thereby mitigating the classimbalance predicament.
To verify its validity, other balancing algorithms SMOTE and SMOTEENN
were used to process training data and perform comparison. The model is
trained using the Adam optimizer, a popular optimization algorithm for
data sets and complex models. To evaluate model performance and
prevent overfitting, a validation set takes up 20% of the dataset. This
validation set examines the performance of the model, which contains
hidden data that is not visible during training.

6. Results

The experimental results demonstrate that our proposed approach,
which leverages LSTM layers within a broader ML framework, achieves
superior performance in terms of efficiency and effectiveness for credit
card fraud detection. The comparison table (Table 1) given below, shows
that the ADASYN modeling approach leads to a significant improvement
in the performance of the model. It achieves a higher precision, recall, and
AUPRC scores compared to other sampling techniques, namely SMOTE
and SMOTEENN. ADASYN has significantly elevated precision by
approximately 0.189 compared to SMOTE and 0.879 compared to
SMOTEENN. It has elevated recall by approximately 0.673 compared to
SMOTE and 0.154 compared to SMOTEENN. The AUPRC score of 0.991
showcases ADASYN’s ability to balance precision and recall effectively.

As the model is trained on the data set, ideally the value of the loss
function decreases over successive periods. Decreasing losses indicate that
the model is improving its predictions and getting closer to the true values.

Table 1

Comparison Of Various Over Sampling Approaches

Metrics SMOTE SMOTEENN ADASYS
AUPRC 0.56 0.47 0.991
Precision 0.80 0.10 0.989
Recall 0.31 0.83 0.984
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Precision-Recall Curve

1.0 1

0.9 1

Precision

0.5 —— LSTM (AUPRC = 0.993)
0.’0 0.’2 0:4 0:6 O.’B 1.‘0
Recall
Figure 3
AUPRC Curve

The rapid and continuous decrease in the value of the loss function
indicates that the model learns effectively from the data and adjusts its
parameters to minimize prediction error. It also helps to see how an
optimization algorithm (such as the ADAM optimizer used in this study)
refines the model parameters well. Figure 3 shows the AUPRC (Area
Under the Precision-Recall Curve) of the ADASYN-LSTM model. The
AUPRC score of the ADASYN-LSTM model is reported to be 0.993. A high
AUPRC score close to 1 indicates that the model has good performance in
handling an imbalanced dataset, exhibiting a strong ability to recover
good enough models (fraudulent correlations) while maintaining high
accuracy, showing effective reduction of false positives. Overall, the
AUPRC curve and the high AUPRC score of 0.993 demonstrate the
effectiveness and reliability of the ADASYN-LSTM model in detecting
credit card fraud.

7. Conclusion

The proposed approach combines RFM analysis, ADASYN sampling,
and LSTM networks to create a comprehensive solution for credit card
fraud detection. Overall, this integrated approach can be utilized to
improve the accuracy of credit card fraud detection, ultimately enhancing
the security and reliability of online payment systems.

For the future advancement of Credit Card Fraud Detection (CCFD),
a promising direction involves adopting hybrid models that combine the
strengths of diverse techniques. Ensemble methods, including stacking
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and boosting, can enhance the robustness of the system by integrating
traditional machine learning algorithms with deep learning models like
LSTM.
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