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Abstract

Blockchain Networks (BNs) are widely used in a variety of applications around the
globe. BN exchanges data and information using various inter-network and intra-network
protocols. The sharing of this information across multiple platforms poses a significant
security threat to the data sensed by the devices. This paper uses a combination of blockchain
technology with Al algorithms to propose a novel security framework for BNs that acts as
a security check gateway for any third party trying to access BN data. This paper proposed
a hybrid security framework using blockchain. In order to provide a clear and efficient
authentication scheme, global blockchain and local blockchain are separately used for BN
authentication. The proposed work uses an artificial intelligence (Al) approach - Student
Psychology Based Optimization (SPBO) is implemented in Matlab and Python. This
approach is compared with some famous security algorithms of BNs, and it performs better
than all the existing security algorithms used for BN.

Subject Classification: 68M18.
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1. Introduction

Blockchain networks (BNs) are widely used in a variety of applications
around the globe. BNs are scattered across a specific area; they sense the
useful information, store it and send it to the base station. BNs consist of
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Blockchain Technology

cheap, tiny devices that are battery operated and are power constrained.
BNs are frequently used in agriculture, traffic monitoring, defense, disaster
management, and medical apparatus [1-5]. In the modern era, BN can be
divided into centralized and distributed services [6]. In centralized BN,
devices aggregate the data and transmit it to the sink, whereas in
distributed BN service, other nodes and networks can directly obtain data
from devices, resulting intra and internetwork communication. Although
intra and inter network communication provides flexibility to BNs, it also
raises security concerns. It is important to protect the identity of devices
and safeguard its data and information [7]. An architecture of Blockchain
Technology with BN is shown in Figure 1.

Conventional BN security protocols use centralized security protocol
methods. These methods depend on a third-party certificate, such as a
trusted certification authentication center [8-10]. But the involvement of
third party brings the risk of single point failure [11-12]. The use of this
technology for the security of BNs is still in an experimental stage, and
there may be some unresolved issues regarding BN security using
blockchain [13-15].

Al has been widely used in a variety of domains around the world.
Meta heuristic algorithms such as Black Widow Algorithm, Gravitational
Search Algorithm, and Student Psychology-Based Optimization (SPBO)
are used in many optimization problems around the world. This research
uses Al algorithms for the performance enhancement of Blockchain based
BN security. This model serves as an optimization problem and propose a
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security framework that is unique, random, novel, and cannot be tampered.
The main contribution in this paper are as follows:

o This paper formulates a multi structure BN that is heterogeneous in
nature. It consists of a variety of nodes used for different purposes.
The BN consists of an optimal number of devices, cluster heads and,
a base station.

e The paper presents a novel hybrid secure blockchain model using
an Al approach (SPBO). The Hybridization is obtained in order
to divide and categorize devices according to their security and
encryption key requirements.

* A hybrid security framework for BN provides a clear and efficient
authentication scheme; global blockchain and local blockchain are
separately used for BN identification.

In rest of the paper, section 2 explains literature reviews, A network
model is presented in section 3. Proposed algorithm is presented in section
4. Results are drawn in section 5 and concluded in section 6.

2. Literature Review

Blockchain was first introduced as a part of the Bitcoin in 2008 [16].
Authors and researchers around the world have used blockchain
technology in a variety of fields and areas [17-20], such as resource
scheduling in cloud applications [21], and it is also employed in intelligent
optimal algorithms to enhance the performance [22-26]. Every block in a
blockchain consists of two parts, namely block and block head. In this
hierarchy, blocks are the transitions stored in the database, which can be of
any format or structure [27]. For instance, a block may be a health
information, a transaction related to currency, a system log, or information
about the traffic. The block header contains two diverse metadata sets: a
mining metadata and the block itself. A double hashing is done on the
transaction records [28]. All the transactions are then combined together
and submitted to the blockchain in the form of blocks. An efficient
password technology is applied in order to combine all the blocks in a
specific order. Therefore, all the blocks combined together form a chain
structure, resulting in a blockchain.

There are a variety of encryption algorithms that ensure the privacy
and authenticity of each block in a blockchain. Data security algorithms
ensure that all the blocks are secured and cannot be tampered with by any
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outside agent [29-30]. The blockchain is majorly dependent on the
consensus system and the major ingredient of a blockchain is a node. The
consensus mechanism ensures that even if a specific node fails in the
blockchain, all the other nodes have no effect of a single failure and all
other nodes keep working uninterrupted. This approach solves the
limitation of traditional centralized system, where failure of one node
results in the breakdown of the entire system [31-33]. Private and
consortium blockchains are very similar and basically private blockchain
in essence. The public blockchain specifies the group or individual that
shares a blockchain. The public blockchain can be referred to as the most
widely used blockchain as it has a decentralized approach that helps users
to access blockchain services in an error free environment. The consensus
blockchain is controlled by some nodes that are preselected. This kind of
blockchain is referred to as partially centralized. Private blockchains are
used specifically for bookkeeping purposes and are not available to the
public. The private blockchain can be a person or a company that writes
for blockchain access and they have very limits access to the outside world
[34-44].

3. Network Model

IoT networks would be able to use blockchain technologies to tear
down the conventional network model, in which terminal machines rely
on the central storage database on the cloud to identify and authenticate
devices in the system. With high protection mesh networks, blockchain
creates a modern decentralised management mode. In the current model,
terminal sensor data transactions are reliably interconnected. All
information is stored on a server that is open to attack. Since the scheme
lacks stringent authentication and encryption mechanisms, this is the
case. On the server side, users can simulate sensor data, analyze it, and
make decisions. Blockchain is a decentralized blockchain with advanced
authentication features such as signatures, consensus checking, and
numerous storage replicas. Iol' transmission and data collection
characteristics.

Encrypted transactions, consensus authentication, and distributed
storage are the three mechanisms that make up the blockchain-based
infrastructure. The device gathers data from the periphery in the early
stages. To encrypt the transmitted data, the device uses its ID as a public
key. Any nodes in a blockchain scheme serve as authentication nodes, and
others serve as storage nodes. The verification node’s job is to accept
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transactions, check their legitimacy, run consistency algorithms, and
shape blocks. The blocks are stored in the storage nodes as hash indexes,
ensuring that all nodes have the same blockchain data. The distributed
ledger offers a number of high-security benefits. To begin, transaction data
is stored in the blockchain that cannot be modified or removed. As a result,
it is an irreversible ledger. Second, the system hashes of firmware and
applications are recorded in a distributed ledger so that users can securely
verify transactions for tampering. Finally, the blockchain distributed
ledgers have scalability. If a node is disconnected or destroyed, the sensor
data is preserved in other nodes, thanks to the consensus node.

4. Proposed Algorithm

A blockchain ecosystem’s consensus paradigm is at its heart. The
system’s output value, which includes delays, throughput, and other
metrics, is determined by a consensus approach. The total count of
transactions performed per second is commonly used to characterize
throughput. Other indices, such as the time it takes to generate a block and
the time it takes to complete a transaction, are equally significant. At the
moment, blockchain is categorized into 3 categories: public, permissioned,
and partnership. From the user’s perspective, the public blockchain
provides unrestricted access to the framework. To access the scheme, you
must have permission from the permissioned blockchain and alliance one.
The kind of blockchain used is often different due to the different
circumstances. The system of majority agreement is the primary theoretical
distinction of blockchain. Proof of Work (POW) is a Bitcoin consensus
system that depends on machine mining power. The Ethereum consensus
method employs proof-of-stake. They are visual representations of a
public blockchain app. To reach consensus, the Hyperledger scheme uses
the IBM-developed Practical Byzantine Fault Tolerant (PBFT). Union
blockchain mostly uses PBFT. Hyperledger introduced a member
management mechanism to enable it to be used in a private setting. In BN,
a blockchain-based collocation architecture framework that is unique to a
specific organization or agency. Members that have been added to the
scheme must be given the authority to do those tasks. So, in this article, a
private blockchain-based consensus algorithm called Hierarchical BFT
used.
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4.1 Cryptotion Technology

This research suggests BCE-BN, a block-based BN encryption
algorithm, to address the information security issues that occur in BN
while also ensuring the confidentiality of information transmitted. Key
pair creation, encryption, signature, and authentication are the four parts
of the algorithm.

Key pair generation. Make a key pair out of the information you've
gathered so far. The BN device generates a key pair for each device in the
wireless sensor network in an anonymous manner, with the ID node
serving as the public key.

Encryption - It is a mathematical procedure that generates a ciphertext
from plaintext and an encryption key. To produce ciphertext, this paper
uses an asymmetric encryption algorithm with plaintext and the node’s
private key as input. The ciphertext isn’t protected in any way:.

Signature - The sender node encrypts the transaction data using his ID
as the public key, produces encrypted cyphertext, and sends it to the
recipient. Although maintaining the accuracy of the records, this signature
approach prevents anyone from forging it.

Verification - All the nodes in the network can use the public key to
check the validity of the information to decide if it was sent by the source
node. If the verification is successful, the data is sent to the target node and
stored in the blockchain framework. The data is discarded if the validation
fails.

This research optimizes the entire operation using Al algorithm
SPBO.

4.2 Student Psychology Based Optimization Algorithm

Several optimization algorithms have been possible in recent years,
and they are now being used in a number of fields. How good a student
does on an exam is determined by the number of points he or she receives.
The student who receives the highest test score is referred to as the best
student in the class. Students in most schools strive to boost their grades
so that they can be the top student in the class. Students must put in more
effort into the subjects given to them in order to do this. After researching
their behaviour and speaking with them, the writers of the current paper
learned about the observed psychology of students. Over the last four
years, this research has taken place in a variety of schools, colleges, and
universities in West Bengal, India. To be the highest in class, students must
achieve a higher grade than the majority of their classmates as shown in
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Figure 2. To achieve this goal, they must devote more time and resources
to the subjects assigned to them. They must compete in all of their subjects
in order to increase their overall score. As a result, students must put
forward effort in each subject in order to increase their overall grades. The
skill, consistency, and commitment of a student in a subject, on the other
hand, determine his or her progress in that subject. As a result, it’s
necessary to keep in mind that exam grades will not increase at the same
pace for all candidates and that outcomes will differ from one student to
the next. Students’ desire to do well in school is often influenced by their
psychology. Any student aspires to outperform the best student by putting
in the same or more effort. At the same time, certain students strive to
match the commitment of the class’s best student, as well as to go beyond
and above the effort of the average student. Students’ effort determines
how well they do. Students may also attempt to bring in more effort topic
by topic to increase their average test score and their interest in a subject
decides how much effort they put forward in that subject.

Step 1 Initialize the population and converging criterion
Step 2 Evaluate the initial performance of the class
Step 3 while P <= Maximum iteration do /* Tteration start*/
4 fo,l m = 1 to number of subject offered do
i. for each student check the category of the student
4 if the student is the best student then
f Modify performance
else
if the student is good student then
for each student check whether the student is
following the best student only
if Yes then
Modify performance
I else

Modify performance
end if
end for

end if
else

if the student is the an average student then

4 Modify performance

end if
else
J l Modify performance

, end if
end for
ii. Check the boundary
Evaluate the performance of the class
II' the new performance is better then

iv.
Replace the old performance with the new one
else
Keep the old performance
end if
v m=m+1
end for
P=P+1
end while
Step 4 Display the performance of the best student (optimum solution)

Figure 2
Flowchart of the SPBO algorithm
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5. Experiment and Simulation

This approach builds a blockchain cluster in a distributed system to
replicate and validate the model in the actual trial. Simultaneously, author
consider the impact of different variables on the whole blockchain scheme
and then use system latency and system throughput as the two metrics to
assess the system'’s overall efficiency as shown in Figure 3. The proposed
blockchain-based device efficiency is clearly superior to that of a single-
centre server to some degree as compared to the traditional centralized
methods and the methodology of [45].
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Figure 3
Proposed work compared for throughput.
With the number of devices rising, there are two forms. Research also
carried out tests to see how fast our blockchain-based data management
network can handle transactions. The transaction process speed is then

reported in our experiments. The speed of transaction process is around

2000

6000

Process Speed

3000

—e— Proposed
—e— Methodology [45]
—e— Centralized

o 20 a0 60 80 100
Devices

Figure 4

Proposed work compared for Processing speed.
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Figure 5

Proposed work compared for security with increasing devices.

6806 tx/s when the number of nodes is four, as seen in Figure 4. The device
transaction processing speed approaches 14326 tx/s when number of
nodes exceeds 31. The proposed approach clearly indicates that the process
speed is better than that of the other two approaches as shown in Figure 4

The proposed algorithm is compared with the existing algorithms in
terms of security with an increasing number of devices. In this modern
era, network devices are increasing exponentially, and it is crucial to
provide security to the data used. As shown in Figure 5, the proposed
algorithm provides better security as compared to the compared
algorithms. Although security decreases with increasing number of
devices, even then suggested work performs better.

The number of network devices are growing at an unprecedented
rate in the digital world, making it critical to ensure QoS in blockchain. In
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Figure 6
Proposed work compared for QoS of the blockchain.
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Proposed work compared in terms of Computation time.

comparison to the other algorithms, as seen in Figure 6, the proposed
algorithm provides better QoS. Even if the QoS of the proposed algorithm
decreases as the number of devices grows, it still outperforms current
algorithms.

Figure 7 compares the proposed algorithm with existing algorithms
in terms of computation speed. Computation speed is an important
parameter to understand the complexity of the algorithm. Blockchains
consist of a number of devices, hence the algorithms implemented on the
blockchain should be light and platform independent. As seen in Figure 7,
the proposed algorithm has better computation speed.

6. Conclusion

The proposed algorithm has high-performance efficiency and
scalability, and the approach is more robust and straightforward because
of the digital signature scheme. Our tests also demonstrate that the
blockchain has lower latency and higher throughput than unified server
mode. The throughput of a blockchain scheme increases in lockstep with
the number of nodes. The blockchain-based database architecture is more
robust and reliable, making it suitable for securely storing sensor data
transactions. The proposed approach is tested against some of the famous
existing blockchain technologies over a variety of parameters and the
proposed approach performs better than the existing algorithms over all
the testing parameters.
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