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Abstract

Powerful cryptographic systems require a qualified random number generator. This
research purposes to provide a comprehensive comparative analysis done on several of the
well-known pseudo-random number generators (PRNGs) regarding their efficiency and
resilience against crypto-analytical threats. These generators consist of the basic 8-bit Non-
Linear Feedback Shift Register (NLFSR), the logistic map (LM), and our proposed hybrid
random number generator named NLFSR-LM, which combines through XOR operation
the sequences of the NLFSR with the LM to achieve a high quality of randomness. The
performance of the created generator is examined and subsequently compared according
to statistical tests of randomness alongside cryptographic features in terms of key space,
key sensitivity and resistance to numerous attacks. The proposed generator produced good
results and exhibited several interesting properties, such as a high degree of security, a
sufficiently large key space, and it provided better randomness than other frequently used
PRNGs.

Subject Classification: (2010) 11T71, 68P25, 94A60, 68R01.
Keywords: Random number generator, NLFSR, Logistic map, NLFSR-LM, Image encryption.

1. Introduction

The security of images is a major issue in real-time applications[1];
therefore, applying cryptography is a direct way to hide image information
by converting known images into unrecognized noise-like ones[2]. When
designing encryption algorithms, the security level of the whole system is
dependent significantly on the employed key’s complexity[3], [4].
However, alternative techniques have been offered to make keys more
secure and prevent any possible abuse, and other strategies are being
developed for the same[5]. Therefore, random number generators (RNGs)
utilized in cryptographic applications must fulfill strict security standards
in order to be regarded as safe for usage[6]. In reality, utilizing weak
random values allows an opponent to break the entire system|[7].

Pseudorandom number generators which are mostly used in
computer applications, are created using a mathematical formula in a
predictable way. This is appropriate for many applications and sometimes
even ideal[8].

With every new technique of designing random numbers, there is an
improvement that is expected, existing pseudo-random number generator
schemes exhibit drawbacks in different aspects. Researchers have used
feedback shift registers (FSR) and chaos-based cryptosystems, among
many other techniques, for many reasons. For instance, when dealing with
multimedia data, chaos-based solutions are extremely successful [9], in
general, chaos possesses three crucial dynamic features[10]: (1) the
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sensitive dependency on initial conditions, (2) the semi-stochastic feature,
and (3) ergodicity[11]. On the other hand, the generalized feedback shift
register pseudorandom number approach offers significant benefits over
all other pseudorandom number generators [12]; it generates
multidimensional pseudorandom numbers with arbitrarily long period; it
is portable and faster than other pseudorandom number generators.

In this study, the Non-Linear Feedback Shift Register (NLFSR)
according to the logistic map (LM), which have been most often utilized in
cryptographic applications, are selected to develop our suggested pseudo-
number generator, termed NLFSR-LM. These generators are evaluated
and compared according to various criteria, which consist of statistical
randomness quality, and are subsequently employed for image
cryptography.

Our paper is globally organized as follows: Section II introduces
overviews of the logistic map (LM) with the NLFSR, and then the structure
of the suggested generator (NLFSR-LM) is studied correspondingly.
Section III presents approved tests for the randomness and key sensitivity
of RNGs. Section IV demonstrates and discusses the use of the proposed
RNG in image cryptography. Section V provide the results and assessment
are provided in Section V. In Section VI, a comparative study of the
performance of the three schemes is presented.

II. Background Information

In this part, we will present the pseudo-number generators that have
been selected for comparison: the nonlinear feedback shift registers
(NLFSR), the logistic map (LM), and our generator based on combining
the NLFSR with the LM, termed the NLFSR-LM.

Logistic map (LM)

LM is one of the basic one-dimensional chaotic maps that is
characterized by[13]: (1) simple structure, (2) easy implementation, and (3)
moderate computing cost. It is commonly mentioned as an example of
how complicated behavior may evolve from a basic deterministic dynamic
system without any stochastic disruption[14]. However, the restricted
chaotic range and nonuniform data distribution of the output chaotic
sequences are drawbacks[15].

This map is written as:

For O<u<4,X €[0,1] X =Ly X)=uX (1-X) (1)
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(a) (b)
Figure 1
Logistic map: (a) BD; (b) LE.

In which p is a control parameter that decides whether chaotic
variable X stabilizes at a constant value [14], and the initial value of the
system is set to X, (0 < X, < 1) [16]. The relationship between p and chaotic
behavior is represented by the bifurcation diagram (BD) that provides
details of the system dynamics as depicted in Figure 1 (a).

The behavior of the logistic map depends on p, when 3.5699 < u < 4,
the system goes into chaos [16]. According to Figure 1 (b), the Lyapunov
exponent (LE) of the logistic mapping is positive when 3 <
1 < 4 [16], indicating that the system is in a chaotic state [17].

Note that the main flow generator’s parameter interval must be
guaranteed to be in a chaotic state.

Non-Linear Feedback Shift (NLFSR)

To create pseudo-random sequences for stream ciphers [18], Non-
Linear Feedback Shift Registers [19] have been suggested as alternatives to
Linear Feedback Shift Registers (LFSRs) [20]-[22]. As the LFSR is
structurally a shift register with specific tap taken out and XOR-ed with n
flip-flop and fed back to itself [23] via a linear Boolean function, the NLFSR
is a generalization of a LFSR where the feedback function is any Boolean
function f of n variables [20], [24], but the contents of 1 stages are calculated
according to a non-linear function. To illustrate the principle of NLFSR,
consider the feedback shift register (FSR) in Figure 2.

Where, f is the nonlinear feedback function represented as [25]:

f(xi 4 xi+1 ’xi+2) =1® xi ® xi+2 ® xi+1xi+2 (2)

(x,,x,,x,) are the initial fills.
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Figure 2

General diagram of the Feedback Shift register.
Proposed generator NLFSR-LM

Our proposed generator illustrated in Figure 3 comprises of two
subsystems stated before; the first is based on the chaotic time series
(logistic map (LM)) and the second is based on the Non-Linear Feedback
Shift Registers (NLFSRs).

First, we employ a Fibonacci NLFSR that comprises of 8-bit shift
registers with particular feedback functions. As a potential valid feedback
polynomial for an 8-bit NLFSR is mentioned in [26], we choose fas:

f=x,0x ®x,®(x,.x,), where taps x ,x,x, are XORed with
x,andx, to get the output bit and feedback to the rightmost bit. The
second task is to select the chaotic map with parameter p that contributes
to have an excellent chaotic behavior of the function. Because we are using
the logistic map whose input and output value belong to the interval [0,1].

The generated chaotic sequence X _ should be converted to an
unsigned integer in the range of 0 to 255 by multiplying the sequence
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Figure 3

Proposed NLFSR-LM Key generator structure.
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element X | with 255, then round it to the nearest decimal value, to be
converted then via a decimal to binary converter.

Finally, the XOR operation is applied on the sequences produced by
the two subsystems to acquire the final sequence of key. The symbol @
signifies addition modulo 2.

ITII. Evaluation and comparison of PRNGs

The security of an entire program is significantly affected by the used
random numbers, therefore, it is important to guarantee the security of the
generated numbers used in these applications [6].

In this part, we investigate and compare the randomness quality of
the NLFSR, the logistic map, and our suggested combination NLFSR-LM
generated sequences, via the National Institute of Standards and
Technology (NIST) [27], [28], which has set rules for random number
generation. Then, the key sensitivity of the suggested key sequence is
assessed by the Pearson’s correlation coefficient [29] and the Hamming
distance.

NIST test of randomness

The 15 subtests that make up the NIST test can all be used to assess
the unpredictability of the sequences. The test results primarily
demonstrate the pros and cons of the pseudo-random sequence by
examining the uniformity of the sequence [30] [31], in which the regularity
of the sequence is represented by a probability value (P-value) [32].

The p-value of each subtest is compared with the significance level «,
that is chosen by a tester [33] (for cryptography and in the case of NIST test
suite version SP800-22, ct is usually set to o = 0.01 [33]). If the sequence has
a P-value of > o, then it is random; otherwise, it is not. The four alternative
categories may be used to categorize the NIST tests. These tests include
the frequency test (tests 1-4), the repetitive pattern test (tests 5-7), the
pattern matching test (tests 8-12), and the random walk test (tests 13-15).
The numerical values in Table I lead us to conclude that:

In the case of the sequence created by the basic NLFSR, 15 tests were
done, and out of that, 10 have failed as the resultant P-values are
considerably less than 0.01. Thus, the sequence generated cannot match
the criterion of randomization for the secure method.

Sequences generated by using a simple chaotic map, such as a logistic
map (LM), are not highly random and provide less security, because 10 out
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of 15 tests failed, this suggests that employing logistic chaotic maps to
generate key sequences does not provide a high degree of security for
cryptographic applications.

The sequence generated by the suggested NLFSR-LM generator has
desired randomness properties, by passing at least 14 out of 15 tests of the
NIST suite, as all the p-values are considerably greater than 0.01, which
indicates the supply of high randomness from the provided method.

Key sensitivity analyses of the NLFSR-LM

The sensitivity of the produced keys is guaranteed by testing the
correlation between the generated sequences of keys [34], it has two ways:
the Pearson’s correlation coefficient [35] and the hamming distance [34].

Pearson’s correlation coefficient

The strength of the linear link between two sets of data is statistically
measured using Pearson’s correlation coefficient [36]. Where str =[x, ...,
x,] and strl = [y,,... y,] [34].

The Pearson’s correlation coefficient is given by:

Z;lz_ol(xi — J_C)(yl - ]7)

Rstr str1) n-1 —\211/2 n-1 —\2171/2 (3)
R b R O R

X, ¥ mentioned by equation (4) represents the mean values of Str and
Strl.

=

,1 X
= Z?:o ;’

n-1Y;
y= i:O%

(4)

Hamming distance

Based on studying the bits of the sequences directly, we determine
the average Hamming distance [37] by calculating the number of distinct
bits between two binary sequences that have the same length m [38].
Consequently, the following equation provides the Hamming distance for
two binary sequences [39]:

(st s0) = 20 (x, @) (5)

Where x, i, are the elements of st s,
j j 1 2
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In our test, three primary binary keystream sequences K1, K2, and K3
produced by our suggested NLFSR-LM are formed from slightly different
initial values:

K, is produced using the following initial values:
U, =3.999000000000011, X, = 0.100000000000011, NLFSR =10101101
K, is produced using the following initial values:
U, =3.999000000000099, X, = 0.100000000000099, NLFSR =10101100
K, is produced using the following initial values:
i, =3.999000000000059, X, = 0.100000000000067,NLFSR =10101001

Correlation results explained by Pearson’s correlation coefficients
and Hamming distance [37] of three key sequences generated by
NLFSR-LM were constructed as described in TABLE II. Basically, if two
sequences have a Pearson correlation and hamming distance of 1 or of — 1,
this implies that one set of the sequences is redundant.

In our case, the connection between K1, K2, and K3 assigns a value
between 1 and -1, implying that the three sets of keys were uncorrelated;
the three key sequences do not have the same information content. Thus,
the proposed NLFSR-LM benefice an extreme sensitive to the system parameter
with initial conditions (keys), and a capability of generating a large and
uncorrelated number of key sequences that exceed 520x10° bits for each
iteration.

Table II

Pearson’s correlation and the hamming distance results.

K1 vs K2 K1 vs K3 K2 vs K3
Pearson’s correlation coefficients -0,0038 0,0043 0,00043
Hamming distance 0.9933 0.99581 0.9959

IV. Image encryption and decryption scheme based on the NLFSR,
LM, and NLFSR-LM generators

In this section, three key sequences are employed for image encryption
and decryption. Here, we utilize the most simple and appropriate scheme
for basic encryption and decryption which is the exclusive OR (XOR)
operation [40]. This method is predicated on the idea that by performing
an XOR operation on two numbers A and B, C will be produced. The same
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Plain image

Read the input Generate and
image :) Arrange the key
X )
Bit XOR
operation
X,Y)
Encrypted image
Figure 4

Image encryption procedure.

manner when performing XOR operation on the Key and B, then C is
returned to A. The XOR approach has various advantages over other
simple encryption techniques, including a fast and simple algorithm, and
the ability to completely achieve lossless reduction by encrypting the
image’s gray value [40].

In Figure 4 we illustrate the encryption process. After reading the
input image (X) of size (nxm) to be encrypted, we arrange the key (Y)
according to the image dimension in the Row Major Order, where the
elements of the binary vector of random numbers are arranged sequentially
row-wise, which means filling all the indices of the first row and then
moving to the next row in order to produce the key’s matrix of size (nxm).
Later, the input image and cipher matrix of the previously generated key
are combined using the bitwise XOR operation.

As is the usual protocol, the decryption process reverses the
encryption operation and restores the original data. The bitwise XOR
operation with the same arranged key matrix used for encryption is used
to decode the cipher image in our proposed scheme.

V. Experimental tests and security analysis

An effective image encryption technique can withstand numerous
regularly used attacks, such as the brute-force attack [41] and differential
attack [42]. This part includes thorough numbers, tables, and explanations
to assess the performance and compare the NLFSR, the LM, and the
proposed algorithm. This article used MATLAB R2018a to run a simulation
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(a) ®) © @ @©
Figure 5

Image encryption and decryption results: (a) Plain-image; (b) NLFSR-LM
encrypted image; (c) NLFSR encrypted image; (d) LM encrypted image;
(e) NLFSR-LM decrypted image.

experiment on a PC with a Pentium (R) Dual Core T4500 CPU running at
2.30 GHz and 2 GB of RAM under Microsoft Windows 7.

Encryption and decryption experiments

Using the right created keys and the suitable initial values, in this
subsection, we describe the encryption and decryption outcomes. X, = 0.1
is the initial value of the chaotic map along with y which represent the
control parameter and it is selected to be in the chaotic interval; p1 = 3.999.
The initial state of the NLFSR is chosen to be [10101101].

Figure 5 shows the encryption-decryption results using the three
sequences of keys generated by the NLFSR, LM and our combination
NLFSR-LM. It may be reached at a conclusion from the figures that:

The plain image is successfully encrypted into a noise-like secret
image in the three circumstances where, we can see the primitive
information is totally destroyed, which results in enhanced privacy
protection. Meanwhile, we employ the right keys for decryption, and the
results are presented in Fig. 5(e), the original images are correctly
recovered, revealing that our encryption process is reversible. Overall, this
experiment indicates that our encryption system works legitimately in all
three cases.

Histogram

A crucial statistical component of an image is its histogram, which is
used to describe the spread of pixels in the image [43], [44]. Figure 6 shows
the plain-image and equivalent cipher-images for the three schemes and
their histograms. From the presented figures, it may be seen that:
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gy

Figure 6

Histogram plot of: (a) Plain-image; (b) NLFSR-LM encrypted image; (c) NLFSR
encrypted image; (d) LM encrypted image; (e) NLFSR-LM decrypted image.

The histograms of the encrypted images are radically different from
those of the original images. The histogram of the encrypted image
employing the LM method is not flat, which indicates that the distribution
of pixel values is not uniform, thus resulting in the leakage of some
statistical information.

The histograms of encrypted images employing the NLFSR and the
proposed NLFSR-LM are flat and evenly distributed. It signifies that the
distribution of pixel values is uniformly distributed, this illustrates the
resistance of the two encryption methods to statistical attacks.

Entropy

The information entropy measures the quantity of information in an
image [45]. It is computed as follows [46]:

255
P(m)= —%P(mi)logz(mi) (6)
Where m is the image, and P(m,) is the probability of m, gray value

in the image [46]. For a 256-gray-level image, an optimal Shannon entropy
value is 8.

Table III
Entropy score values.

Original | Encrypted | Encrypted | Encrypted | Decrypted
(LM- (NLFSR) (LM) | (LM-NLFSR)
NLFSR)
Entropy 7.2432 7.9970 7.9956 7.9593 7.3224

By using the three schemes as depicted in Table III, the information
entropies values of encrypted Lena images using the NLFSR and the
proposed NLFSR-LM have assumed values varying from 7.995 to 7.997.
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This indicates that the encrypted images are relatively close to a random
source, and that these two approaches are resistant to an entropy attack.

Anti-Differential Attack

To evaluate the sensitivity of the ciphertext image to the plain-image,
we use the number of pixels changes rate (NPCR) [47], the number average
changing intensity (UACI) and the peak signal-to-noise ratio (PSNR) [47]
in equations (7), (8) and (9) respectively [46]:

s sV st DG, j,k)

=17 j=1"k=1

NPCR = x100% (7)
M.N
1G,71,k)=C2(, 1,k
D, j,k) = 0 ClG,j,k)y=C2(,j,k)
1 C1(i, j, k) = C2(i, j, k)
_ 1 H oW <L [CL(,j,k)-C2(i,] k) o
UACI _M[Zi:IZ]‘ﬂZkle x100% (8)

Where C1 and C2 are two ciphertext images encrypted using only
slightly different images [46].

PSNR =20 log,, (%] 9)
MSE = o S S BTG, j, k)~ KG, P (10)

MSE is the mean squared error [48]. I, and K are the pixel positions,
whereas i, j, and k are the pixel values of the original and encrypted images
[48], respectively.

Table IV
NPCR, UACI, MSE and PSNR values.

NPCR UACI MSE PSNR(dB)
Encrypted (LM-NLFSR) 0.996231 0.278690 7.229+03 | 45.10937
Encrypted (NLFSR) - 0.282059 6.39e+03 | 44.94362
Encrypted (LM) 0.990203 0.246942 7.36e+03 | 46.19030

A comparison of the NPCR, UACI, and PSNR for the proposed
scheme and the NLFSR scheme, according to the LM scheme, is shown in
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Table IV, demonstrating that the suggested confidentiality scheme is more
resilient in repelling differential attacks.

Correlation coefficient analysis

Due to a correlation value mainly close to 1, one pixel of an original
image is often highly associated with nearby pixels [13] in the three
directions: horizontal (H), diagonal (D), and vertical (V) directions [49].
Thus, an effective encryption technique should be able to disrupt the
associations between nearby pixels.

Table V

Horizantal, vertical, and diagonal corr values of 2048 pairs of original,
encrypted and decrypted image.

Original Encrypted Encrypted | Encrypted | Decrypted (LM-
(NLFSR) (LM) NLFSR)
H 0.9438 0.0019 -0.2007 -0.0222 0.9346
\Y% 0.9700 -0.0133 0.0029 -0.0166 0.9675
D 0.9152 -0.0205 0.0678 0.0003 0.9125

gray level pixel value
2 o 2 B
2 2 8 8

The correlation between the neighboring pixels in three directions;
horizontal, vertical, and diagonal are reported in Table V according to
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Correlation results: (a) Plain-image; (b) NLFSR-LM encrypted image;
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Figure 7; it is clear that the correlations between pixels in the cipher image
using the NLFSR-LM scheme are significantly minimized compared to
those obtained using only the NLFSR or only the logistic map (the values
are very close to the 0 value), so the proposed algorithm successfully
destroys the related coefficient.

Key sensitivity

A reliable test to measure the strength of an encryption cryptosystem
for digital images is key sensitivity against even a tiny change in a single
key [50]. The parameters and initial values used to assess the key sensitivity
of our proposed cryptosystem are listed in Table VL.

Even with a minor variation in the single parameter p between the
encryption right key (K1) and wrong key (K2) for the identical image, we
noticed a difference in the resultant pixel-to-pixel difference |E,~E,| [51]
as shown in Figure 8.

Key space

To evaluate the cipher’s security, a brute-force assault, known as a
chosen-plaintext attack, is used. Since the approach uses double precision
floating point numbers in representing real numbers on computers, the

(®) () (@
Figure 8

Key sensitivity analysis :(a) Original image, (b) Encrypted image with correct
key E1, (c) Encrypted image with wrong key E2, (d): Pixel-to-pixel
difference | E1-E2]|.

Table VI
Parameters and initial values used as K1 and K2.

u X, NLFSR Initial state
K1 3.999 0.1 10101101
K2 3.999000000000001 0.1 10101101




172 H. BOUREKOUCHE, S. BELKACEM AND N. MESSAOUDI

cost to estimate p is 10™°, in accordance with IEEE-754 standards [52]. The
total number of keys used as a component of the key generator system is
represented by the key space employed in the proposed work. For our
scheme, we have:

The 8-bit NLFSR generated sequences are keyl = (2°-1) ~ 255. Thus,
total key-space of the NLFSR is 2°.

The precision of the initial condition X, variation along with
bifurcation parameter is 10™°. The key-space for X, is key2 =~ 10" and for
the bifurcation parameter is key3 ~ 10".

The iterations number n = 65536, so the iteration number is key4 =
65.10°.Thus, total key-space of the LM is 2"**.

Finally, the total key-space of the NLFSR-LM is = 255 x 65 x 10° x 10"
x 10"~ 10" which is roughly equal to 2.

To fend against brute force attacks, the key space of the image
encryption technique should be greater than 2' [53]. Consequently,
compared with existing systems, the proposed algorithm has a vast key
space to fend against brute-force attacks.

VI. Comparative analysis

Here, we briefly compare our proposed NLFSR-LM generator with
the currently available NLFSR and LM RNGs, and subsequently, its
application to image encryption. First, a statistical randomness test is done
to assess the quality of the random numbers generated by the three types
of generators. The satisfactory findings from the NIST tests reveal that the
random bit sequence of our evolutionary random bit sequence generator
(NLFSR-LM) has higher statistical quality and does not have any statistical
defects. It also offers important benefits in that it prevents data loss, which
is a key problem when taking into account the challenges and costs of
producing random numbers in contrast to the NLFSR and LM generators,
which proved that it does not meet the randomness level requirements for
cryptographic applications.

The second part of our comparison study focuses on the application of
the three number generators in image encryption, where a comparative
analysis is performed among the tested parameters presented in Section
V. It can be noticed that:

- The correlation tested in three directions between the neighboring
pixels obtained from the three techniques is similar to the previously
released scheme, demonstrating that the suggested NLFSR-LM,
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NLFSR, and even LM image encryption techniques may effectively
reduce the adjacent pixel’s correlations in the encrypted images.
Behind the histogram plot, which is found to be flat and uniformly
distributed in the case of NLFSR and NLFSR-LM, the statistical
analysis reveals that the scheme protects the image from any form of
statistical attack.

The image encrypted with the proposed NLFSR-LM scheme
attains maximum information entropy in form of a random pixel
value distribution, making it nearly impossible to obtain visual
information from encrypted images, which makes it secure against
entropy attacks.

The values of NPCR, UACI, and PSNR of the suggested technique
are close to the theoretical values in request, which proves to be
exceedingly sensitive for our scheme for resisting differential attacks.
Sensitivity to secure key changes of the proposed NLFSR-LM
algorithm is high in both encryption and decryption phases, and
its key space is much larger than that of only NLFSR or only LM.

This advantage supports system’s qualification in resisting different
brute-force attacks.

Table VII

comparative analysis.

Evaluation parameters ;{;E;’iiﬁd NLFSR LM

NIST Pass/Fail Pass Fail Fail

% Randomness conclusion | Random Not random | Not random
Efficiency Excellent Poor Poor

£ | Resistance to statistical High High Less

% ?:;z:sl:ance to entro High High Medium

§ attack B ® &

%’3 Resistance to differential | High High Medium

£ |attacks

;v:Es Key space 2% 2¢ 28

%‘; Key sensitivity High Less High

S | Resistance to Brute force | High Less High

O | attack break

5 Security High Less Less
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Finally, from the findings reported in Table VII, it is evident that the
security analyses and experimental results indicate the efficacy of the
proposed method.

VII. Conclusion

This study aimed to provide an efficient design of a binary sequence
generator termed NLFSR-LM and then compare it with the current
random number generators in the literature, as well as the NLFSR and the
logistic map (LM). These generators are utilized for producing sequences
of keys whose features are gauged by utilizing NIST SP 800-22 rla for use
in image encryption. The findings were also compared to those of the
NLFSR and LM encryption methods to assess the strength of our proposed
NLFSR-LM cryptosystem. The encryption system using the XOR algorithm
was assessed using several statistical tests. The acquired findings revealed
a considerable increase in system efficiency and resistance against several
types of cryptographic analysis challenges compared with prior image
encryption techniques based on comparable algorithms. Overall, our
proposed scheme meets a high level of security which enables it to be
applied to secure medical image storage and transmission.
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