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Abstract

The increasing frequency of attacks on computer systems, networks, and information
systems, in general necessitate robust defense mechanisms and that can be detected by
Intrusion-Detection Systems (IDS). IDS, which notify system administrators of potential
intrusions in a system. As the scope and intricacy of network attacks continue to grow, there
has been a clear shift in focus towards the network itself, rather than individual operating
systems. Combatting these attacks through network-based intrusion detection poses its
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own set of challenges, including the management of the immense amount of data generated
during network auditing. Moreover, the complex nature of these attacks often results in
related events being spread out across various network locations. To overcome these hurdles,
this article proposes a fresh and seamless technique for detecting intrusions. Fueled by a
combination of frameworks and the Python programming language, this method aims
to enhance the effectiveness of intrusion detection systems by addressing the intricacies
inherent in network attacks. The system’s defense against viruses and unauthorized network
or system access is its main objective. Network-based IDS and host-based IDS are the two
different categories of intrusion detection systems. Furthermore, the article discusses the
integration of this host-based IDS method within existing security frameworks, emphasizing
its adaptability and compatibility with diverse system architectures. The exploration of this
novel approach provides valuable insights into the ongoing efforts to fortify information
systems against evolving threats, showcasing the importance of innovation in the field of
intrusion detection. In summary, this research contributes to the ongoing discourse on
intrusion detection by proposing a novel method that aligns with contemporary security
needs. The implementation of this method promises to reinforce the defenses of computer
systems against the ever-evolving landscape of cyber threats.

Subject Classification: 68M25, 68M10, 68M12.

Keywords: Host-based IDS, Network security monitoring, Security alerts, Scapy, Threat detection,
Anomaly, Network traffic analysis.

1. Introduction

Due to the extensive use of computer systems, Intrusion Detection
Systems (IDS) have taken computer security very seriously. The challenges
of how to securely transmit and protect digital information is complicated
due to the internet’s rapid development and usage. Host Based Intrusion
Detection System (HIDS) is the original type of IDS, and its primary
function is internal monitoring (inside a computer or other equipment).
However, various HIDS variants have arisen that can be used to monitor
networks [1]. In the near future, intrusion detection systems will become a
crucial area of research because it is hard to build a safe system without
vulnerabilities. A completely secure information system may not exist due
to operational or legacy constraints. In order to detect the formation of
dangerous states, intrusion-detection systems must therefore, continuously
monitor the use of such technologies [2]. Systems for detecting intrusions
are created to detect attacks on computer networks, systems, and
information systems in general. Creating and maintaining information
systems that can be proven to be secure during the course of use is
extremely difficult [3]. The next-generation firewall is designed to address
the complexities of network attacks by integrating an IDS module. An IDS
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is a module that uses behavioral analysis, signature-based detection, and
malicious activity identification to find intrusions. To put it simply, an IDS
is a system that sounds an alarm whenever it detects abnormal behavior in
the network environment [4]. The program detects both attempted and
actual abuse by authorized users as well as outside parties abusing their
rights or taking advantage of security holes. Basic rules-based algorithms
are frequently used by firewalls and spam filters to accept or prohibit
protocols, ports, or IP addresses. These firewalls and filters have the
drawback of frequently being unable to handle intricate DoS (Denial of
Service) attacks and of being unable to differentiate between “good traffic”
and “bad traffic”. An individual computer or server is designated as the
host for a HIDS, which is deployed and only keeps track of that system’s
activity. Firewall technology is crucial to intrusion detection system
functionality. It is designed with firewall security in mind. The firewall
defends the company from harmful web-based attacks. The IDS detects
attempts to access a network through the firewall. The system administrator
is notified, and the id is generated whenever a malicious user tries to
breach the firewall security and get access to any system inside the
organization.

The key contribution of the research paper is the proposal of a novel
and seamless technique for detecting intrusions in network systems. This
method, leveraging a combination of frameworks and the Python
programming language, aims to enhance the effectiveness of intrusion
detection systems (IDS) by addressing the complexities of network attacks.
The paper emphasizes the integration of host-based IDS within existing
security frameworks, highlighting its adaptability and compatibility with
diverse system architectures. This innovative approach seeks to fortify
computer systems against evolving cyber threats, contributing significantly
to the field of intrusion detection by providing valuable insights and
reinforcing system defenses.

In this paper, Section 2 categories the intrusion detection systems.
Section 3 provides a clear idea of the motivation. In Section 4, various
research works have been discussed in the literature survey section. A
clear concept of the proposed work has been explained in Section 5,
followed by Section 6, where the results have been demonstrated in detail.
Finally, Section 7 concludes the paper along with the future scope.
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2. Categories of Intrusion Detection Systems

Intrusion detection systems mostly come in two different varieties.
The medium or manner of the incursion was used to categorize. Two types
of IDS are most frequently found, and they are as follows:

2.1 Network-based Intrusion Detection Systems

Network-based attacks are now frequent and well-developed. Because
of this, intrusion detection systems are now concentrating more on the
network itself rather than the hosts and their operating systems. A
Network-Based Intrusion Detection System (NIDS) is recognized as a
system that examines network traffic to identify potential security
breaches. It focuses on examining the network data packets and flows that
arerouted through particular network segments or hardware. An overview
of a NIDS architecture is provided below:

(i) Packet Capture - A NIDS design uses sensors to collect packets
from network traffic. They gather data such as protocol information,
packet payloads, source and destination IP addresses, port numbers,
and other pertinent information. The analysis component receives
the collected packets for further processing.

(ii) AnalysisEngine-TheanalysisengineservesastheNIDSarchitecture’s
central element. It receives the packets that were collected and uses
a variety of analytic techniques to look for any potential intrusions.
To find potential threats, the analysis engine compares the collected
packets to known attack signatures, patterns, or baseline behavior.
NIDS commonly identifies anomalies in behavior by analyzing
the flow of network traffic. Numerous network devices, including
switches, routers, and even certain networked hosts, are utilized for
this purpose [5].

(iii) Signature Database - A database of predetermined signatures or
known attack patterns is kept up to date by the NIDS. To stay up
with the changing threat landscape, these signatures are frequently
updated. In order to find any matches, the analysis engine compares
the collected packets to the signatures in the database.

(iv) Alert Generation - The analytical engine produces alerts or
notifications when it finds questionable or malicious activity.
These notifications warn of potential security lapses or unusual
behavior. The alerts typically provide details about the danger that
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v)

was discovered, including the source and destination IP addresses,
the type of attack, the level of severity, and any further contextual
information.

Reporting and Logging - Mechanisms for producing reports and
keeping logs of network activities and observed events are part
of the NIDS architecture. These reports and logs offer a record of
past network security occurrences, help with forensic analysis, and
support compliance standards.

2.2 Host-based Intrusion Detection Systems (HIDS)

The Host-Based Intrusion Detection System (HIDS) keeps track of the

events and activities taking place on each unique host system. Only the
host system on which it is installed is protected by HIDS, and its network
card runs in non-promiscuous mode. In order to identify potential security
breaches, it functions at the host level, examining system logs, file integrity,
and other host-specific data. These IDS systems have historically relied
heavily on and used the signatures of known attacks to find inbound
threats.

(i)

(ii)

Sensor/Agent - A software element that is installed on the host
system is the sensor or agent. It gathers information on network
connections, file integrity, system events, logs, and other pertinent
topics. Monitoring and analyzing host-level actions to find potential
security threats is the responsibility of the sensor/agent.

Event Collector - Data produced by the sensor or agent is delivered
to the event collector. The data is collected, normalized, and stored
for later study. Before providing the data to the analysis engine, the
event collector may use pre-processing techniques to filter or enrich
the data.

(iii) Analysis Engine - The HIDS architecture’s core element is the analysis

engine. To find potential security events or malicious actions, it uses
a variety of analysis approaches, including correlation, anomaly
detection, behavior analysis, and signature-based detection. To find
irregularities or signs of compromise, the analysis engine compares
the collected data with well-known attack patterns, behavioral
profiles, or regulations.

(iv) Rule Engine - A set of established rules or regulations that specify the

conduct or traits of legitimate and malicious actions are contained in
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the rule engine. The analyzed data is subjected to these standards in
order to spot any suspicious or malicious trends. The rule engine can
be modified or updated to meet certain security needs.

(v) Alerting and Notification - An alert is sent when the analysis engine
or rule engine finds a security issue or suspicious conduct. Sending
immediate alerts to security managers, system administrators, or a
Security Information and Event Management (SIEM) system is the
responsibility of the alerting and notification component. These
warnings include information that can be used to start incident
response or mitigation procedures.

2.3 Scope of Host-based Intrusion Detection System

The main objective of a HIDS for network monitoring is to monitor
and safeguard specific hosts or endpoints within a network environment.
HIDS and Host Intrusion Prevention System (HIPS) are implemented at
endpoints, in contrast to NIDS, which are employed at network boundaries
and segmentation points like gateways to the internet or other untrusted
networks [6] As opposed to host-based IDS systems, which function at the
host level and offer granular visibility and security for particular devices,
network-based IDS systems primarily analyze network traffic. The
intrusion detection paradigm that is used may be used to further categorize
HIDS. The misuse detection technique and the anomaly (or behavior)
detection approach are two examples of these categories [7]. HIDS
recognizes unknown attacks more often than network-based IDS because
the attack disrupts the host being monitored. Suspicious actions coming
from within the system, such as unauthorized access attempts, privilege
escalation, or unusual behavior by privileged users, can be found using
HIDS. Before serious damage is done, it can detect unwanted software,
such as malware or ransomware, and notify administrators. The following
are the main characteristics of HIDS in terms of network monitoring:

(i) Endpoint Protection - Individual endpoints, including servers,
workstations, laptops, and other network-connected devices, are the
main focus of HIDS monitoring and protection. It seeks to identify
and stop security problems, malware infections, unauthorized
access, and intrusions that target these particular hosts.

(ii) Threat Detection - To identify risks and security incidents, HIDS
makes use of a variety of methodologies. It uses heuristic algorithms,
behavior analysis, anomaly detection, signature-based detection,
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and anomaly detection to spot potential signs of compromise as
well as recognized attack patterns. When suspicious behavior or
malicious events are found, it issues alerts or initiates reactions.

(iii) Incident Response Support - When a security issue occurs, HIDS
plays a crucial role in incident response by providing real-time
alerts and useful information. It helps security teams locate the
issue’s origin, comprehend the scope of the compromise, and enable
efficient incident containment, eradication, and recovery.

3. Motivation

Although several efforts have been made in the area of security, there
is still much effort required for improvement. No system has been
constructed with 100% security; all attacks and attempted intrusions have
contributed some security weaknesses to every system. Every day, several
systems are attacked by numerous viruses and other forms of malware.

Government, finance, and the healthcare sectors all have very strict
regulatory compliance standards. Host-based IDS can assist in meeting
these objectives by offering capabilities for continuous monitoring and
auditing. It enables organizations to prove compliance by quickly
identifying and resolving security incidents. In the realm of small
businesses and individuals with limited financial and technical resources,
there is a pertinent need for effective yet affordable security solutions.
Implementing a less sophisticated but still valuable Intrusion Detection
System (IDS) can offer crucial insights. Open-source IDS, for example,
provides a cost-effective option for monitoring network traffic, detecting
suspicious activities, and identifying known attack patterns. These
capabilities can be deployed on a dedicated server or a network gateway,
providing a layer of defense for those with constrained resources. The
specific focus of this study is to introduce a technique for identifying open
ports and scrutinizing them for potential malicious network activity. This
approach aims to contribute to the development of a low-cost, yet robust,
host-based intrusion detection system. By concentrating on monitoring
networks on a specific host where the system is installed, this strategy
seeks to enhance the overall security posture of systems, especially those
with limited resources and capabilities. The research aspires to provide a
practical solution to the ongoing challenge of fortifying computer networks
against evolving cyber threats. Implementing a less sophisticated but still
useful intrusion detection system (IDS) can give small firms with limited
financial and technical resources important security insights. An
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inexpensive option might be an open-source IDS. Small businesses and
individuals can monitor network traffic for suspicious activity and known
attack patterns with the use of basic network-based intrusion detection
capabilities, which can be installed on a dedicated server or a network
gateway. This study aims to present a technique for identifying open ports
and checking them for any malicious network activity. It could be useful in
creating a low-cost, simpler host-based intrusion detection system to keep
an eye on networks on a specific host where the system is installed.

S

Desktop System.”

Attacker
Intemet

‘\\ Mail Server’,"

Figure 1
Depicts the authors” designed IDS in action

Figure 1 depicts the authors” designed IDS in action. The system is
under a simulated attack, where an adversary is attempting to compromise
the system. The IDS, embedded within the system, successfully identifies
the malicious activity and triggers an alert, showcasing the system’s
capability to detect and respond to potential security threats.

4. Literature Survey

The difficulties of identifying unanticipated network security
breaches are addressed by the deep learning-based Network Intrusion
Detection System (NIDS) that uses Self-taught Learning (STL) on the NSL-
KDD dataset. In terms of accuracy, precision, recall, and f-measure values,
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this strategy outperforms earlier ones in terms of flexibility and efficiency
[8]. The proliferation of Information Technology (IT) into our daily lives
has made it possible to communicate with a wide range of data formats at
several OSI model layers, ranging from application to physical. There is a
significant need to protect the confidentiality, availability, and integrity of
this data because they are vulnerable to intrusion hazards. A device or
software program called an Intrusion Detection and Prevention System
(IDPS) is made to monitor a system or network [9]. To ensure that only
authorized recipients may decrypt communications while maintaining
message validity, people use cryptography with secret keys for secure
communication. On the other hand, hackers might use advanced
instruments to target network hosts and obtain private information. IDS
protect users in these kinds of situations by performing vital security tasks
including monitoring, identifying, and reacting to illegal activity [10]. The
literature on host-based intrusion detection systems (HIDS) is organized
according to the data sources; system logs, audit data, Windows Registry,
file systems, and program analysis are utilized to give targeted surveys of
HIDS research. Even though system calls are usually included in audit
data, IDS research has been sparked by the availability of publicly available
system call datasets, therefore it deserves special attention [11]. Intrusion
detection systems (IDS) are becoming essential for information assurance
due to the increase in cyber-attacks. IDS keep an eye on and collects data
from a secured system, evaluates and correlates the data, and initiates
actions when it finds evidence of an intrusion [12]. Since recorded
snapshots can be separately evaluated, it would be interesting to investigate
the scalability of the analysis engine. Current intrusion detection systems
have several constraints. Their main methods for analyzing network traffic
include statistically anomalous traffic patterns or scanning for known
attack patterns. But because traffic encryption technologies like SSL and
IPSEC are so widely used, a large amount of internet data is encrypted
and cannot be examined. There are many well-known methods of evading
network intrusion detection systems. As a result, evasion strategies are
unsuccessful and intrusion detection is rapidly moving to host servers
where content is visible [13]. The study addresses the use of statistical data
evaluation to examine anomalies in user behavior; however, it does not
include particular method specifics, which makes it difficult to evaluate
the resilience and reliability of the intrusion detection system. The
accelerated single testing step, intended to improve performance, presents
questions regarding possible overuse of system resources, which could
have a detrimental effect on user experience. There is still research to be
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done on the trade-off between accuracy and resource efficiency [14].
Modern data centers produce large amounts of real-time system call traces
from Linux programs that are inappropriate for use with host-based
intrusion detection solutions. It takes time to train data mining models
with system calls on a single host with static processing and storage
capability, and handling intermediate datasets effectively is difficult. Most
systems employ signatures to identify and address usage trends, even
with the development of intrusion detection techniques. However, human
interaction is still required to oversee and guarantee system integrity
because automated replies carry a risk [15]. Network flow metrics and
biometric data together improve IDS performance in the healthcare
industry, although scalability and adaptation issues could occur. Behavior-
based detection strategies are necessary since traditional signature-based
detection techniques have trouble identifying unknown incursions [16].
Particularly in anomaly detection, where imbalances and dynamic
domains present difficulties, current intrusion detection technologies fall
short of designing systems that satisfy all real-world requirements. Strong
intrusion detection systems are essential, as seen by the rise in cybercrime.
Although signature-based detection techniques outperform known
threats, they necessitate the manual update of signature databases. When
it comes to assaults with unknown signatures, they are useless. Relying
too much on time-based detection could result in false negatives or
positives. It is yet unknown how well IDS models operate in real-world
networks and how well they can adjust to changing security threats [17].
Certain network intrusion detection and prevention settings could miss
non-network attack vectors, thus ongoing monitoring and upgrades are
needed to keep them working. Although real-time notifications are
provided, their impact may be limited by delayed reaction times,
necessitating optimization [18]. Even with advancements in attack
detection, combined NIDS and HIDS methods might not be able to handle
complex attacks that are not well represented by conventional models.
Validation across a range of circumstances is necessary to ensure the
efficacy of suggested HIDS models [19]. The difficulty of maintaining
dependability in hostile environments is highlighted by the vulnerabilities
that host-based intrusion detection systems have if the underlying
operating system is corrupted. The independence of HIDS from the
supervised system to reduce attack vectors is directly related to its
resilience [20]. The security community is aware of over a billion dangerous
executable scripts, according to data from the German AV-TEST institute.
Actually, as a result of the digital transition, there has been a rise in
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cybercrime, which is frequently linked to large financial losses for both
individuals and businesses [21]. The detection of known assaults is the
basis for signature-based detection techniques, also known as misuse-
based detection techniques. They typically outperform attacks that are
already detected by their signatures [22]. The database containing the
signatures has to be manually updated with fresh signatures to guarantee
they continue to function properly with few to no false alarms. As a result,
they lack the ability to defend against assaults whose signatures are
missing from the database [23]. Because some lawful network activity may
exhibit quick connection rates, relying solely on time-based detection may
lead to false positives or negatives. The IDS model’s scalability and
adaptability to changing threat landscapes are still ignored, and its efficacy
in a real production network has not yet been demonstrated [24]. S2ipt
expressly sets up ip tables to use Snort rules for network intrusion detection
and prevention; it may, however, ignore non-network attack vectors like
host- or file-based exploits. Maintaining current s2ipt configurations may
become difficult as Snort rules change, necessitating ongoing monitoring
and modifications to guarantee the system’s efficacy against new threats
[25]. Even though Keris offers real-time alerts, its 0.72- and 0.44-second
delays for Telegram Web hook and FCM, respectively, could be a hindrance
in situations where time is of the essence. As a result, additional tuning is
required to achieve faster reaction times [26]. The combined NIDS and
HIDS strategy may still have limits in identifying sophisticated attack
types, especially those using unique and stealthy approaches that may not
be sufficiently captured by conventional machine learning models, even
though attack detection performance has improved [27]. The features of
the recently introduced PLAID dataset may have an impact on the efficacy
of the suggested HIDS models, especially ALAD, and its generalizability
to a variety of real-world settings requires validation [28]. An attacker that
gains control of the underlying operating system can compromise host-
based intrusion detection systems. It is possible to turn off HIDS,
manipulate the analysis engine, update or remove important files, modify
inputdata, or stop producing alerts. It’s difficult to guarantee a dependable
input and output in a possibly hostile environment [29]. The likelihood
that HIDS will be compromised in the case of an assault on the system
under supervision is how Molina and Cukier define HIDS resiliency [30].
They contend that independence and resilience are intimately related [31].
Because shared system components might act as attack vectors, HIDS
should be as independent of the supervised system as possible [32].
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5. Proposed works

Although Scapy is essentially a packet manipulation library, it may be
used to create an Intrusion Detection System (IDS) that will undoubtedly
monitor and detect network intrusions and reach full IDS functions.
However, implementing a whole IDS only using Scapy can be quite tough.
However, using Scapy for certain tasks like packet capture, packet analysis,
and rule matching will aid in creating an intrusion detection system that
is completely functional. While Scapy primarily serves as a powerful
packet manipulation library, its capabilities extend beyond conventional
usage, making it a valuable tool for constructing a comprehensive IDS.
Leveraging Scapy for the creation of an IDS introduces a unique approach
to monitoring and detecting network intrusions, allowing for the
realization of full IDS functionalities. Building an entire Intrusion
Detection System solely with Scapy, however, presents a challenging
endeavor. The complexity of implementing a robust IDS requires
considerations beyond Scapy’s capabilities. Despite this, strategically
employing Scapy for specific tasks such as packet capture, packet analysis,
and rule matching can significantly contribute to the development of a
functional intrusion detection system. Incorporating Scapy into the IDS
framework enhances its packet-level capabilities, enabling precise analysis
and identification of potential threats. The utilization of Scapy’s packet
manipulation features empowers the IDS to not only monitor network
traffic but also to perform in-depth analysis, aiding in the formulation of
effective rules for intrusion detection. While Scapy may not serve as the
sole foundation for a complete IDS, it undoubtedly serves as a valuable
component, elevating the overall efficacy of the intrusion detection
mechanism. An overview of how Scapy can be used as a component of an
intrusion detection system is given below.

Packet Analysis,

Packet Capture Rule Matching Alert Generation and Response
Reiterate
Figure 2

Overview of the core system
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Figure 2 represents the core system’s cyclical process for detection. It

begins with the “CAPTURE” phase, where packet capture occurs to gather
data from network traffic. Following this, the data moves to the “ANALYSE”
phase, where packets undergo analysis, rule matching against predefined
security policies, and potential anomaly detection to identify any
suspicious or malicious activity. Finally, the process moves to the
“response” phase, where alerts are generated. This entire cycle then
repeats continuously to ensure ongoing monitoring.

(i)

Detecting brute force in SSH - Utilizing Scapy, Authors can examine
network data for patterns that point to SSH brute force attempts.
Here’s an illustration of how Scapy can be used to monitor network
traffic in order to find SSH brute force assaults. For this, sniffing
was implemented first, followed by packet analysis, and finally the
detecting function.

(if) Packet Capture - Scapy’s packet sniffing features can be used to

record network communication. Capture packets for detection -if
packet. Layer (TCP) and packet. has a layer (Raw).

(iif) Packet Analysis - Scapy can be used to analyze captured packets and

extract pertinent data, including source and destination IP addresses,
ports, protocols, and payload data analyze packet payloads and
headers for potential threats or unusual patterns.

Check for port 22 or SSH if tcp.dport == 22 or tcp.sport == 22:
payload = str(raw.load)

(iv)Rule Matching - By comparing packet properties to specified

v)

behavior or rules that denote harmful behavior, implement rule-
based pattern matching logic using Scapy. Establish a set of
guidelines or signatures that describe well-known attack strategies
and set off alarms or other reactions when a match is made.

Check for SSH Authentication Failure
if “SSH-2.0-" in payload and “failure” in payload:
src_ip = packet[IP].src

Count the number of logins attempt for each source IP define a
threshold. If a threshold is reached, it can be considered a brute force
attempt.

Alert Generation and Response - Alerts are prioritized based on the
intensity and persistence of the brute force attempts or other attacks,
enabling administrators to focus their attention on the most critical
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incidents first. This hierarchical approach facilitates a swift and
targeted response strategy. Create alerts or take the necessary steps
when suspicious activity is found. Sending alerts, keeping track of
events, stifling traffic, or initiating incident response protocols can
all be part of this.

Monitoring

Terminal
Start/Stop
Other
iconfiguration|

E?

Internet
Dashboard View

System where the IDS is installed
Figure 3

IDS system from surface level view

In the depicted diagram in figure 3, a surface-level view shows that
the Intrusion Detection System (IDS) is situated on the far left, overseeing
network traffic, accompanied by a dashboard view below for system
management, centrally the Internet Service Provider (ISP) orchestrates
connection to the broader internet network, and on the far right the
internet links to external servers and services, enabling communication
and data exchange.

6. Results

For demonstration reasons, Authors developed a simple dashboard
console program to track, examine and identify brute force in SSH. This
application will display open ports, alert ports and the originating IP. The
objective of this study was to develop an IDS utilizing Python to monitor
and detect brute force attacks on SSH connections. In order to evaluate the
effectiveness of the IDS, a Virtual Private Server (VPS) was employed as a
testing environment. The IDS successfully monitored TCP requests
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associated with SSH connections, specifically focusing on identifying

patterns indicative of brute force attacks.

B ubuntu@ip-172-26-11-109: ~/i v

$ sudo python3 app.py

* Running on all addresses (0.0.0.6)
* Running on http://127.0.0.1:8181
* Running on http://172.26.11.109:8181

CTRL+

Figure 4

Terminal view after running the system with root privileges

Figure 4 explains the process of how after installing the Python Flask
environment and necessary networking and server libraries, the authors
have initiated the IDS via terminal with admin privileges to run on

localhost.

B OpenSSH SSH client x [

@Cybertron:~$ hydra -1 ubuntu -P wordlists.txt 43.205.236.128 ssh -V

c) 2021 by van H HC & David Maciejak - Please do not in military or secret service organizat

ions, or for illegal purposes (this is non-binding, these *** ignore laws and ethics anyway)

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 20
[WARNING] Many SSH configurations limit the number of parallel task: t is recommended to reduce the tasks

[WARNING] Restorefile (you have 10 seconds to abo . (use option -I to skip waiting)) from a previous session fo

und, to prevent overwriting, ./hydra.restore

[DATA] max 16 tasks per 1 server, overall 16 tasks, 1789 login tries (1:1/p:1789), ~112 tries per task
[DATA] attacking 3 128:22/

[ATTEMPT] target 05.236 login "ubuntu" ass "index" - 1 of 1789 [child ] (8/6)
[ATTEMPT] target .128 - login "ubuntu" "images" - 2 of 1789 [child 1] (e/e)
[ATTEMPT] target 43 login "ubuntu" "download" - 3 of 1789 [child 2] (0/6)
[ATTEMPT] target 43 . login "ubuntu" "2006" - 4 of 1789 [child 3] (8/0)
[ATTEMPT] target 85.2 login "ubuntu" a " - 5 of 1789 [child 4] (8/0)
[ATTEMPT] target 22 login "ubuntu" ass " 6 of 1789 [child 5] (8/0)
[ATTEMPT] target .236. login "ubuntu 7 of 1789 [child 6] (8/6)
[ATTEMPT] target : login "ubuntu" warez" - 8 of 1789 [child 7] (@/
[ATTEMPT] target - 8 - login "ubuntu" "full" - 9 of 1789 [child 8] (6/0)
[ATTEMPT] target .23 8 - login "ubuntu" "12" - 10 of 1789 [child 9] (6/8)
[ATTEMPT] target login "ubuntu” ass "contact" - 11 of 1789 [ch 10] (0/0)
[ATTEMPT] target ) 6 login "ubuntu" a "about" - 12 of 1789 [child 11] (e/e)
[ATTEMPT] target 43 .236. login "ubuntu" "search" - 13 of 1789 [child 12] (0/6)
[ATTEMPT] target 43 . login "ubuntu" "spacer" - 14 of 1789 [child 13] (0/6)
[ATTEMPT] target A login "ubuntu" . acy" - 15 of 1789 [child 14] (6/0)
[ATTEMPT] targe .236.128 - login "ubuntu" ass "11" - 16 of 1789 [child 15] (0/0)

Figure 5
Testing Brute Force attack with Hydra on port22
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For testing the authors have conducted a brute force attack on port 22
shown in figure 5, which is SSH from another system as an Attacker
System using the tool hydra, that is used to brute force a service that is
running on a system.

Host Aware

Figure 6
Login page of the proposed work

In figure 6 after running the application and navigating to the URL,
the user and password page will appear, and after appearing the username
and password, the page will be redirected to the dashboard page.

Displ.

%% HOST AWARE

WARNING : Some ports

Open Ports:  * 2 Source (P Source Port Alert Ports: * 22 are been affected.
139.59.4.123 51116

Requests
Source IP Source Port.

139.59.4.123 51116

Figure 7

Dashboard view
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Figure 7 consists of Open Ports, Source Ip, Source Port and alert ports
on the dashboard. The alert box on the upper right corner has notified that
port 22 might have been attacked. Hence authors are able to get alerts for
ports that may get attacked or poked. The developed IDS successfully
monitored TCP requests for SSH connection brute force attempts on a
VPS, demonstrating promising results.

7. Conclusion

The creation and use of a host-based Intrusion Detection System
(IDS) will significantly improve the security of computer systems, Authors
have examined the many facets of host-based IDS in this study, including
its foundations, methods, applications, and advantages. Through our
comprehensive exploration, it is evident that the implementation of a
host-based IDS offers a multifaceted approach to safeguarding computer
systems. The proposed work underscores the importance of a tailored
approach to security, and the potential to develop a customized host-based
IDS system emerges as a proactive measure for organizations seeking an
efficient security solution. The flexibility inherent in host-based IDS
systems allows for the adaptation of security measures to the specific
needs and vulnerabilities of a given environment. This adaptability is
crucial in addressing the evolving landscape of cyber threats, where a one-
size-fits-all solution may fall short.

In addition to the logic highlighted in our proposed work, the
incorporation of advanced technologies, such as machine learning
algorithms, could further enhance the capabilities of host-based IDS.
Machine learning models can adapt to emerging threats, identify
anomalies with greater accuracy, and reduce false positives, thereby
refining the overall efficacy of the IDS. And also, as the Internet of Things
(IoT) ecosystem expands, there is a growing need for security solutions.
Host-based IDS can play a crucial role in Iol security by monitoring and
detecting unusual activities within IoI' devices and networks. In conclusion,
the implementation of a host-based IDS not only fortifies the security
posture of computer systems but also positions organizations to stay
ahead in the ongoing battle against cyber threats. The continuous evolution
and refinement of host-based IDS technologies will undoubtedly play a
pivotal role in ensuring the resilience and adaptability of security measures
in an ever-changing digital landscape.
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