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Abstract

Secure computing is critical across a wide array of domains, such as finance, healthcare,
Internet of Things (IoT), cloud computing, and online services. Blockchain technology has
emerged as one of the most transformative frameworks for the development of a secure
computing environment. Despite the growing adoption of blockchain in secure computing,
most prior research does not offer a comprehensive and systematic review of the various
blockchain-based security models, their challenges, and their impact on different computing
environments. This paper presents a systematic review of existing blockchain technologies
focusing on how blockchain enhances secure computing. We have employed a structured
methodology, beginning with the identification of key research questions, followed by
an extensive search and filtration of relevant studies, and concluding with a comparative
analysis and final report. A detailed comparative study of blockchain systems is conducted
to address the security and privacy aspects of the blockchain-based secure computing
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environment. Despite its advantages, this paper also presents several challenges, which
represent opportunities for future research and development.

Subject Classification: 68M14, 68M15, 94A60.

Keywords: Blockchain, Secure computing, Decentralization, DLT, Cryptographic security, Smart
contracts, Consensus algorithms, Privacy and security.

I. Introduction

In the current digital era, blockchain is a technology for enhancing
secure computing across various domains, including finance, healthcare,
and supply chain management. Table 1 shows the number of B2B cross-
border transactions will reach 745 million by 2025 [1]. The digital nature of
these transactions exposes potential security threats. Blockchain
technology is a security solution with peer-to-peer (P2P) automated access
controlinadecentralized network [2]. It offersarobust robust cryptographic
foundation for enhancing security. It enables secure interactions between
network nodes without relying on trusted intermediaries. The transactions
are accurate without any fraud, transparent, verified by the peers in the
network, and immutable (can’t be changed over time). The strong
encryption mechanisms [3, 4], smart contracts [5, 6], decentralized finance
(DeFi) [7, 8], and Non-Fungible Tokens (NFTs) [9, 10] extend new
capabilities and opportunities for addressing the goals of secure
computing. Bitcoin was first proposed in 2008 and implemented in January
2009 [11, 12]. The size of the Bitcoin blockchain is exponentially growing
by nearly one gigabyte every few days, and in 2024, size will be close to
reaching 5450 gigabytes [13]. A blockchain is a distributed database that

Table 1

B2B cross-border transactions on blockchain in various regions worldwide
(in millions)

Year North Latin Europe Far East & Rest of the
America America China world
2020 20.60 1.10 33.30 45.80 21.40
2021 39.20 2.60 81.30 109.30 46.80
2022 64.10 5.00 152.10 240.30 80.70
2023 100.70 9.70 233.60 371.30 127.80
2024 159.60 18.70 337.50 536.30 190.20
2025 254.30 36.20 466.50 744.70 265.60
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differs from traditional ones by storing information in a chain of blocks.
Each of these blocks is linked/chained together to form a distributed
database, which is visible and accessible to all network participants. When
new data is to be written on the blockchain, it must be verified by other
network members. These other users are called nodes.

Satoshi Nakamoto [11] outlays the design of a completely P2P
payment system. No intermediary entity is needed in this payment system
other than the payment network itself. In electronic payments, a central
authority was always required to remove trust issues between the parties
and verify the transactions. The main problem with the electronic payment
system was double-spending. As the name suggests, double spending
means spending the digital cash twice or more when proper mechanisms
were not in place [14, 15]. Bitcoin replaced the trust-based model with
cryptographic proof. It allowed any two individuals to send and receive
money between them without needing a reliable central authority like a
bank [16, 17]. It introduced a timestamp-based chronological ledger of
transactions. Chronological means a record of events in which they occur.
Thus, transactions were recorded as they happened with the timestamp
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[18]. In the blockchain, once a transaction is done, it is verified and checked
by consensus, which means most of the network members should agree
that the transaction is valid . Once transaction data is written on the
blockchain, it almost becomes immutable, meaning it can’t be changed
easily. Thus, the blockchain contains a definite record that can be verified
of every transaction ever made. Table II provides a comprehensive
comparative analysis of various survey papers on blockchain technology.
It focuses on topics such as objectives, security, privacy, limitations, and
applications across different domains.

A. Motivation and problem formulation

The growing dependence on online transactions necessitates secure
computing environments. The blockchain system provides promising
features to protect it from malicious attacks and provide security solutions.
Despite its promising features, adopting blockchain technology in secure
computing is not without challenges. Several issues, such as scalability,
vendors, privacy concerns, and the network security associated with
blockchain networks, pose significant hurdles. Additionally, integrating
blockchain with existing systems and developing standardized protocols
for secure computing remain critical challenges. This research aims to
systematically investigate how blockchain can be leveraged to create
secure computing solutions that can overcome emerging threats and
provide reliable protection for sensitive information. All the above-
discussed research findings highlight the importance of blockchain in
multidisciplinary applications. Also, from the literature, we have found
that most articles do not cover all the aspects of blockchain. Thus, this
article’s primary objective is to develop a systematic review that contains
all the aspects of blockchain for secure computing.

B. Research methodology

The primary objective of this survey is to analyze the current state of
blockchain technology in secure computing environments. The following
steps outline the research methodology.

Step 1: The first step in this research is to identify the core research
questions, like how is blockchain technology applied to enhance secure
computing in various domains?, what are the challenges and limitations
of using blockchain in secure computing environments?, how does
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blockchain address specific security risks?, and what are the emerging
trends and future directions in blockchain-based secure computing?

Step 2: The following search strings: “Blockchain for secure computing”,
“Blockchain technology in cybersecurity”, “Blockchain-based security
models”, and “Blockchain challenges in secure computing” were searched
in widely used academic databases and search engines such as Google
Scholar, IEEE Xplore, and ScienceDirect.

Step 3: Databases like IEEE, Springer, Elsevier, and Scopus were selected
for their broad scope and reliable academic sources.

Step 4: After gathering the search results, we applied to filter the relevant
works like only English-language publications considered, short papers,
articles lacking comprehensive experimental or theoretical backing, and
older works were excluded.

Step 5: Once the relevant papers were identified, their reference lists were
further scrutinized to identify any missing but important works.

Step 6: The next phase involved categorizing the selected papers based on
critical factors such as Blockchain applications, Challenges and limitations,
security model, and risks and mitigation techniques,

Step 7: The categorized papers were thoroughly reviewed to extract
relevant information.

Step 8: A comparative analysis and final report of the relevant information
offer a clear perspective on the state of blockchain in secure computing.

C. Contributions

This research enriches the field by presenting a comprehensive
analysis of existing blockchain literature. It identifies significant security
and privacy challenges, examines consensus mechanisms, and highlights
potential avenues for future development, thereby supporting
advancements in secure computing solutions. The following are the key
contributions of the paper.

e This survey conducts an extensive review of existing literature,
offering a comparative analysis that highlights the strengths and
limitations of previous survey papers on blockchain technology.
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e It provides a thorough examination of the current state of blockchain
technology, specifically focusing on its applications in secure
computing.

e The paper systematically analyzes key aspects of blockchain,
including security and privacy concerns, consensus mechanisms,
use cases, and potential vulnerabilities, providing insights into its
viability for secure computing solutions.

e The comprehensive analysis of challenges and future opportunities
offers valuable guidance for ongoing innovation and the development
of more secure blockchain technologies.

The structure of the paper is summarized in Figure 1. Figure 1 creates
abuildingblock of this survey in the reader’s mind that helps to understand
the current taxonomy of this paper. The remaining section of the paper is
structured as follows: Section Il discusses the background of the blockchain.
The security and privacy issues are given in Section III. Section IV discusses
the consensus algorithm, which is used for the decision-making process.
The blockchain application is given in Section V. Attack on the blockchain
is given in Section VI. Finally, Section VII concludes our work.

II. Background of Blockchain

This section includes the fundamentals of blockchain, which is
essential for establishing secure computing environments.

A. Blockchain architecture

Blockchain [11, 28] is a distributed database that acts as a public
ledger, recording digital events that are executed and shared among
participating parties. This ensures transparency and fairness for secure
computing. An architecture of the blockchain is given in Figure 2. In this
architecture, each block is linked to a single parent block. The next block
in the line stores the hash of the previous block. This design maintains the
integrity of the chain of records, which is essential for secure computing
systems. The first block in a blockchain is known as the genesis block. The
term “Genesis block” refers to the starting point of the blockchain and
does not have a parent block. A block in a blockchain consists a block
header and the block body. The block header contains several key
components: block version, Merkle tree root hash, timestamp, nonce, and
parent block hash. The block body contains the transactions selected by
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the miner for inclusion in the block. Transactions in a blockchain contain
the addresses of both the recipient and the sender, along with the values
being transferred. These transactions are ordered and bundled into blocks
by specific nodes, such as miners, and distributed across the network.

B. Blockchain technologies

This subsection includes some important technologies that enable
decentralized, secure, and transparent blockchain systems.

1)

2)

®)

(4)

®)

Blockchain platforms: Bitcoin is a digital currency stored on a
public ledger [31]. Ethereum runs on the Ethereum blockchain
[32], supporting smart contracts and decentralized applications.
Hyperledger is an enterprise blockchain project providing tools and
frameworks for building permissioned networks where participants
are known.

Consensus algorithm: It is a process used by a group of users to
reach an agreement on the best decision for the group, even if some
individuals disagree [3, 34]. In the decentralized blockchain system,
consensus algorithms maintain the integrity and security of the
network operations by ensuring all transactions are legitimate and
that all participants agree on the current state of the ledger.

Cryptographic hashing: It is a process that converts data into a
unique, fixed-size string of characters [35]. It’s essential for verifying
data integrity and security. In this process, a tiny change in the input
produces a completely different hash. The blockchain-based system
links blocks together to prevent tampering by ensuring that any
alteration is easily detectable [36].

Smart contracts: Smart contracts [37] are self-executing programs on
a blockchain that automatically enforce and carry out the terms of
an agreement when predefined conditions are met. They eliminate
the need for intermediaries. It also ensures that transactions or
agreements are completed exactly as programmed.

DLT: DLT is a system where data is stored across multiple locations
or nodes rather than in a single or a central database [38]. This
decentralized approach increases security and transparency. It
ensures that all participants have access to the same data, and
changes are only made through consensus among the nodes.
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C. Blockchain deployment

1)

2)

®3)

4)

Public blockchain: This type of blockchain is open to everyone
without any restrictions. Anyone with an internet connection can
join the network, start mining blocks, and validate transactions
without needing permission [39, 40].

Private blockchain: In secure computing systems, private
blockchains allow the company to control the network and its rules.
Participants can join only through a verified invitation. All members
are known and trusted. The key aspect is permissions, which
ensure that participants see only permissible items and can’t make
unauthorized transactions [41, 42].

Permissioned blockchain: In a permissioned blockchain, nodes are
pre-selected and authorized to participate. This type of blockchain
allows a specific community or group to record transactions and
events securely [43].

Hybrid blockchain: A hybrid blockchain combines elements of
both public and private blockchains [44]. Hybrid blockchains are
flexible, allowing seamless integration between private and public
blockchains. Transactions within the private part of a hybrid
blockchain are usually validated within that network, but they can
also be sent to the public blockchain for additional verification [45].
This enhances the security and transparency of the overall blockchain
network.

D. Characteristic of Blockchain

The characteristics of Blockchain are as follows:

Immutability: Data on the blockchain is immutable, meaning it
cannot be easily changed [46]. The key benefit is data permanence—
once written, the data cannot be altered.

Decentralized Public Ledger: Decentralized public ledgers combine
traditional record-keeping with modern technology to create a new
system for storing and secure sharing of data [47, 48]. This is a
record-keeping system that contains a record of all the transactions.
This is maintained and updated by independent nodes that work
together based on a protocol’s ruleset.

P2P Network: In blockchains, the P2P design offers greater security
compared to the client-server model [32]. DoS attacks are nearly
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impossible because there is no central point of failure and numerous
nodes are distributed across the network.

¢ Enhanced Security: Blockchain removes the need for a trusted third
party or central authority to oversee transactions, It uses SHA-256
encryption to add an extra layer of security. All data on the blockchain
is hashed using cryptography, which processes the data through an
algorithm to produce a fixed-length output that is distinct from the
original input [49].

e Distributed Ledgers: Distributed ledgers are significantly harder
to compromise than centralized ones because an attack would need
to target a majority of nodes simultaneously [50]. Additionally,
distributed ledgers reduce operational failures, speed up transactions,
and operate continuously, lowering costs for users.

* Consensus: Consensus plays a crucial role in blockchain technology
by determining who has the right to add the next block to the chain
[51, 52]. It allows information to be shared with all users in an orderly
manner without a third party’s involvement.

¢ Faster Settlement: Blockchain enables faster transactions compared
to conventional banking systems. It allows users to transfer money
more quickly and save time in the long run.

III. Security and Privacy Issues

Blockchain has become crucial in addressing privacy protection and
security issues across various sectors, which has contributed to its success.
There are several security risks in blockchain technology [57, 58, 59],
ranging from web applications and APIs to smart contracts. An online
community, Open Worldwide Application Security Project (OWASP),
listed the top 10 web application security risks [60], which are also applied
in blockchain technology. The analyzed result of the OWASP Top 10 is
summarized in Table III [61]. The user’s wallets are also an important
component because they contain user credentials and can track digital
assets associated with the account. Thus, several attacks like Bitfloor [62],
Instawallet [63], Australian Bitcoin bank [64], and other security risks have
been reported in the past few years. The smart contract vulnerabilities and
criminal activities hamper the different events and processes. A list of the
top 10 smart contract vulnerabilities is given in [65, 66].
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* Endpoint Vulnerabilities: The most common problem with this
kind of technology lies outside the blockchain network [67, 68]. These
vulnerabilities can be catastrophic because they occur where the
blockchain and its clients interact, such as user devices or interfaces.

* Vendors [56]: When new products enter the market, a security risk
known as vendor risk also emerges. Many vendors have limited
resources and may focus on only a few security risks, such as
untested or poorly coded elements, potentially leaving their code
vulnerable to bugs or relying on outdated infrastructure. This raises
concerns about how they can effectively protect user data from
hacker intrusions.

* Unchecked Code [69, 70]: Blockchain is still considered highly
experimental because its full capabilities are not yet fully understood.
Most tech experts agree that every product associated with
blockchain technology should be tested in different environments
with tough scenarios before being released to the public. The cyber
risks associated with blockchain can be significant and long-lasting,
especially when blockchain-based technologies are launched without
being fully tested on live blockchains. Some developers prioritize
profit and release flawed products without adequate testing. Due
to the irreversible nature of blockchain, the risks involved are also
substantial.

e Limited Access: Limited access to digital assets is crucial in
blockchain solutions. The security of assets and information relies
on digital signatures, which are protected by private keys [71, 72].
These keys are used to sign transactions, which verifies the sender’s
identity and ensures that the transaction has not been altered.
Companies must prioritize the protection and safe usage of these
keys to safeguard users and their transactions.

* Network Security: The miners maintain the security and stability of
the blockchain [73, 74]. But this holds true primarily when there is a
large and decentralized group of miners. The problem arises when
these miners consolidate their computational power, potentially
leading to a 51% attack. In such an attack, the combined miners can
gain control over the majority of the network and manipulate the
blockchain network, which hampers the integrity of the system.

e overnance: The absence of governance within the blockchain
network creates challenges, such as when adding new members or
modifying existing policies. An on-chain voting mechanism provides
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audit trails for governance-related documents and secure access to
the processing of these documents.

Scalability Issues: Scalability remains a prominent issue within
blockchain technology. One solution is sharding, a method that
involves dividing hashing power and storage capacity into segments
across the P2P network [32]. However, sharding also has drawbacks,
such as reducing the hashing power of nodes, making them more
vulnerable to data breaches by hackers, and potentially leading to
permanent data loss.

Cryptocurrency Guidelines [75] and its Tax Assessment: For such
a vast market of blockchain, certain rules and regulations must be
followed. The controlling and judicial panels are facing trouble due
to several new modifications and burgeoning transaction techniques.

Intellectual Property Rights [76]: The creator of the blockchain
keeps the basis of their work as proof of existence using its block hash
value and the time of creation. In academic research, timestamps and
reliable proof of research findings must be kept to ensure that the
original researcher is credited even if others later modify or build
upon the work.

Data Intrusion in Healthcare Facilities: Despite having a lot of
benefits in maintaining the patients’ records using blockchain, it still
poses a threat to the healthcare society [77, 78]. In the USA, data
intrusion occurs now and then at a surprising rate of 40%. Most of
these data intruders are medical staff working in this health facility.
This implies that the more insider people access these records, the
more they are encouraged to engage in data intrusion.

IV. Consensus Algorithm

The consensus mechanism plays an important role in achieving the

best decision for everyone by setting the rules for how participants in the
blockchain contribute. Different consensus algorithms like Proof of

Authority [79], Tendermint [80], Proof of Bandwidth (PoB) [81, 40], Ripple
[82], Scalable Byzantine Consensus Protocol (SCP) [83], and many more

work on various principles is available to ensure the network’s security

and reliability. Most of the important consensus mechanisms are described
in this section. A detailed comparative analysis of all consensus algorithms
is illustrated in Table IV.
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Proof of Work (PoW): It is the first and foremost consensus rule that
was introduced for the blockchain network [84]. The responsibility
of verifying the aggregated information lies with the miners, who
sequentially verify each node. This process is known as mining.
Miners are given complex arithmetic problems that require a lot
of computational power to solve. PoW is widely used because it
protects against DDoS attacks. A survey conducted in South Korea
in 2022 illustrated that 45 % of companies developing or providing
blockchain-based platforms use the PoW consensus algorithm [85].

Proof of Stake (PoS): PoS was developed to address the limitations
of PoW like the high energy consumption and time inefficiencies
[86]. In PoS, miners must validate a block before it is added to the
blockchain. However, unlike in PoW, miners in PoS can participate
in the mining process based on the number of coins they hold.

Delegated Proof of Stake (DPoS): It is a type of proof-of-stake
with some specific changes by introducing delegates. In PoS, there
are miners, while in DPoS, there are delegates [87]. In this system,
stakeholders vote for a small number of delegates responsible for
validating transactions and creating new blocks on behalf of the
entire network. DPoS is a strong option if you're seeking a swift,
productive, and distributed consensus rule.

Leased Proof of Stake (LPoS): The Waves platform introduced
LPoS as a new consensus mechanism aimed at reducing energy
consumption [91]. The traditional PoS system had limitations,
where only a select group of validators with a certain quantity of
coins could participate in validation. With LPoS, even those with
fewer resources can lease their coins to validators, allowing them
to participate in the mining process and earn rewards.

Proof of Activity (PoA): It is a hybrid consensus mechanism
that combines elements from both PoW and PoS, which provide
additional security against attackers and more energy efficient [104,
86]. The mining process begins with miners using PoW to mine the
block header, which includes the address for the prize. However,
the block is not complete at this point. Once the block header is
mined, the system shifts to PoS, where a random stakeholder
identified in the header is chosen to validate the transactions and
finalize the block.
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Proof-of-Importance (Pol): The Pol concept was introduced by the
New Economy Movement (NEM), evolving from the PoS model
[86]. Pol calculates an importance score for each node based on
the amount of XEM held, the number of transactions made, and
the overall network activity. In this system, a node’s eligibility to
participate in the blockchain network depends on the frequency of
harvesting activities.

Proof of Capacity (PoC): This consensus rule is an enhancement of
the PoW mechanism. The frequency of successful mining increases
based on the solutions (plots) stored on the miner’s system. Before
mining begins, hard disk storage and computational power need
to be allocated, making this process faster than PoW [39, 94]. It also
addresses some of the limitations of PoW related to hashing.

Unique Node Lists (UNL): Each validator in the blockchain network
selects its own list of trusted validators, known as UNLs. Validators
in this network do not trust every participant individually. Instead,
they trust that the entire list of chosen validators will not collude
maliciously [95]. Each validator independently selects its UNLs.
An attacker cannot simply form a group to carry out an attack.
They must first be included in a validator’s UNL, which is possible
only based on their performance.

Practical Byzantine Fault Tolerance (PBFT): PBFT is viewed as an
improved and more practical algorithm based on Byzantine Fault
Tolerance (BFT). PBFT consists of three main parts: i) Normal Case
Operation: This allows the client’s requests to be processed in a
specific order. ii) Garbage Collection: This systematically recovers
system log files in the event of any trouble. iii) View Change: It
will be carried out when the primary node becomes faulty or
unresponsive, allowing the replicas to choose a new primary [96].

Stellar Consensus Protocol (SCP): This consensus mechanism is
used by Stellar Cryptocurrency, which is based on public blockchain
technology [51, 52]. The majority configuration is essential for
verifying the security and liveliness of SCP. SCP is a better option
compared to other consensus rules for creating blocks in less time.
SCP is also an extension of the Federated Byzantine Agreement
(FBA) consensus rule.

Delegated Byzantine Fault Tolerance (dBFT): dBFT was created
by the Chinese company NEO, which is also known as China’s
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(12)

(13)

(14)

Ethereum. It streamlines the consensus process, reduces energy
consumption, and enhances transaction processing speed
compared to traditional BFT mechanisms [98, 99]. It uses a small
group of trusted nodes, called delegates or consensus nodes, to
validate and confirm transactions.

Directed Acyclic Graphs (DAG): In most blockchains, blocks
containing data are connected through a virtual chain and stored
topographically. It uses the concept of ‘side chains,’” allowing
multiple transactions to occur simultaneously on different chains,
reducing both creation time and energy consumption. This
structure reduces the risk of double-spend attacks by verifying the
current transaction against previous transactions.

Proof of Elapsed Time (PoET): It is a consensus rule mainly used
in permissioned blockchains where users require permission to
join the network [102]. The permissioned network decides the
rights of miners or voting principles. For a system to run efficiently,
the PoET consensus rule relies on trusted execution environments
to ensure that the random wait times are genuine which ensures
network transparency.

Proof-of-Burn (PoB): This is an important consensus rule that
burns a portion of coins to protect the PoW cryptocurrency. The
process of burning coins occurs when users send them to an
“Eater address [81, 40]”. These coins cannot be spent under any
circumstances by the Eater address. An Eater address doesn’t have
a private key, making it inaccessible because no one can spend
these coins once they are inside.

V. Blockchain Applications

Blockchain is a most popular use case technological instrument used
in many application areas. As of 2021 in Figure 3, 45 percent of respondents
stated that their companies were working on blockchain technology to
secure information exchange. Figure 4 shows distribution of the global
blockchain market value worldwide. This data shows banking industry
capture market share of almost 30 percent global spending on blockchain
solutions. This section discusses some of the important blockchain
applications with recent studies.
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Share of respondents
0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

Secure information exchange . 45%
Digital currency i i ; ; ; ; ‘iM%
Asset tracking and management ; ; ; ; ; : 40%
Digital identification : ; ' ' '  40%
Regulatory compliance ; ; ; ; ; 36% :
Financial flow traceability ; ; i i 54% :
Digitization of documents and recrods 33f%
Licensing and credentials 32%
Asset tokenization 32‘}{:,
Product supply chain track and trace 31%
Payments/trading processing j j j - 31%
Contracts management ; ; ; ; 31%
Internal controls ; ; ; : 31%
Anticounterfeiting 28% :
Figure 3

Blockchain technology use cases in organizations [105]

Market share

Banking Process Discrete Professional Retail Others
manufacturing  manufacturing services
Figure 4

Distribution of blockchain market [106]

* Delivery Services: Blockchain technology significantly improves
delivery services by enhancing traceability, lowering the risk of
fraud, and producing transparent and unchangeable supply chain
records. Ferrag et al. [107] present an intrusion detection system and
DeliveryCoin a delivery framework based on blockchain.

e Agriculture: The use of blockchain technology in agriculture
improves supply chain transparency, guarantees food safety, and
makes smart farming and crop insurance more feasible. Ferrag et al.



BLOCKCHAIN FOR SECURE COMPUTING 25

[108] presented a categorization of threat models to green agriculture
based on IoT into five different types. In [109], the authors present
Agri-Block-IoT, an agricultural traceability solution for food supply
management.

e Traffic management: The use of blockchain technology in traffic
management contributes to increased data transparency, decreased
congestion, and the guarantee of safe and decentralized traffic
control. Fujihara et al. [110] proposed a distributed system using
blockchain for collective traffic information sharing, traffic jams,
and accidents. In [111], the authors present a blockchain-based
framework called SpeedyChain for smart vehicles.

* Food Traceability: Transparency, safety, and quality are all ensured
by using blockchain technology in food traceability. It generates
immutable records and enables real-time tracking of food products
from the farm to the table. Arsyad et al. [112], the authors propose
a Blockchain traceability system for the production of cacao and
chocolate. It gives a way to connect legal documentation with two-
factored blockchain using digital watermarking. One Blockchain
traces steps of documentation. The other Blockchain traces
watermarking embedding.

e Forensic Evidence: In forensic evidence, blockchain technology
allows for the creation of immutable records. Li et al. [113] presented
LEChain. LEChain is a Blockchain-based rightful legal evidence
management scheme to oversee complete evidence circulation.
In this paper [114], the authors proposed a framework based on
permissioned blockchain to manage vehicle-related data. In [115],
the authors propose a blockchain-based solution named Cyber Trust
Blockchain (CBT) for smart homes.

® Online Social Networks: The application of blockchain technology in
online social networks improves data security, protects user privacy,
eliminates the possibility of censorship, and promotes decentralized
content sharing. Guidi et al. [116] listed several current problems
of online social media platforms. As a solution to the problems, the
authors propose a new model that utilizes the blockchain concept.

* Real Estate: The use of blockchain technology in real estate
improves transparency, makes transactions more secure, automates
procedures through the use of smart contracts, and eliminates fraud.
Morena et al. [117] implemented blockchain technology in a real
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estate environment that aims to manage the Trust tool within the
Dopo di Noi project. In this paper [118], authors present Lorikeet.
It is a model-driven engineering tool that can be used for the
implementation of business processes on. It can automatically create
well-tested smart contracts.

Voting: Blockchain technology in the voting system ensures
transparency and security through immutable and auditable
records. In this article [16], the authors present a multichain-based
system for voting in which a secure cryptographic hash is generated
for every vote based on voter-related information. In this paper
[119], the authors present an Auditable Blockchain Voting System
(ABVS). This paper [120] presents a new e-voting procedure using
blockchain as an unambiguous polling box.

Digital Identity Security: The use of blockchain technology for
digital identity protection preserves the integrity of data, inhibits
unauthorized access, and enables decentralized, verified identity
management. For instance, Digilocker, a government-verified
application, allows users to store digital copies of important
documents that are recognized nationwide. In [121], the authors
propose a Sora ldentity Mobile Application based on Blockchain
technology that can make identity management more secure.

Healthcare: The healthcare sector uses blockchain technology for
various purposes, like storing patient data and recording information
across different hospital departments [122]. In this paper [123], the
authors present an application called Med Rec. It is a decentralized
record management system that uses blockchain technology to
handle patient’s digital health records. In this paper [124], the
authors have presented a model for ‘Ledger of Me.” The system aims
to provide well-built consent techniques for data sharing between
different apps that the patients use or organizations. In this paper
[125], the author discusses the Dovetail consent application that uses
blockchain technology. It is a mobile-based application for patients.

Currency: The implementation of blockchain technology in monetary
systems ensures the creation of immutable records, the reduction of
fraudulent activity, and the facilitation of decentralized control. This
contributes to increased confidence and efficiency within digital
financial systems [126]. Due to this feature, both merchants and
customers are willing to use/accept cryptocurrencies for payments
across various industries worldwide. In this paper [127], the author
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discusses Libra (now known as Diem). Libra (initiated in June 2019)
is a global virtual currency project. Abdullah et al. [128] presented
a theoretical framework for developing a national cryptocurrency.

¢ Supply Chain Management: Blockchain technology in supply chain
management improves transparency, traceability, and efficiency
across the supply chain. In this paper [129], the authors proposed
blockchain-enabled supply chain use cases to overcome issues like
linking physical products to digital ledgers, linking blockchain-
enabled networks to external markets, supporting complicated
supply chain structures, and the availability of enough space to store
data required by supply chains. Mondal et al. [130] proposed an IoI-
based food supply chain monitoring architecture using blockchain.
It uses an authentication protocol. It is based on proof-of-object,
which contains physical and cyber layers.

e Banking sector: The bank uses blockchain technology for faster
payments, clearance and settlement systems, fundraising, trade
finance, asset transactions, credits and loans, digital identity
verification, accounting, and P2P transfers [131, 132].

* Music Industry: Blockchain technology is widely used in the
music industry [133, 134]. This technology supports copyright
management, ensuring secure and accurate payments to the correct
individuals.

¢ Travel and Hospitality: Blockchain has significantly transformed the
travel and hospitality sector [135]. It handles transactions, verifying
identities like passports, confirming reservations, and ensuring
travel insurance. It also enhances transparency and manages rewards
and loyalty programs.

* Blockchain in Government: Governments increasingly use
blockchain technology to enhance their operations, schemes,
and services [136, 137]. In this article [138], the authors discuss a
blockchain-based social governance scheme to achieve real-time data
resource sharing, business process optimization, and promotion of
public participation.

* Blockchain in Insurance: Blockchain significantly benefits insurance
companies by solving many of the challenges they face [139, 140,
141]. This technology enhances trust and loyalty between insurance
companies and customers by streamlining the entire process, like
document verification, payment issues, and mutual trust concerns.
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¢ Blockchain in Retail: Blockchain technology enables retailers to track
their products at every stage, from manufacturing to delivery [142,
143, 144]. By integrating blockchain into the supply chain, retailers
can easily monitor the status of their products, resolve payment
issues, and accurately predict delivery times. For example, Walmart
collaborates with IBM on food supply management to reduce food
waste, improve tracking accuracy, and enhance transparency.

e Internet of Things (IoT): In [145], the author presents a blockchain-
based distributed access control model for permissions and roles in
IoL. In [146], the authors propose a lightweight, scalable blockchain
to optimize Iol requirements.

* Energy: A Secure Private Blockchain-based framework (SPB)
presented by [41]. A Certificate of Existence (CoE) is used to verify
smart meters. A security analysis of the SPB is also done in the
paper. In this paper [147], a Secure Energy Trading System (SETS)
is proposed. It is a blockchain-based decentralized energy trading
system using smart grids and smart contracts.

VI. Attacks on Blockchain

There are various attacks on the blockchain network [148, 149]. The
security threats and attacks grew over nine times between 2020 and 2021.
As per the report [150], the value of crypto stolen in August 2021 accounted
for 610 million U.S. dollars. The report [150] also states that between March
2020 and February 2022, 3044 million U.S. dollars were lost due to theft
and blockchain attacks, and only 709 million U.S. dollars were recovered
back. Some of the important attacks are discussed in this section.

(1) Attack of 51 percent: In a 51% attack, attackers or hackers gain
control of more than 51% of the computer network or the hash
power in a blockchain [151, 152].

This attack is unlikely to affect Bitcoin due to its immense hash
power, making it difficult to compromise. To prevent this issue, it’s
crucial to ensure that no single or multiple attackers can control
more than half of the system’s resources.

(2) Sybil’s attack: A sybil attack on a blockchain occurs when an
attacker creates multiple fake identities or nodes to gain control
over anetwork [34, 153]. To prevent such attacks, various consensus
algorithms are employed [154]. These algorithms make it difficult
for attackers to succeed. For instance, Bitcoin uses a rule where the
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®)

(4)

(5)

(6)

7)

power to generate a new block must be proportional to the total
processing power of the system. This ensures that only those with
significant computing power can add blocks to the blockchain.

Denial-of-Service (DoS) Attack: In a DoS attack, the attacker
targets an online system or website with the intent to disrupt its
operations. This attack is a powerful tool used to crash or hack
websites by overwhelming them with excessive traffic, making
them unable to handle the influx of requests [155, 156].

Eclipse attack: In an Eclipse attack, attackers target specific users
or nodes within a decentralized system rather than attacking the
entire system [157, 148]. This attack exploits the fact that not all
nodes in a decentralized network are connected to each other
simultaneously. Instead, for efficiency, nodes are connected
to specific groups of other nodes, creating isolated segments.
Attackers take advantage of this by isolating a particular node or
user, controlling its connections, and thereby influencing its view
of the network [158].

Selfish mining attack: Selfish mining is known as a block
withholding attack. It is an attempt to undermine the integrity of
blockchain technology [159, 160]. In a selfish mining attack, a miner
withholds successfully mined blocks instead of broadcasting them
to the network [159]. The selfish miner maintains a private chain,
revealing it only when it benefits them, aiming to gain greater
rewards based on their contribution to a mining pool. This tactic
can involve one or more participants working together to exploit
the mining process for personal gain.

Mining malware: Cryptocurrency mining malware is a stealthy
type of malware that exploits the resources of a system—such
as laptops, desktops, smartphones, and other internet-connected
devices to generate revenue for cyber attackers [161]. The primary
symptom of this malware is a significant slowdown in system
performance, as mining requires substantial processing power.
If a system is infected with this malware, it will run noticeably
slower due to the high demands of the mining process [161]. Table
V shows the most frequently detected crypto-mining malware in
worldwide regions.

Timejack attack: In a Timejack attack, nodes or blocks within a
blockchain network rely on other blocks for internal timing, which
is derived from the median time reported by nodes. The attacker
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Most frequently detected crypto-mining malware

Characteristic

Americas

EMEA

Asia-Pacific

XMRig

75%

69%

55%

RubyMiner

11%

8%

6%

LemonDuck

4%

5%

13%

Wannamine

1%

1%

7%

Lucifer 1% 2% 9%

Other

6% 16% 10%

(8)

©)

typically starts with an Eclipse attack to isolate the target node.
Once isolated, the target node cannot accept blocks from the
original network because the block times will not align with its
manipulated internal clock. This allows the attacker to manipulate
transactions with the target node, as these transactions won't be
submitted to the original blockchain network.

Finney attack: The Finney attack, named after developer Hal
Finney. He was the first recipient of a Bitcoin transaction and
commented on its source code release [162, 163]. It is similar to
a double-spending attack. This attack only works when users or
account holders accept unconfirmed transactions. It requires the
participation of the miner once a block has been mined. Although
merchants or participants cannot entirely prevent a Finney attack
by taking precautions, the attack’s success depends on the miner’s
involvement and a specific sequence of events. This makes the
Finney attack challenging for attackers to execute [162].

Parity Multisig Wallet Attack: In this attack, the attacker sends two
transactions to the targeted contracts [148]. The first transaction
is designed to gain exclusive ownership of the Multisig wallet,
and the second is to transfer all the funds. By manipulating these
transactions, the attacker redirects all funds to a special account
under their control. It’s similar to going to a bank and convincing
the manager to transfer ownership of a stranger’s account to you,
then withdrawing all the money. This is exactly what happened in
the Parity Multisig wallet attack. The hacker added their account as
an owner in the library contract, effectively becoming a co-owner
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(10)

(11)

(12)

of all affected wallets. This allowed the attacker to manipulate
transactions and transfer funds easily.

Double-spending: Double-spending occurs when the same
unit of e-currency is fraudulently spent more than once [164],
typically due to the ease of copying e-currency files. However,
digital currencies like cryptocurrencies are designed to prevent
copying [153, 165]. Attackers may try to trick the network into
accepting both transactions and double-spend the same coin
before the network confirms the first transaction. To prevent such
attacks, developers use cryptographic algorithms based on hash
functions within blockchain technology, ensuring the integrity of
transactions [33].

Decentralized Autonomous Organization (DAO) attack: The
DAO attack is one of the most significant hacks in the history of
cryptocurrencies [166, 167]. A DAO is designed to codify rules,
make decisions, and eliminate the need for physical documents.
In this attack, the attacker identified a portion of the code where
a recursive function could be executed without verifying the
settlement of the current transaction. By repeatedly calling this
function, the hacker was able to drain the DAO of funds by making
small deposits and then withdrawing them multiple times before
the system could register the transactions, allowing the attacker to
siphon off a significant amount of money.

Race attack: This attack is a slight variation of the Finney attack and
occurs when an attacker creates two conflicting transactions. The
first transaction is sent to a participant who accepts the payment
without waiting for confirmation. Simultaneously, the attacker
broadcasts a second transaction that returns the same amount
of cryptocurrency to themselves, rendering the first transaction
invalid. This type of double-spending attack relies on the recipient
accepting unconfirmed transactions as payment [148, 163].

VII. Conclusion, limitation, and future scope

Blockchain technology is increasingly being adopted across various
secure computing environments, including finance, healthcare, IoI, and
cloud services. It highlights blockchain’s capacity to decentralize trust,
provide immutable records, and enable secure P2P transactions without
intermediaries. However, due to the decentralized and complex nature of
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blockchain applications, proper quantification and management are
critical. This paper has provided an extensive exploration of blockchain
technology’s impact on secure computing environments. This paper
presents a systematic review of blockchain’s role in enhancing security
and privacy across various secure computing environments. It highlighted
key blockchain concepts such as architecture, deployment models,
consensus, smart contracts, privacy-preserving mechanisms, attacks, and
applications, which play a crucial role in securing transactions and data
exchanges. This paper offers a comprehensive perspective, examining
both technical and operational aspects of blockchain adoption. The paper
also examined the various security threats and attack taxonomies related
to blockchain technology. The paper also touched on several blockchain
applications. The future scopes focused on developing more energy-
efficient consensus algorithms and enhancing privacy through advanced
cryptographic techniques. Furthermore, this work emphasizes the need
for ongoing developments in blockchain technology to address open
challenges like combining AI with blockchain, improving scalability and
interoperability, reducing implementation costs, energy-efficient
consensus algorithms, transparency, and balancing privacy with
scalability. The integration of blockchain with IoI devices and healthcare
systems offers opportunities for more secure data management and
transactions.
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