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Abstract
In recent years, graph theory has become much more popular due to its wide range 

of applications in almost every field of interest. Especially, it plays an integral role in 
cryptography and coding theory to develop new security systems. In this article, we introduce 
and investigate novel discrete graphs arising from symmetric groups and incorporate these 
graphs to communicate confidential messages via an interesting encryption. These newly 
defined discrete graphs are termed as Order Incongruent Simple Graphs (OISG). The vertices 
of these graphs are the permutations of the symmetric groups, and edges are defined via 
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modular arithmetic. Many fascinating structures and characterizations of these graphs are 
proposed and proved using congruences from number theory. 
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1. Introduction 
Graph theory plays a dynamic role in the field of mathematics as well as in 

other fields of science. To analyze and visualize the data, graphs play a primary 
role. The complex data sets can be visualized to observe trends and relationships 
among certain data sets with the assistance of graphs. The complex 
interconnected systems enable the analysis of connectivity of different entries. 
Graphs provide a visual display to study the dependencies between the data 
points. Graphical models help to solve the linear programming-based problems. 
Graphs are versatile and effective in nature regarding the analysis of the complex 
networks. It provides the basis for many significant algorithms, including those 
for sorting, searching, and optimization. Adjacency matrices, heaps, and trees are 
a few examples of data structures that rely on graphs for effective data 
organization and retrieval. It is crucial for analyzing networks, such as the 
internet, social networks, and computer networks.  

Symmetric groups are of great importance in algebra as well as in other 
fields of mathematics like combinatorics, algebraic topology, and mathematical 
physics. For examining the symmetry and structures of different mathematical 
systems, the symmetry of groups provides a powerful framework. In chemistry, 
group theory is used to understand the symmetry and bonding of molecules. 
Group theory can be used to study a crystal's structure and characteristics. It is 
also used in cryptography and coding theory. Cryptographic algorithms use 
symmetric groups, especially when examining ciphers that rely on permutations. 
Error-correcting and error-detecting codes can be designed using symmetric 
groups. Researchers are also employing pure mathematics to construct graphs, 
especially in rings, groups, and number theory [1, 4-6]. The solutions of the cubic 
congruences of the form            , where   is a rational prime, are 
examined in [7]. New classes of graphs based on power functions over moduli 
were described by Mahmood et al. [8]. Using these graphs, the solutions of 
congruences of     power over various residue classes have been suggested 
where   is an odd prime, and for any positive integer  , the number of 
components are also enumerated. Sufyan et al. introduced and investigated a 
novel class of graphs by using congruence over a set of moduli and explored 
several characteristics of moduli-based graphs [9, 10]. Al-Kaseasbeh and 
Erfanian investigated several characteristics of graphs arising from the coset of 
groups. The diameter, girth, planarity, and outer planarity of these graphs are 
explored in [11]. Aneela et al. introduced and investigated novel graphs based on 
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cyclic groups of order   [12]. For dihedral groups     of order   , commuting 
and non-commuting graphs are discussed in [13]. In [2, 3], graph theory has been 
employed to introduce interesting applications in cryptography.  

This paper is organized in the following manner: Section 1 provides the 
fundamentals of algebraic graphs and graphs based on the concepts of number 
theory. Section 2 comprises the basic definitions and results used in this article. In 
Section 3, we proposed novel graphs, namely order-incongruent simple graphs, 
and discussed their structural characterization. These novel graphs are introduced 
over the symmetric group   . Finally, as an application of newly defined graphs, 
we incorporate our proposed graphs in cryptography.  

2. Preliminaries And Basic Definitions 
A graph is a pair       ,   is the set of nodes or vertices, while   

represents the edge set. The number of the nodes in the graph is termed the order 
of the graph. The total number of edges associated with the vertex is called the 
degree of the vertex. The number of edges involved in the graph is called the size 
of the graph. The graph is said to be connected if there is always a path between 
each pair of vertices. A graph is termed the regular graph if each vertex of the 
graph is of the same degree. The maximum distance between the vertex   and 
any other vertex of the graph is defined as the eccentricity of the vertex  . The 
minimum eccentricity is called the radius of the graph, while the maximum 
eccentricity is termed the diameter of the graph. The subset of vertices of the 
graph whose eccentricity is equal to the radius of the graph is called the center of 
the graph. The subset of vertices of the graph is called the periphery if the 
eccentricity of each vertex is equal to the radius of the graph. A subset of the 
vertices of the graph is termed the independent set if no pair of the vertices in the 
subset is adjacent. A subset   of vertices of the graph is called the dominating set 
if each vertex in the complement of   is adjacent to at least one vertex of the  . 
The number of vertices in the smallest dominating set of the graph is termed the 
domination number of the graph. For the graph of order  , the closure graph 
     is a graph that is obtained by joining those vertices of   whose degree sum 
is at least  . A Hamiltonian graph has a cycle that visits each vertex exactly once 
without making any repetition. An open neighborhood of a vertex includes those 
vertices that are directly connected through an edge to the given vertex. It's the 
same as the immediate friends of a vertex. In graph theory, a closed neighborhood 
of a vertex means a subset of the vertex set that consists of that vertex and all those 
vertices that are linked to that vertex. It's similar to a group of friends that involves 
the vertex and all its immediate neighbors. The average distance of the graph of 
order  , which is denoted by     , is  

     
∑                

3. Order Incongruent Simple Graphs of    
The groups defined on symmetries are an important topic in algebra. These 

groups provide a structure to narrate and understand symmetries in certain shapes, 
objects, and parameters. In this section, we define graphs arising from symmetric 
groups and investigate their various properties and characteristics.  
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Definition 3.1: Let    be a symmetric group of order   . The order incongruent 
simple graph(OICSG)   

      of    is a simple graph in which elements of    
are the vertices. And an arbitrary pair of vertices   and   is adjacent if and only 
if           . Figure 1 depicts the idea of order incongruent simple graph 
defined on   .  

 
Figure 1 

Order incongruent simple graph of     
 
The following observations directly followed from the definition of an order 

incongruent simple graph of      

Remarks 3.2:  
(a) The identity permutation is always adjacent to non identity permutations of 

the symmetric group. That is, the degree of identity permutation is     .  
(b) If   and   are two distinct permutations of    such that     ,   is the 

identity permutation, then there is no edge between   and  .  

Theorem 3.3: For    ,   
      can never be a regular graph.  

Proof: Let    be a non-abelian symmetric group of order    where    . 
Since there is only one identity permutation of unique order, there must be an 
element        such that      for some      and    . Thus,   
and   lose at least one edge in   

     . Therefore,               
              . This leads to the fact that   

      can never be a regular 
graph.  

Proposition 3.4:   
      is always a connected graph.  

Proof: Since            , it has no isolated vertex. Therefore,   
      is 

always a connected graph.  
Next, Theorem 3.5 tells about the degree of an arbitrary cycle in      

Theorem 3.5: If                is an arbitrary cycle of length   in    and 
  divides   . Then in   

     ,  
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where    denotes the number of the permutations as the products of cycles 
having order  .  

Proof: Let    be a finite group of symmetries defined on a set of   elements. All 
of its elements are permutations including cyclic permutations and products of 
cyclic permutations. Further, let   denote an arbitrary cycle of length  , which is 
a positive integer. Also    has exactly  

       different cycles of length  . But 
there are also some permutations that are not cycles themselves but are the 
product of the cycles with certain length. We consider that    denotes those 
permutations that are in the form of a product of cycles with order  . Then by 
definition of order incongruent simple graph, each vertex of length   is not 
adjacent to each other, as every integer is self-congruent for any modulus  . As 
cycles of same length are conjugate, no edge exists between them. We conclude 
that  

  
               

         

                        
    

          
 

Theorem 3.6: In   
      if                is an arbitrary vertex of 

  
      then              , where   denotes the identity permutation in 

  .  

Proof: Let    be a group of symmetries and   
      represents the order 

incongruent simple graph of   . And              be an arbitrary cycle of 
length  . If              is an identity permutation, then its degree is     . 
And the result is true. If              is a non identity permutation of   , then 
by Theorem 3.5 its degree is       

 *   
      +    . Also  

 *   
      +    and 

    . This implies that  

        
 *   

      +            

Therefore,  
              

Theorem 3.7: For      ,  

     
          

 *     ∑  ⌊  ⌋
   

  
           (   ∑  ⌊  ⌋

   
  

           ) 
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(    )(     )       (   ∑      ⌊  ⌋
  

(    )(     )       ) 

         
 ⌊ 

 ⌋ (     
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 ⌋ ⌊ 

 ⌋)+  



6� S. ASIF AND M. K. MAHMOOD

      
             

 
       ∑  ⌊  ⌋

   
  

            ∑      ⌊  ⌋
  

                    

                              ⌊
 
 ⌋  

  
 ⌊

 
 ⌋  

  
 ⌊

 
 ⌋ ⌊

 
 ⌋  

 

Proof: Let    be a symmetric group of order    and        and         be 
an order incongruent simple graph defined on     For      , the following 

order elements exist in   : 1, 2, 3, 4, 5, and  . And there exists ∑  ⌊  ⌋
   

  
            

elements of order   in   , so the degree of order   elements in         is 

   ∑  ⌊  ⌋
   

  
             Also the number of elements of order   in    are 

∑      ⌊  ⌋
  

                     so the degree of order   elements is    

∑      ⌊  ⌋
  

                    . Similarly there exists,    ⌊
 
 ⌋ ,    ⌊

 
 ⌋ , and    ⌊

 
 ⌋ ⌊

 
 ⌋ 

elements of order      and  . Therefore, the degrees of order    , and   
elements are      

 ⌊
 
 ⌋ , n!-    ⌊

 
 ⌋  and      

 ⌊
 
 ⌋ ⌊

 
 ⌋ respectively. By the  

Handshaking Lemma, the size of the order incongruent simple graph         of 
   is, 

              
 
 
∑                  

                            *     ∑  ⌊  ⌋
   

  
           (   ∑  ⌊  ⌋

   
  

           ) 

               ∑      ⌊  ⌋
  

                    (   ∑      ⌊  ⌋
  

                    )   

                   ⌊
 
 ⌋ (   

  
 ⌊

 
 ⌋)  

  
 ⌊

 
 ⌋ (   

  
 ⌊

 
 ⌋) 

                 
 ⌊

 
 ⌋ ⌊

 
 ⌋ (   

  
 ⌊

 
 ⌋ ⌊

 
 ⌋)]. 

Theorem 3.8: In an order incongruent simple graph of   ,         where   
represents the identity permutation in   .  

Proof: Let us consider the group of symmetries on   elements and         be an 
order incongruent simple graph of   . Also, the edges are produced among those 
elements        whose orders are incongruent under moduli   . Moreover, if 
the order of an element is incongruent to the order of remaining elements, then it 
lies in the neighborhood of these elements. Since identity is always unique, so its 
order is incongruent with the order of the remaining elements. Thus, each 
non-identity element lies in the neighborhood of the identity permutation. 
Therefore,            . And the closed neighborhood of   is      
           .  

Theorem 3.9: The radius of         is always  .  
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Proof: Let   
      be an order incongruent simple graph of   . As the radius of 

the of the graph is the minimum eccentricity of all vertices of   
     . It is well 

known that there exists a unique identity permutation in   , so it is directly linked 
with all the vertices of the   

     . This leads to the fact that the identity 
permutation has minimum eccentricity, which is  . That is,  

      
          

Theorem 3.10: The domination number of the   
      is always 1.  

Proof: For    ,   
      always contains an identity permutation of order   

such that it is adjacent to all remaining vertices of the graph. So, the set containing 
only the identity permutation is the smallest subset of   

      that satisfies the 
condition of the dominating set. Thus, the domination number of the   

     .  

Theorem 3.11: The closure of the order incongruent simple graph of 
       

         .  

Proof: Let    be a symmetric group of order  . And   
      represents the order 

incongruent simple graph of                          as shown 
in Figure 1. It is also depicted from the Figure 1 that the minimum degree of any 
vertex is  . Next, to construct the closure graph of   

     , we add some extra 
edges produced from those pair of non adjacent vertices         

      that 
satisfies  

                  
Also, the only pair of non adjacent vertices of   

      are                
         and        . And  

                      
Therefore, an edge between   and    is produced. Moreover, for the rest 

of the pairs of vertices, the sum of their degrees is  . Therefore,   more edges are 
added to   

     . That is all non-adjacent vertices become adjacent. This 
completes the proof.  

Theorem 3.12:   
      always contains a Hamiltonian path.  

Proof: Let   
      be an order incongruent simple graph of order  . It is 

Hamiltonian, if the degree of each vertex is greater than or equal to     
       

 . 
Figure 1 shows that         ,                 , and        
                 , which implies that,            

       
 . Thus,   

      
is Hamiltonian.  

Theorem 3.13: The        
        .  

Proof: Consider a symmetric group    of order     and   
      be an order 

incongruent simple graph defined on   . There are two possibilities: either an 
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arbitrary pair of vertices is adjacent or not. If the vertices are adjacent, then their 
distance is    and if the vertices are not adjacent, then             implies 
that these vertices are adjacent via the identity element. Therefore, diameter of 
  

      is  .  

Theorem 3.14: The center of the order incongruent simple graph   
      

consists of identity element only.  

Proof: Let   
      be an order incongruent simple graph of   , of order   . 

Surely, those vertices of   
      constitute the center of the graph whose 

eccentricity is identical to the radius of   
     . By Theorem 3.9       

       
 . This implies that the vertices that lie in the center must be adjacent to the 
remaining vertices of the graph. The definition of an order incongruent simple 
graph assures that there is only one element   that is adjacent to the remaining 
vertices. Thus, the center of   

      has only identity permutation.  
Theorem 3.14 implies the following corollary.  

Corollary 3.15: The       
              

Theorem 3.16: For      ,  

      
       

{
 
 
 
 ∑  ⌊  ⌋

   
  

                               
  

           
   
          

 

 
where     

       denotes the vertex independence number of   
     .  

Proof: Let    be a group of symmetries of order   . Now to discuss the 
independence number   of   

     . We find the largest independent set of 
vertices of   

     . The definition of an order incongruent simple graph reveals 
that the elements of identical orders constitute the independent set. To find the 
largest independent set among them is the set of elements of the same order that 
are maximum in numbers. 

Case 1: For      , the set of cycles of length   and product of cycles of length 
  is the largest set that contains the elements of the same orders. And the number 

of elements of order   in    are ∑  ⌊  ⌋
   

  
                   . Thus, it is the vertex 

independence number of   
     , if     or  . 

Case 2: If      then it is obvious that the largest set of elements of the same 
order is the set of cycles of length  . As there are   

    cycles of length   in     
So, in this case independence number is   

   . 
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Case 3: If      then the largest set that contains the elements of the same 
order, is the set of cycles of length   and product of   cycles and   cycles. 
And its cardinality is       Hence, the result is proved.  

Theorem 3.17: For an order incongruent simple graph         of   , 
 

             
       
          ∑             

where            denote the average distance of         and   denotes the 
number of elements of the same order.  

Proof: Let    be a periodic group. And         is an order incongruent simple 
graph of   . Next, we observe the distances of all vertices of this graph. For this, 
we distribute the whole vertices into two parts, one of the identity permutation 
and the other one with non-identity permutations . 

Case 1: If the vertex is an identity permutation, then by the definition of order 
incongruent simple graph of   , it is adjacent to the remaining vertices of the 
graph. So the sum of distances of identity permutation from other vertices is 
    .  

Case 2: When the vertex is a non-identity element of    of some order. Let   
denote the number of vertices that are the elements of    of identical order. Then 
each such   number of vertices is directly linked to the remaining      
vertices. Therefore, the sum of distances of such   elements is          As 
these   vertices are not adjacent to each other, the distance among these vertices 
is  . And the sum of the distances among them is   . The sum of total distances 
of   vertices that are elements of identical orders of    is            
Therefore, the sum of distances of non-identity elements is  
  ∑            

And,  
  ∑        

                 ∑            
Thus, the average distance of         is  

  
              

     
∑        

            

                                          ∑             
 

4. Application: A Useful Encryption Via Proposed Graph 
The order incongruent simple graph of symmetric groups has many 

applications, especially it plays a crucial role in cryptography. Encryption and 
decryption are fundamental techniques that are the backbone of cyber security. 
This section makes it familiar to communicate a secret message via encryption 
and decryption by incorporating order incongruent simple graphs. 
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Example 4.1: Consider the order incongruent simple graph of    in Fig. 1. Its 
adjacency matrix   is  

    

[
 
 
 
 
       
      
      
      
      
      ]

 
 
 
 
 

  

The degree matrix of    is  

    

[
 
 
 
 
       
      
      
      
      
      ]

 
 
 
 
 

  

Take  

        

[
 
 
 
 
       
      
      
      
      
      ]

 
 
 
 
 

  

The Laplacian matrix of the order incongruent simple graph of    is  

    

[
 
 
 
 
            
          
          
         
         
         ]

 
 
 
 
 

  

In this example, we want to encrypt and decrypt the secret message " 
GROUPS". First we write the alphabets with the integers modulo 26.  

This gives, 7 18 15 21 16 19 and           if and only if        
for some  . If we assume     and                     then the values 
of   are            and   while the values of   become           and  . 
Suppose the diagonal matrices corresponding to values of   and   are labeled as 
  and   respectively, then  

    

[
 
 
 
 
       
      
      
      
      
      ]

 
 
 
 
 

   

[
 
 
 
 
       
      
      
      
      
      ]

 
 
 
 
 

  

To encrypt the message, we take  
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[
 
 
 
 
       
      
      
      
      
      ]

 
 
 
 
 

 

[
 
 
 
 
       
      
      
      
      
      ]

 
 
 
 
 

  

                    

[
 
 
 
 
       
      
      
      
      
      ]

 
 
 
 
 

 

Now we encrypt this message into the following form  

         

[
 
 
 
 
       
      
      
      
      
      ]

 
 
 
 
 

[
 
 
 
 
       
      
      
      
      
      ]

 
 
 
 
 

 

        

[
 
 
 
 
            
          
          
         
         
         ]

 
 
 
 
 

  

           

[
 
 
 
 
        
       
       
       
       
       ]

 
 
 
 
 

          

Thus, in the previous step, our message was transformed into a ciphertext. 
To decrypt this ciphertext into original text, we proceed with the following 
procedure. Firstly, we take  

      

[
 
 
 
 
       
       
       
      
       
       ]
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In the next step, ciphertext is converted into the following form:  

            

[
 
 
 
 
 
 
 
       
  

     
   

    
    

   
     

  
      

 ]
 
 
 
 
 
 
 
 

[
 
 
 
 
       
       
       
      
       
       ]

 
 
 
 
 

 

                   

[
 
 
 
 
       
      
      
      
      
      ]

 
 
 
 
 

  

In the next step, the cipher is converted into the following form:  

        

[
 
 
 
 
       
      
      
      
      
      ]

 
 
 
 
 

  

The final step of the decryption, which converts the ciphertext into original 
text, is  

       

[
 
 
 
 
       
       
       
       
       
       ]

 
 
 
 
 

  

The diagonal of the above matrix is                and    which implies 
the text "GROUPS".  

5. Conclusion 
New graphs on symmetric groups are investigated. The structures of the 

proposed graphs, and many interesting characteristics are presented and proved. 
Finally, these newly defined graphs have been incorporated to introduce 
interesting ciphers to secure secret communications.  
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