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Abstract

Ethereum smart contracts, pivotal components of decentralized applications, are
increasingly susceptible to various security vulnerabilities. To address these challenges, this
paper presents a unified security approach that combines static analysis and dynamic testing
techniques. Static analysis, with its capability to scrutinize code without execution, offers a
comprehensive detection of vulnerabilities by analyzing the smart contract’s source code.
Dynamic testing, on the other hand, involves executing the code in a controlled environment
to uncover runtime issues that static analysis might overlook. Our approach leverages the
strengths of both techniques to enhance the overall security assessment of Ethereum smart
contracts. Static analysis is employed to identify potential security flaws in the codebase, such
as reentrancy, integer overflow, and access control issues. Subsequently, dynamic testing,
through fuzzing and symbolic execution, validates these findings and detects additional
vulnerabilities by observing the contract’s behavior during execution. The integration of these
methodologies provides a more robust and comprehensive security analysis framework. We
demonstrate the effectiveness of our hybrid approach through highlighting its superiority in
identifying and mitigating security threats compared to traditional single-method analyses.
This unified security approach not only enhances the detection of vulnerabilities but also
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contributes to the development of more secure and reliable smart contracts in the Ethereum
ecosystem.

Subject Classification: 68M25, 68N30.
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1. Introduction

Blockchain technology enables decentralized, immutable transaction
systems, with Ethereum as a leading smart contract platform. Smart
contracts are self-executing programs that enforce agreements when
predefined conditions are met without intermediaries. However, security
flaws in smart contracts can lead to financial losses and harm trust in
blockchain systems. Since blockchain is immutable and contracts cannot
be modified after deployment, thorough security analysis is essential
beforehand. Traditional Ethereum security analysis uses static and
dynamic methods. Static analysis examines code for vulnerabilities
without execution, while dynamic analysis detects runtime issues during
execution. Each approach has limitations: static analysis may miss runtime
flaws, while dynamic analysis may overlook vulnerabilities or produce
false positives due to incomplete execution coverage. This work proposes
a unified security approach that combines static analysis and dynamic
testing to overcome these limitations, improving vulnerability detection,
reducing false positives, and ensuring safer smart contract deployment.

1.1 Motivation

Ethereum smart contracts play a critical role in financial transactions
and blockchain agreements, making security essential. Traditional
methods such as static analysis and dynamic testing have limitations:
static analysis detects code vulnerabilities but may miss runtime issues,
while dynamic testing identifies execution faults but may not cover all
paths. Therefore, a combined approach using both methods is needed.
This hybrid technique improves vulnerability detection, reduces false
positives, and strengthens smart contract security before deployment,
ensuring safer blockchain applications.

1.2 Contributions

Through a unified security methodology that incorporates static
analysis and dynamic testing, this study advances Ethereum smart
contract security:
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- Proposed and implemented a hybrid framework: Combining static
code analysis and dynamic testing approaches. This integrated
approach uses both approaches to examine Ethereum smart contract
security more thoroughly.

- Improved Vulnerability Detection: Our system employs static
analysis and dynamic testing to enhance detection accuracy. Static
analysis finds codebase flaws, whereas dynamic testing confirms
them and finds runtime vulnerabilities, strengthening the evaluation.

+ Reduction in false positives and negatives: A major issue in single-
method analysis. Security evaluations are more accurate and smart
contracts are properly checked for dangers.

The proposed method fills vulnerability detection gaps and ensures
smart contract reliability and safety.

1.3 Outline

The structure of the paper is as follows: Section 2 provides an literature
review of various research methodologies employed for analyzing
Ethereum smart contracts. In Section 3, we describe our proposed unified
security approach in detail. Section 4 presents the evaluation of our
approach, including a comparison with existing methods. Finally, Section
5 presents the limitations and future research and section 6 presents the
conclusion.

2. Related Work

Since the introduction of Ethereum, several methods have been
proposed to analyze its blockchain and smart contracts. [1] Used Gigahose
IR to convert low-level EVM bytecode into a high-level intermediate
representation for static analysis, mainly to detect gas-related issues. [2]
Applied a three-phase static analysis approach involving SIF assertion
insertion, input generation for instrumented contracts, and execution
analysis. [3] Propsed a static analysis technique to identify gas-consuming
EVM bytecode patterns, categorized as loops and redundant code, using
symbolic execution. [4] Analyzed Solidity code through SlithIR using
control flow graphs, data flow analysis, and taint tracking to detect
vulnerabilities. [5] Introduced symbolic execution-based static analysis
that adds policy predicates as assertions and converts contracts into LLVM
bytecode for verification. [6] Proposed Oyente, a dynamic analysis tool
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that uses symbolic execution to explore smart contract execution paths. [7]
Used static analysis to identify critical financial transaction paths that may
lead to security risks. [8] Developed a static method that simulates EVM
execution to show bytecode behavior, stack status, and control flow. [9]
Applied XPath pattern matching by converting Solidity code into XML to
detect vulnerabilities. [10] Proposed a static analysis approach using
Invocation Relationship Analysis and Logic Risk Expansion and Location,
which maps function invocation relationships to identify logical errors.

3. Proposed Methodology

The proposed approach evaluates Ethereum smart contract security
using both static and dynamic analysis. Static analysis parses Solidity code
into an Abstract Syntax Tree (AST), applies security rules, examines data
and control flow, and uses formal verification to ensure correctness.
Dynamic testing generates and executes test cases, including fuzz testing,
to analyze runtime behavior and detect hidden issues. Results from both
analyses are combined into a unified security report that ranks identified
vulnerabilities by severity, as shown in Figure 1.
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Proposed model architecture

Unified Security Algorithm ( C)

Input: Ethereum Smart Contract Solidity Source Code C.
Output: Unified Security Report V..
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Step 1: Static Analysis Engine

1.1. P « Parse (C) / /P is the parsed representation of C.

1.2. A « Generate AST from P //A is the AST generated from P.

1.3. R, « Check rules on A //R, represents the rule violations
identified in A.

14. D, « Analyze data flow in A // D, represents the data flow
analysis results.

1.5. C; «Analyze control flow in A //C; represents the control flow
analysis results.

1.6. V& Perform formal verification on A //V represents the formal
verification results.

Step 2: Dynamic Testing

2.1. T, « Generate test cases for C / /T, represents the generated test
cases.

2.2.T,< Deploy C in testing //T, represents the testing environment
deployment.

2.3. T, < Execute tests on C / /T, represents the test execution results.

2.4. F « Perform fuzz testing on C// F represents the fuzz testing
results.

2.5. R, « Analyze runtime behavior of C //R, represents the
runtime analysis results.

Step 3: Unified Security Report

3.1. F, « Consolidate findings from (R, D, C, V, T, T, T,E R,) //F,
represents the consolidated findings.

3.2. S, « Rank severity of issues in // S, represents the severity
ranking.

3.3. V.« Compile a report detailing identified vulnerabilities //V,
represents the vulnerability report.

End Algorithm

4. Results and Discussion

We compiled a dataset consisting of 1381 Ethereum smart contract
solidity source codes that are susceptible to vulnerabilities. These codes
were obtained from the Ether-scan API [11] and have been marked with
3193 vulnerabilities. The evaluation is conducted on two elements of the
proposed approach: vulnerability detection and minimizing false
positives. To facilitate comparison, we have chosen the following existing
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approaches: Securify [12], Mythril [13], Oyente [6], Slither [4], and

SmartCheck [9].
Table 1
Comparison of Analysis Tools for Vulnerability Detection Capabilities
Proposed Mythril | Oyente | Securify | Smartcheck | Slither
model y y y
Detected | 2906 2509 1917 1245 2020 2570
Not
Detected 287 684 1276 1948 1173 623
Table 2
Comparison of Analysis Tools for Detection Capabilities of the Top Five
Vulnerabilities
Classified | Pro- My- | Oy- | Secu- | Smart- | Slith-

Vulner- posed thril A i heck

abilities | model n ente |y chec e
Arithmetic 1182 989 933 922 - 743 953
Underflow
Timestamp 352 296 277 274 229 237 291
Depen-
dancy
Reentrency 925 774 729 721 520 539 740
Self-De- 288 240 226 - | 193 196 229
struct
Tx.origin 447 374 341 - 291 304 358

Table 1 and 2 displays the comparative outcomes of the proposed
methodology and existing methodologies on the established Dataset. The
results demonstrate that the proposed approach is more efficient than
existing approaches and technologies in terms of vulnerability detection.
Figure 2 presents a comparison of the detection capabilities between the
proposed work and existing tools and methodologies. The suggested
approach successfully detects 91% of vulnerabilities in the dataset that
was developed. The current techniques have a high likelihood of producing
false positives since they primarily prioritize detecting the highest number
of security flaws and their coverage. Figure 2 displays the comparative
outcomes of the proposed work’s false positive rate in contrast to existing
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methodologies. The proposed strategy yields a lower number of incorrect
positive results in comparison to alternative methods.
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False positive comparison

5. Limitations and Future Research Directions

While the proposed model achieves high vulnerability detection
accuracy and a significantly lower false-positive rate compared to existing
tools, several limitations remain. The evaluation is based on a curated
dataset of 1,381 Ethereum smart contracts, which may not fully represent
the diversity and complexity of contracts deployed in real-world
environments. Additionally, the analysis focuses primarily on known
vulnerability classes, leaving emerging or zero-day vulnerabilities largely
unexplored. Future research will involve expanding the dataset to include
more diverse and complex contract patterns, integrating adaptive detection
techniques to identify unknown vulnerabilities [14], [15], [16], and testing
the model within live or near-real-time blockchain environments. Further
improvements may also explore combining the proposed approach with
dynamic analysis tools and incorporating machine learning-based
classifiers to enhance precision and reduce false positives even further.

6. Conclusion

Ethereum smart contracts are essential for financial transactions and
blockchain agreement enforcement, thus protecting them is critical. Due
to their limitations, static code analysis and dynamic execution testing-
only methods are insufficient. Dynamic testing may not cover all execution
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paths or codebase vulnerabilities, whereas static analysis may miss
execution-only issues. Our integrated security strategy uses static analysis
and dynamic testing to overcome these limits. This hybrid method
improves vulnerability discovery, reduces false positives, and enhances
security evaluation. Through this integrated technique, we want to create
a reliable foundation for Ethereum smart contract analysis and security
before deployment. Our research demonstrates that this integrated
method dramatically improves smart contract security, making blockchain
applications safer and more trustworthy. Next steps will include improving
this methodology, adding advanced detection methods, and expanding its
applicability to more blockchain platforms and contract categories.
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