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Abstract
Public key cryptosystems using commutative algebra are not safe from quantum 

algorithm attacks. For this reason, experts have developed non-commutative algebra applied 
to geometry-based public key cryptosystems. This study develops a public key cryptosystem 
using the concept of geometry on the area of a triangle. We can show that the proposed 
public key cryptosystem works well. Furthermore, mathematical hacking experiments 
carried out by hackers are complex because the public key cryptosystem works on a ring of 
real numbers.
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1.  Introduction

Public key cryptosystems that use commutative algebra are not safe 
from quantum algorithm attacks. For this reason, experts have developed 
a public key cryptosystem based on non-commutative algebra. The 
proposed system includes a public key cryptosystem using non-
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commutative properties in ring matrices [1]–[7] and matrix polynomial 
decomposition [8], [9]. Experts also use special matrix forms to form public 
key cryptographic systems[10]–[13].

A public key cryptosystem that uses non-commutative algebra is also 
developed based on geometry. Experts use the Mobius plane [14], [15] or 
modify Elliptic Curve Cryptography (ECC) so that it is not vulnerable to 
quantum algorithm attacks [16]–[18]. Experts are also working on the 
Affine plane, modifying the Affine Hill Cipher to form public key 
cryptosystems [19]. As with ECC, experts also use discrete logarithms 
over group multiplication to construct public key cryptosystems [20].

For this reason, in this study, we propose a public key cryptosystem 
using the concept of triangular area. The proposed public key cryptosystem 
will work on a ring of real numbers ( ).  We also carried out some 
experimental attacks that hackers might have done.

2.  Geometry Distance and Area Analysis in Triangles

We take two points, 2( , )a aA x y ∈  and 2( , ) .b bB x y ∈  Then, we can 
form the equation of line 

( ) ( )
( ) ( ): (1)a a

AB b a b a

y y x x
y y x x

l − −
− −

=

If the gradient is ( )
( ) ,B A

B A

y y
x x

m −
−

=  then equation (1) becomes ABl : ( )Ay y−
= ( ).Am x x−

Remark 2.1: Given two points, 2( , )a aA x y ∈  and 2( , ) .b bB x y ∈  We can 
use the Pythagorean equation to calculate the distance between points A 
and B.

2 2( , ) ( ) ( ) (2)b a b ad A B x x y y= − + −

Next, we will calculate the distance of a point to an equation of a line.

Remark 2.2: If there is a point 2( , )c cC x y ∈  and the equation of line 
: 0,ABl ax by c+ + =  then the distance from point C to line lAB is

2 2

| |( , ) (3)c c
AB

ax by c

a b
d C l + +

+
=

Next, we will analyze an equation of a line to get information about 
the distance between its points.
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Example 2.3: Given two points, A(10, 4) and B(2, 16). The equation of the 
line through AB is 

: 12 8 152 0 3 2 38 0 (4)ABl x y x y+ − = ⇔ + − =

We get the distance AB is
 

2 28 12 13( , ) 4 .d A B += =  Then, we investigate 

the denominator of equation (3), 2 2 2 23 2 13.a b+ += =  So, we get 
2 2( , ) 4 ,a bd A B +=  which is k = 4.

Based on Example 2.3., we know that, generally,
 

2 2( , ) .a bd A B +≠

Remark 2.4: We take the equation of line : 0.ABl ax by c+ + =  We take two 

points 2,H G∈  on line lAB. Notice that 2 2( , ) ,a bd H B k +=  with .k∈
Next, we will calculate the area of the triangle.

Figure 1
Height lines on each side of the triangle

In triangle ABC, we can always find the altitude of each vertex, 
according to Figure 1.

Remark 2.5: Given a point
 

2( , ), ( , ), ( , ) .a a b b c cA x y B x y C x y ∈  We symbolize 
the heights of triangle ABC, namely ( , ), ( , )AB BCd C l d A l  and ( , ).ACd B l  The 
area of triangle ABC  can be calculated by

2 ( , ) ( , ) ( , ) ( , ) ( , ) ( , ) (5)ABC AB BC ACL d A B d C l d B C d A l d A C d B l∆ = = =

Next, from the equations of the two intersecting lines, we can find the 
cosine of the angle formed by the two lines.
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Remark 2.6: Given the lines ABl  and BCl  equations that intersect at point B. 
We choose points H and G to form the vectors BH u=

  and .BG v=
  We can 

calculate .
| || |cos ,u v
u v

a =  where | |u  is the length of the vector u.

Once we have the cosine D, we can calculate a triangle’s area.

Remark 2.7: We were given point 2( , ), ( , ), ( , ) .a a b b c cA x y B x y C x y ∈  We 
symbolize ,ABC b∠ =  ,CAB a∠ =  and .BCA g∠ =  The area of the ABC  
triangle can be calculated by 
2 ( , ). ( , )sin ( , ). ( , )sin ( , ). ( , )sin

(6)
ABCL d A B d B C d B C d C A d C A d A Bb g a∆ = = =

3.  Proposed Public Key Cryptosystem Algorithm

In this study, we will modify the public key cryptosystem using the 
concept of distance and geometric area in triangles. We will use the point 
parameters on 2 ,  the point distance, and the area of the triangle .ABC

3.1  Key Generation Algorithm

Let us say that Alice and Bob will send a secret message. Alice and 
Bob agree to choose any point 2( , ) .b bB x y ∈  They agree to choose any two 
points 2( , ), ( , ) .a a c cA x y C x y ∈  They form the equations of the lines ABl  
and .BCl  All these parameters are public.

(1)	� Alice will determine any point 2( , )h hH x y ∈  that lies on the 
equation of the line .ABl  She chooses any hx  so that ( , )h hH x y  is 
obtained, which is private. She counted ( , )d H B  and kept it a secret. 
Alice also calculates ( , )BCd H l  and sends it to Bob.

(2)	� Bob will determine any point 2( , )g gG x y ∈  that lies on the equation 
of the line .BCl  He chooses any gx  so that ( , )g gG x y  is obtained, 
which is private. He counted ( , )d G B  and kept it a secret. Bob also 
calculates ( , )ABd G l  and sends it to Alice.

(3)	� After the exchange of ( , )BCd H l  and ( , )ABd G l  (according to Remark 
2.5), Bob and Alice can form the same private key i.e.

( , ) ( , ) 2 ( , ) ( , ) (7)Alice AB ABC BC BobK d H B d G l L d G B d H l K∆     = = = =     
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3.2  Message Encryption and Description

Alice and Bob can use any operation for the encryption and decryption 
process. However, the focus of the proposed algorithm is on the security 
of the key generation algorithm.

4.  Hacking Attack Analysis

Hackers can use the information from the lines 1 1 1: 0ABl a x b y c+ + =  
and 2 2 2: 0BCl a x b y c+ + =  equations. They can also calculate 2 2

1 11( , ) a bd H B k += 
2 2
1 11( , ) a bd H B k +=  and 2 2

2 22( , ) a bd G B k +=  with 1 2, .k k ∈

4.1  Case 1

Hacker counts 2 2
1 11( , ) ( , ) . ( , )Alice AB ABa bK d H B d G l k d G l+ = =   or 

2 2
2 22( , ) ( , ) . ( , ).Bob BC BCa bK d G B d H l k d H l+ = =   Note that hackers may know 

( , )ABd G l  or ( , ).BCd H l  However, 1k  or 2k  is unknown, so hackers must do 

a brute force attack step.

4.2  Case 2

Hacker working on ( , )BCd H l  and ( , ).ABd G l  Let us suppose a hacker 

does ( , ).BCd H l  It knows that 2 2 2
2 2
2 2

| |( , ) .h h
BC

a x b y c

a b
d H l + +

+
=  Notice that ( , )BCd H l  

and 2 2
2 2a b+  are known, but the hacker still has a hard time guessing the 

point ( , ).h hH x y  The same thing happens if the hacker works on ( , ).ABd G l

4.3  Case 3

Hackers find the angle formed by ABl  and BCl  intersecting at point 
2( , ) .b bB x y ∈  They use point 2( , ), ( , )a a c cA x y C x y ∈  to form vectors 

BA u=
  and .BC v=

  Next, the hacker calculates .
| || |cos .u v
u v

a =

Using the Pythagorean equation, hackers can find sin .a  Hacker can 
calculate

2 2 2 2
1 1 2 21 22 ( , ). ( , )sin (8)a b a bK L d H B d G B k ka∆ + + = = = 

Hacker cannot find K because there are still unknown variables k1 and 
k2.
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5.  A Toy Example

Alice and Bob agree to choose any point ( 1, 5).B −  They agree to 
choose any two points (3, 1)A −  and ( 2,1).C −  They form the equations of 
the lines : 3 2 7 0ABl x y+ − =  and : 4 9 0.BCl x y− + =  All these parameters are 
public.

(1)	� Alice will determine any point 2H∈  that lies on the equation 
of the line : 3 2 7 0.ABl x y+ − =  She chooses any 1055hx =  so 
that (1055; 1579)H −  is obtained, which is private. She counted 

2 2( 1 1055) (5 1579)( , ) 1903,731d H B − − + += =  and kept it a secret. Alice 

also calculates 
2 2

|4.(1055) ( 1579) 9|

4 ( 1)
( , ) 1408,647BCd H l − − +

+ −
= =  and sends it to 

Bob.
(2)	� Bob will determine any point 2G∈  that lies on the equation 

of the line : 4 9 0.BCl x y− + =  He chooses any 345gx = −  so 

that ( 345; 1371)G − −  is obtained, which is private. He counted 
2 2( 1 345) (5 1371)( , ) 1418, 348d G B − + + += =  and kept it a secret. Bob also 

calculates 
2 2

3.( 345) 2( 1371) 7

3 2
( , ) 1049, 493ABd G l − + − −

+
= =  and sends it to 

Alice.
(3)	� After exchanging ( , )BCd H l  and ( , ),ABd G l  Alice generates the private 

key

( , ) ( , )

(1903,731).(1049, 493) (9)

1997952, 358
1997952

Alice ABK d H B d G l =  
 =  
 =  

=

	 and Bob generates 

( , ) ( , )

(1418, 348).(1408,647)

1997951,655 (10)
1997952

Bob BCK d G B d H l =  
 =  
 =  

=

Let’s say that Alice has a message [12 12345 5 123].P = . Alice 
and Bob agree to use encryption ( )C E P P K= = +  and decryption 
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( ) .P D C C K= = −  Bob and Alice’s encryption and decryption are very easy 
to do.

6.  Hacking Experiment

Hackers can use the information from the lines : 3 2 7 0ABl x y+ − =  
and : 4 9 0BCl x y− + =  equations. They can also calculate 1 13( , )d H B k=  
and 2 17( , )d G B k=  with 1 2, .k k ∈

6.1  Case 1

Hacker counts 1 13( , ) ( , ) .(1049, 493)Alice ABK d H B d G l k = =   or 

2( , ) ( , ) 17.(1408,647).Bob BCK d G B d H l k = =   However, 1k  or 2k  is unknown, 

so hackers must do a brute force attack step.

6.2  Case 2

Hacker working on ( , )BCd H l  and ( , ).ABd G l  Let us suppose a hacker 

does ( , ).BCd H l  It knows that |4 9|
17

17
( , ) 1408,647 |4 9|.h

BC h h
x yhd H l x y− += ⇔ = − +  

Notice that ( , )BCd H l  and 2 2
2 2a b+  are known, but the hacker still has a hard 

time guessing the point ( , ).h hH x y  The same thing happens if the hacker 
works on ( , ).ABd G l

6.3  Case 3

Hackers find the angle formed by ABl  and BCl  intersecting at point 

( 1, 5).B −  They use point (3, 1)A −  and ( 2,1)C −  to form vectors 6
4

BA u  −
  
 

= =
  

and 4
1

.BC v  −
  − 

= =
  Next, the hacker calculates . 20 22

| || | 2 13 17 2 13 17
cos sin .u v

u v
a a= = ⇔ =

 
. 20 22

| || | 2 13 17 2 13 17
cos sin .u v

u v
a a= = ⇔ =

Hacker can calculate

1 2 1 2
22

2 13 17
2 ( , ). ( , )sin 13 17 11 (11)K L d H B d G B k k k kaD = = = = 

Hacker cannot find K because there are still unknown variables 1k  
and 2.k
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7.  Conclusion

This study develops a public key cryptosystem using the concept of 
geometry on the area of a triangle. We can show that the proposed public 
key cryptosystem works well. Furthermore, mathematical hacking 
experiments carried out by hackers are complex because the public key 
cryptosystem works on a ring of real numbers.
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