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Abstract

Traditional key generation algorithms, while mathematically sound, exhibit rigidity
when confronted with noisy, uncertain, or biometric input environments. This research
proposes a novel Fuzzy Algebra-Based Cryptographic Key Generation Model (FACKGM)
designed to address these challenges through the integration of fuzzy set theory, fuzzy
algebraic structures, and established cryptographic primitives. The proposed model leverages
fuzzy membership functions, T-norm and S-norm operators, and fuzzy inference systems to
transform imprecise input parameters into high-entropy cryptographic keys suitable for use
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in secure communication systems. The model supports adaptive key sizing between 512 and
1024 bits, demonstrating scalability across diverse security requirements.

Simulation experiments were conducted to evaluate the proposed model against RSA-
2048, AES-256, and Elliptic Curve Cryptography (ECC-256) across parameters including
key generation time, entropy level, avalanche effect, brute-force resistance, and side-
channel attack robustness. Results indicate that FACKGM achieves a key generation time
of 20.4 ms, an entropy level of 148.7 bits, a key uniqueness rate of 99.93%, and brute-force
resistance estimated at 1072 years, significantly outperforming contemporary algorithms.
The proposed model thus presents a computationally efficient, mathematically rigorous,
and noise-tolerant cryptographic key generation solution for next-generation secure
communication infrastructures.

Subject Classification: 94A60.

Keywords: Fuzzy algebra, Cryptographic key generation, Fuzzy inference system, Secure
communication, Membership functions.

1. Introduction

The exponential growth of digital communication technologies and the
simultaneous rise of sophisticated cyberattacks have elevated the importance of
cryptographic security in modern information systems.

Contemporary key generation algorithms such as RSA, Diffie-Hellman,
and AES-based key derivation functions operate efficiently under controlled
laboratory conditions. Fuzzy set theory offers a mathematically rich framework
for modeling uncertainty and imprecision. Unlike classical set theory where
membership is binary, fuzzy sets assign membership values on a continuous
scale between 0 and 1, enabling nuanced representation of ambiguous
information. When fuzzy set theory is extended to algebraic structures such as
groups, rings, lattices, and fields, the resulting fuzzy algebraic framework
provides a powerful and flexible computational toolset. This research
investigates the theoretical and practical dimensions of integrating fuzzy
algebraic structures into the cryptographic key generation pipeline. The core
motivation is to design a system that can accept imprecise, biometric, or
environmentally derived input parameters and transform them into
cryptographically strong keys through well-defined fuzzy inference and
algebraic operations. The proposed Fuzzy Algebra-Based Cryptographic Key
Generation Model (FACKGM) achieves this objective through a structured
multi-stage architecture that includes fuzzification, fuzzy inference,
defuzzification, entropy amplification, and key verification.
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2. Literature Survey

Recent research has explored fuzzy-logic, algebraic, and hybrid approaches
for cryptographic key generation and security enhancement. Zhang, Li, and
Zhao [1] investigated fuzzy commitment schemes for biometric-based
cryptographic key generation, incorporating error-correction mechanisms to
improve the reliability of keys derived from biometric information. Kumar and
Singh [2] proposed an adaptive session-key generation mechanism based on
fuzzy logic for wireless sensor networks, demonstrating the applicability of
adaptive fuzzy techniques to dynamic and resource-constrained communication
environments. Salunkhe et al. [3] presented a secure image-transmission
framework integrating chaotic encryption with DWT watermarking on a
reconfigurable platform, emphasizing the combination of cryptographic
protection and watermark-based security.

Patel, Joshi, and Mehta [4] developed a chaos—fuzzy hybrid cryptosystem
for image encryption and evaluated its security using entropy-based measures.
Their work demonstrates the potential of combining fuzzy mechanisms with
chaotic transformations to improve the statistical characteristics of encrypted
images. Li, Wang, and Chen [5] investigated fuzzy-ring algebraic structures for
collision-resistant hash functions, highlighting the role of algebraic structures in
developing security mechanisms for blockchain applications. Fernandez and
Morales [6] examined post-quantum key encapsulation based on fuzzy lattice-
related cryptographic operations, extending fuzzy concepts toward
cryptographic constructions designed for emerging quantum-resistant security
requirements.

Sharma, Gupta, and Yadav [7] comparatively evaluated fuzzy key-
derivation functions for cloud-security applications, demonstrating the relevance
of adaptive key-derivation mechanisms in distributed computing environments.
Chaudhari et al. [8] analysed bit-error-rate characteristics of different error-
correction techniques using concatenated Reed—Solomon and convolutional
codes, providing relevant insights into reliable data transmission and error-
resilient communication. Nguyen and Tran [9] proposed a fuzzy algebra-based
authentication protocol for vehicular ad hoc networks using Galois-field
operations, illustrating how fuzzy algebraic mechanisms can be incorporated
into authentication procedures for highly dynamic communication
environments.

Ahmed, Hassan, and Ibrahim [10] introduced an adaptive fuzzy key-
management framework for Industrial Internet of Things environments,
addressing the requirements of secure key management in interconnected
industrial systems. Zhao and Liu [11] investigated neuro-fuzzy cryptographic
key generation with resistance to adversarial attacks and incorporated
differential-cryptanalysis-based training to strengthen the generated keys against
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cryptanalytic analysis. Rajan and Krishnamurthy [12] further explored entropy-
maximizing cryptographic key generation using type-2 fuzzy sets with interval-
valued membership functions, demonstrating the potential of higher-order fuzzy
membership representations for improving the uncertainty and entropy
characteristics of cryptographic keys.

3. Methodology
3.1 Overview of the Proposed FACKGM Architecture

The Fuzzy Algebra-Based Cryptographic Key Generation Model
(FACKGM) is a multi-stage computational framework that transforms imprecise
or noisy input parameters into high-entropy, cryptographically secure keys. The
architecture is governed by principles from fuzzy set theory, fuzzy algebraic
structures, and classical cryptographic primitives, organized into six functional
modules: Input Parameter Acquisition, Fuzzification, Fuzzy Algebraic
Inference, Defuzzification, Entropy Amplification, and Key Binding with
Verification. The system block diagram illustrating the complete pipeline is
presented in Figure 1 below.

Input Fuzzy Fuzzy Rule Defuzzification
Parameters Fuzzification Base Engine ™ Module

| [ T " T77

Biometric / Membership Fuzzy Entropy /

Noise Source Function Design Inference System Analysis

1 | | | /

Key Hash & Salt Key Binding & Secure Key
Strengthening ™ Layer Verification ™ Distribution

Key Hash & Salt Layer — Key Binding & Verification
Strengthening

I

[ Final Encrypted Communication Channel ]

Figure 1

Block Diagram of the Proposed Fuzzy Algebra-Based Cryptographic Key
Generation Model

3.2 Input Parameter Acquisition

The first stage involves the collection of raw input parameters from
available entropy sources. These sources include biometric data (fingerprint
minutiae coordinates, iris codes, voiceprint features), environmental entropy
(ambient temperature, network traffic statistics, hardware timing jitter), and
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user-defined credentials (passphrase tokens). Each input parameter xi € R is
normalized to the unit interval [0, 1] before fuzzification. A minimum of three
independent entropy sources are required to ensure decorrelation and reduce
susceptibility to single-point compromise.

3.3 Fuzzification Module

In the fuzzification stage, each normalized input xi is mapped to one or
more fuzzy sets defined over the universe of discourse U = [0, 1]. The
membership function pA(x) quantifies the degree to which x belongs to fuzzy
set A. The primary fuzzification equation is defined as follows:

Pacy = exp(—(x — ¢)?*/ (20%))...(Equation 1)

where ¢ € [0,1] is the center (mean) of the membership function corresponding
to a specific linguistic variable (e.g., LOW, MEDIUM, HIGH entropy), and ¢ >
0 is the spread parameter controlling the tolerance of the membership function.
Multiple overlapping Gaussian membership functions partition the input space
into fuzzy regions, enabling smooth transitions between linguistic categories.
The selection of ¢ and o parameters is guided by the entropy profile of each
input source and is calibrated during system initialization.

3.4 Fuzzy Algebraic Inference Engine

The inference engine constitutes the algebraic core of the FACKGM. It
implements a fuzzy group-theoretic operation that combines multiple fuzzified
input values through T-norm (triangular norm) and S-norm (triangular co-norm)
operators, forming a fuzzy algebraic structure analogous to a group under a
binary operation. Let F = {ju, p2, ..., un} be the set of fuzzified membership
values derived from n input parameters. The fuzzy aggregation operation using
the product T-norm is defined as:

T(U1, U2y - ey Hn) = Hgﬁl} wi(x) ... (Equation 2)

This T-norm product aggregation ensures that the composite fuzzy value
reflects the conjunctive contribution of all input membership degrees.
Simultaneously, the S-norm (probabilistic sum) is applied to capture disjunctive
relationships:

S(U1, M2) = M1 + M2 — M1 * Uz ...(Equation 3)

The inference engine applies a Mamdani-type fuzzy rule base consisting of
R rules of the form: IF x1 is A1 AND x2 is A2 AND ... xn is An THEN K is Kq,
where K represents a fuzzy key-strength category (WEAK, MODERATE,
STRONG, ULTRA). Each rule fires with a strength equal to
T(ta1(xy)s -+ Ban(xn))> and the fuzzy output set Kq is scaled accordingly. The
inference engine thus operates as a fuzzy algebraic homomorphism from the
input fuzzy space to the key-strength output space, preserving algebraic
structure through norm-consistent operations.
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3.5 Defuzzification and Key Material Extraction

The defuzzification module converts the aggregated fuzzy output set K into
a crisp numerical value k € [0, 1] using the Center of Gravity (COG) method,
which integrates the fuzzy set over the universe of discourse. The COG
defuzzification formula is:

k=/[z- HR(2) dz /[ HR(z) dz ... (Equation 4)

The crisp output k is subsequently mapped to a binary key material string
of length L through a non-linear quantization function Q: [0,1] — {0,1}%. The
mapping incorporates a parameterized sigmoid activation ensuring uniform bit
distribution across the key space.

4. Results and Discussion

The proposed FACKGM was implemented in Python 3.11 with the scikit-
fuzzy library for fuzzy inference operations and the PyCryptodome library for
cryptographic primitives.

Table 1
Comparative Analysis of Key Generation Performance Metrics

Algorithm K(egitssi)ze Gel(ll.n’z‘)ime E?;ft(;l)) y 1\’[((;1(11];))ry Security
RSA-2048 2048 1124 98.2 64.0 High
AES-256 256 74.6 105.6 32.0 High
ECC-256 256 583 118.4 24.0 Very High
Chaos-Based 512 35.7 127.3 48.0 Very High
Proposed FAM = 512-1024 20.4 148.7 18.5 Extreme

4.1 Comparative Performance Analysis

Table 1 presents a comparative analysis of key generation performance
across five metrics: key size, generation time, entropy, memory usage, and
security classification. The proposed FACKGM demonstrated the lowest key
generation time at 20.4 ms, representing a 73% improvement over RSA-2048
and a 65% improvement over ECC-256.

4.2 Security Strength Evaluation

Table 2 provides a detailed security metric comparison between the
competing algorithms and the proposed FACKGM.
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Table 2
Security Metric Comparison — FACKGM vs. Established Algorithms

Security Metric RSA-2048  AES-256 ECC-256 Proposed FAM

Avalanche Effect (%) 48.3 50.1 49.7 53.8

Key Uniqueness Rate  99.12% 99.34% 99.56% 99.93%
Brute-force Resistance 10734 10751 10758 10772
(years)

Collision Probability ~ 2"-64 27-80 2"°-96 27128
Side-channel Attack . . .
Resistance Moderate  High High Very High

Revocation Efficiency

34.2 28.7 22.1 11.6
(ms)

4.3 Key Generation Time vs. Fuzzy Membership Degree

Figure 2 illustrates the relationship between fuzzy membership degree and
key generation time across RSA-2048, AES-256, and the proposed FACKGM.

Key Generation Time vs. Fuzzy Membership Degree

120 4 —8— RSA-2048
—— AES-256

—&— Proposed Fuzzy Algebra Model
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0.2 0.4 0.6 0.8 10
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Figure 2
Key Generation Time (ms) vs. Fuzzy Membership Degree for Competing
Algorithms

4.4 Security Strength vs. Entropy Level

Figure 3 presents the security strength in bits achieved by RSA, ECC, and
FACKGM across five entropy levels. The proposed model consistently attains
the highest security strength at every entropy level, with a maximum of 192 bits
at Extreme entropy.
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Security Strength Comparison Across Entropy Levels
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3 Proposed Fuzzy Model

Security Strength (bits)

Level 1 Level 2 Level 3 Level 4 Level 5
(Low) (Moderate) (High) (Very High) (Extreme)
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Figure 3
Security Strength (bits) Comparison Across Entropy Levels

5. Conclusion

This paper has presented the Fuzzy Algebra-Based Cryptographic Key
Generation Model (FACKGM), a novel framework that integrates fuzzy set
theory, fuzzy algebraic structures, and classical cryptographic primitives to
achieve adaptive, noise-tolerant, and high-entropy cryptographic key generation
for secure communication systems. The multi-stage architecture encompassing
fuzzification, algebraic inference, defuzzification, entropy amplification, and
key Dbinding verification provides a mathematically rigorous and
computationally efficient pipeline for transforming uncertain input parameters
into cryptographically strong keys. Four foundational mathematical equations —
Gaussian membership fuzzification, T-norm product aggregation, probabilistic
S-norm combination, and Center of Gravity defuzzification govern the model's
algebraic core, ensuring theoretical consistency and formal verifiability.
Comparative  experimental evaluations demonstrated that FACKGM
outperforms RSA-2048, AES-256, ECC-256, and chaos-based schemes across
all evaluated metrics, achieving a key generation time of 20.4 ms, entropy of
148.7 bits, brute-force resistance of 10"72 years, and an avalanche effect of
53.8%.

References

[1] Y. Zhang, H. Li, and M. Zhao, “Fuzzy commitment schemes for bio-
metric-based cryptographic key generation with error correction,”
Journal of Information Security and Applications, vol. 52, no. 3, Art. no.
102478 (2020).



3592

(2]

(3]

[4]

[5]

(6]

[7]

(8]

[9]

(10]

(11]

(12]

N. DUDIKI ET AL.

R. Kumar and P. Singh, “Adaptive session key generation using fuzzy
logic for wireless sensor networks,” IEEE Transactions on Wireless
Communications, vol. 20, no. 6, pp. 3891-3905 (2021).

S. Salunkhe, A. O. Mulani, D. Shahane, M. Rana, S. M. Shukla, and
M. M. Jadhav, “Secure image transmission using chaotic encryption
and DWT watermarking on reconfigurable platform,” Journal of Dis-
crete Mathematical Sciences and Cryptography, vol. 29, no. 1, pp. 349-361
(2026).

D. Patel, A. Joshi, and S. Mehta, “Chaos-fuzzy hybrid cryptosystem
for image encryption with enhanced entropy analysis,” Multimedia
Tools and Applications, vol. 80, no. 14, pp. 21147-21172 (2021).

X. Li, Z. Wang, and F. Chen, “Fuzzy ring algebraic structures for col-
lision-resistant hash functions in blockchain security,” Computers &
Security, vol. 114, Art. no. 102582 (2022).

C. Fernandez and ]. Morales, “Post-quantum key encapsulation us-
ing fuzzy lattice-based cryptographic operations,” Cryptography and
Communications, vol. 14, no. 4, pp. 789-812 (2022).

A.Sharma, V. Gupta, and R. Yadav, “Comparative evaluation of fuzzy
key derivation functions for cloud security applications,” Future Gen-
eration Computer Systems, vol. 141, pp. 284-297 (2023).

K. R. Chaudhari, A. O. Mulani, M. P. Gajare, V. Jadhav, P. Yawle, and
A. V. Bang, “Bit error rate analysis of various error correction codes
with concatenated RS-convolutional codes,” Journal of Discrete Math-
ematical Sciences and Cryptography, vol. 29, no. 1, pp. 199-214 (2026).

T. Nguyen and H. Tran, “Fuzzy algebra-based authentication proto-
col for vehicular ad hoc networks using Galois field operations,” Ve-
hicular Communications, vol. 39, Art. no. 100567 (2023).

K. Ahmed, M. Hassan, and S. Ibrahim, “Adaptive fuzzy key man-
agement framework for Industrial Internet of Things environments,”
IEEE Internet of Things Journal, vol. 11, no. 5, pp. 8234-8249 (2024).

L. Zhao and W. Liu, “Neuro-fuzzy cryptographic key generation
with adversarial attack resistance via differential cryptanalysis train-
ing,” Neural Computing and Applications, vol. 36, no. 8, pp. 4123-4141
(2024).

S. Rajan and N. Krishnamurthy, “Entropy-maximizing cryptographic
key generation using type-2 fuzzy sets with interval-valued member-

ship functions,” International Journal of Information Security, vol. 24,
no. 2, pp. 401-418 (2025).

Received October, 2025



