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Abstract

This paper proposes a novel Graph Neural Network-based Dynamic Malware (GNN-
DM) detection system that models network traffic and system call sequences as time-

* E-mail: sivaprakash.s@Qvit.ac.in (Corresponding Author)
" E-mail: dilipkumar.s@vit.ac.in

S E-mail: thamizharasan.s@vit.ac.in

t E-mail: iyappan.perumal@vit.ac.in

® E-mail: wtchembian@velhightech.com

* E-mail: sonykarra@kluniversity.in

© @ Taru PuBLicaTIONS


http://www.tarupublications.com
http://dx.doi.org/10.47974/JDMSC-2810

3694 S. SIVAPRAKASH ET AL.

evolving attributed graphs, enabling the capture of complex relational dependencies that
scalar feature vectors cannot represent. The proposed architecture employs discrete graph
spectral analysis, leveraging the eigen spectrum of the normalized graph Laplacian matrix
to construct permutation-invariant node embeddings that characterize both local topological
neighbourhoods and global network communication patterns. An edge attention mechanism
weighted by temporal co-occurrence statistics and entropy-differential features enhances the
model’s sensitivity to subtle behavioural deviations indicative of covert lateral movement
and command-and-control (C2) communication. The GNN-DM model is trained on a hybrid
dataset comprising NSL-KDD, CICIDS-2021, and a proprietary SDN traffic trace containing
42 malware families collected in a high-fidelity testbed. Experimental results demonstrate
that GNN-DM achieves 98.4% detection accuracy, 97.9% Fl-score, and a false positive rate
of 0.9%, outperforming CNN-LSTM baseline by 4.2 percentage points and SVM-based
classifiers by 6.7 percentage points.

Subject Classification: 05C50, 68M10.

Keywords: Graph neural networks, Software-defined networking, Dynamic malware detection,
Graph spectral analysis, Discrete mathematics, Network intrusion detection.

1. Introduction

Software-Defined Networking (SDN) has fundamentally transformed the
architecture of modern enterprise and cloud networks by decoupling the control
plane from the data plane, centralising network intelligence in programmable
controllers, and enabling dynamic, policy-driven traffic management. This
architectural paradigm offers unprecedented flexibility for network operators but
simultaneously introduces novel attack surfaces that adversaries exploit with
increasing sophistication. The SDN controller, which maintains a global view of
network topology and enforces forwarding rules across all connected switches,
represents a high-value target whose compromise can grant an attacker complete
network-wide authority. Malware that succeeds in infiltrating an SDN
environment can manipulate flow tables, redirect traffic for interception, disable
security policies, and establish persistent covert channels with external
command-and-control infrastructure.

Graph-based representations of network traffic offer a principled solution
to these limitations. Network entities (hosts, switches, processes) and their
interactions (connections, system calls, message passing) form a natural graph
structure, and malware behaviour manifests as characteristic topological
perturbations: the formation of star topologies in DDoS campaigns, sparse
periodic edges in C2 beacon traffic, and dense subgraph cliques in lateral
movement chains. Graph Neural Networks (GNNs), which extend deep learning
to irregular graph-structured data through iterative neighbourhood aggregation,
have demonstrated remarkable success in node classification, link prediction,
and graph classification tasks across biochemistry, social networks, and fraud
detection domains. Their application to dynamic network traffic graphs for
malware detection remains an active and promising research frontier.
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Discrete graph spectral analysis provides a complementary theoretical lens
through which network topology changes can be quantitatively characterised.
The eigenvalues of the graph Laplacian encode global connectivity properties
including the algebraic connectivity, spectral gap, and number of connected
components, all of which are sensitive indicators of traffic anomalies. By
integrating spectral features into the GNN node embedding process, the
proposed GNN-DM system achieves a richer representational capacity that
captures both local message-passing patterns and global spectral fingerprints of
malicious communication topologies.

2. Literature Survey

The application of deep learning to network intrusion detection has
evolved substantially since the introduction of neural network-based anomaly
detection in the early 2010s. Zhou et al. [1] presented a comprehensive survey of
deep learning-based network intrusion detection systems, categorising
approaches by feature engineering strategy, model architecture, and evaluation
methodology. Bilot et al. [2] evaluated graph-based representations for network
intrusion detection on the CICIDS-2017 and UNSW-NBI15 datasets,
demonstrating that graph convolutional network (GCN) classifiers outperformed
multilayer perceptron baselines by 3.8% in Fl-score when node features
included betweenness centrality and clustering coefficient. Lo et al. [3] proposed
GRAPHSAGE-based anomaly detection for SDN flow tables, modelling
switches and hosts as graph nodes with flow statistics as edge attributes.

Narayanan, Shi, and Bhowmick [4] introduced a continuous-time dynamic
graph neural network (CTDGNN) for cybersecurity event detection, encoding
temporal edge creation and deletion events as learnable time encodings
appended to node feature vectors. Peng et al. [S] applied graph spectral analysis
to encrypted traffic classification, extracting Laplacian eigenvalue profiles as
features for malware family identification without decryption. Chen and Wang
[6] proposed an attention-based GNN for malware call graph analysis, assigning
learnable weights to inter-procedure edges in function call graphs extracted from
binary executables. [11] presented a secure image transmission framework
integrating chaotic encryption and DWT watermarking on a reconfigurable
platform, enhancing confidentiality and robustness. Chaudhari et al. [12]
investigated BER performance of error-correction schemes using concatenated
Reed-Solomon and convolutional codes, demonstrating improved reliability for
digital communication systems in practical environments.

Vasan et al. [7] proposed IMCFN, a hybrid convolutional and graph neural
network system for image-based malware classification that converts binary
representations into grayscale images and constructs similarity graphs over
batch samples. Caville et al. [8] presented Anomal-E, a GNN-based network
intrusion detection system trained with contrastive self-supervised learning on
unlabelled network flow graphs. Yang et al. [9] investigated adversarial
robustness of GNN-based intrusion detection systems, demonstrating that graph
injection attacks could reduce detection accuracy by up to 18.3% through the
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strategic insertion of benign-looking nodes that distort neighbourhood
aggregation. Sarhan et al. [10] benchmarked ten network intrusion detection
datasets across standardized feature sets, identifying severe class imbalance and
dataset-specific bias as confounding factors in reported detection rates.

3. Methodology

3.1 Network Traffic Graph Construction

The foundation of the GNN-DM framework is the conversion of raw
network traffic into attributed temporal graphs. At each time window of duration
At = 10 seconds, a graph G, = (V, E;, X, A;) is constructed where V, denotes
the set of active network nodes (hosts and SDN switches), E; denotes the set of
observed communication flows between node pairs, X; is the node feature
matrix encoding per-node traffic statistics, and A; is the weighted adjacency
matrix. Node features include 14 dimensions: packet rate, byte rate, connection
count, unique port ratio, entropy of destination IP distribution, flag ratio
(SYN/ACK/RST/FIN), inter-arrival time statistics (mean, variance), and flow
duration statistics. Figure 1 shows the Block Diagram of Proposed GNN-Based
Dynamic Malware Detection System

/ System Call Logs
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Block Diagram of Proposed GNN-Based Dynamic Malware Detection System

3.2 Discrete Graph Spectral Analysis
The normalized graph Laplacian L is defined in Equation (1) as:

L=1- D{_%}AD[_%} ————— ¢))
where I is the identity matrix, D is the diagonal degree matrix with Dy =
2; Agjy, and A is the adjacency matrix. The eigen decomposition L = U AU T
yields a spectrum of eigenvalues 4, < 4, <...< 4, € [0,2]. The Fiedler
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value A, (algebraic connectivity) is particularly informative: it decreases sharply
when the network graph approaches a disconnected state, as occurs during
network partitioning attacks, and increases during DDoS conditions when a
victim node acquires anomalously high degree. The spectral gap 44 = 1, —
A, provides a measure of graph robustness.

3.3 GNN Architecture
The GNN-DM core employs three stacked Graph Attention Network

(GAT) layers with multi-head attention. The node update rule at layer 1 is given
by Equation (2):

l l l
RO = o 2y enay afiy) WO HO) = - — -~ @)

where hl{(m is the hidden representation of node i at layer 1, W{(®} is a learnable

weight matrix, N(i) denotes the neighbourhood of node i including i itself, ¢ is a

LeakyReLU activation function, and a{{g;} is the normalised attention coefficient

computed from Equation (3):

agjy = softmax;( LeakyReLU(a” [W h;y || W hj])) — ———(3)
where a is a learnable attention weight vector and || denotes vector
concatenation. The edge attention variant extends this formulation by

incorporating temporal entropy differential features eg;; as an additional
attention bias, yielding:

a{{iej‘;ge} = softmax;( LeakyReLU(a” [W h; [IW K]) + B - eupy) — —(4)

where B is a learnable scalar gate. After three GAT layers, node embeddings are
aggregated via hierarchical graph pooling using differentiable top-k node
selection, producing a graph-level representation z G. The classification head
applies a two-layer MLP with dropout (p = 0.3) and a softmax output layer
producing class probabilities over 43 classes (42 malware families plus benign).
The training objective is the categorical cross-entropy loss with class-frequency-
based sample weighting:

L=-X2w - Yiic} - log(ﬁ{ic}) - _(5)
where Yy is the one-hot ground truth label, Py} is the predicted probability for

Nmax

class ¢, and w, = is the inverse-frequency weight for class ¢ addressing

ne
dataset imbalance.

3.4 Temporal Graph Evolution Tracking

Sequential graph snapshots G;q, Gy, ..., Gy are processed by a temporal
aggregation module that applies a Graph Recurrent Network (GRN) over the
time dimension. The hidden state H, encodes the accumulated communication
history, enabling the model to detect temporally sparse malware behaviours such
as low-and-slow C2 beacon patterns that are invisible in individual snapshot
analysis.
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3.5 Dataset and Training Configuration

The GNN-DM model was trained on a combined dataset of 2.8 million
traffic graph snapshots derived from three sources: NSL-KDD (reformulated as
graphs), CICIDS-2021, and a proprietary SDN testbed dataset. The testbed
comprised 48 virtual machines emulating enterprise network behaviour across
five VLANs, with malware samples from 42 families including ransomware,
rootkits, botnets, trojans, and advanced APT toolkits injected under controlled
conditions.

4. Results and Discussion

The GNN-DM framework was evaluated using five-fold stratified cross-
validation on the combined dataset, with folds partitioned at the temporal
boundary to prevent data leakage between training and evaluation sets.
Performance metrics reported are mean values across all five folds with 95%
confidence intervals.

4.1 Classification Performance

100 A B Proposed GNN-DM
[ CNN-LSTM
B SVM Classifier

Performance (%)

Accuracy Precision Recall Fl-Score AUC-ROC

Figure 2
Performance Metrics Comparison Across Detection Methods

Figure 2 presents the comprehensive performance metric comparison.
GNN-DM achieves 98.4% accuracy, 97.8% precision, 98.1% recall, 97.9% F1-
score, and 99.1% AUC-ROC.

Table 1
Classification Performance Comparison (Five-Fold Cross-Validation)

Method Accuracy Precision Recall | F1-Score | AUC-ROC
(%) (%) (%) (%) (%)
GNN-DM 98.4 97.8 98.1 97.9 99.1
(Proposed)
CNN-LSTM 94.2 93.5 94.0 93.7 95.8
GRAPHSAGE-IDS 95.1 94.3 95.0 94.6 96.7
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CTDGNN 96.3 95.8 96.1 95.9 97.4
Random Forest 92.8 91.7 93.0 92.3 94.1
SVM (RBF) 91.7 90.9 91.3 91.1 93.2
Isolation Forest 88.3 87.1 88.9 88.0 90.4

Table 1 confirms that GNN-DM consistently leads across all metrics.
Notably, CTDGNN achieves 96.3% accuracy, validating the general value of
temporal dynamic graph modelling but falling short of GNN-DM's performance
due to its absence of spectral features and edge attention weighting.

4.2 False Positive Rate Convergence
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Figure 3

False Positive Rate Convergence During Training
Figure 3 illustrates the false positive rate (FPR) convergence trajectory
over 50 training epochs. GNN-DM converges to a stable FPR of 0.9% by epoch
35, compared to 2.1% for CNN-LSTM (stabilising at epoch 42) and a near-
constant 7.3% for the SVM baseline.

Table 2
Per-Category Detection Performance of Proposed GNN-DM System

Malware True Positive | False Negative | Avg. Detect. Time | F1-Score

Category (%) (%) (ms) (%)
Ransomware 99.1 0.9 423 98.8
APT / Rootkits 97.2 2.8 78.4 96.9
Botnets 98.7 1.3 38.1 98.4
Trojans 98.4 1.6 35.7 98.1
DDoS Tools 99.3 0.7 29.2 99.0
Polymorphic 96.1 3.9 91.5 95.8
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Table 2 provides per-category detection breakdowns. Ransomware,
botnets, and DDoS tools achieve the highest detection rates (>98.7%) due to
their distinctive high-volume communication patterns that create easily
identifiable graph topology perturbations.

4.3 Computational Scalability

12 { —®— Proposed GNN-DM
— CNN-LSTM
<+ SVM Classifier

=
= o

Detection Time (seconds)
{=2]

0 250 500 750 1000 1250 1500 1750 2000

Number of Network Nodes
Figure 4

Computational Overhead vs. Network Scale

Figure 4 demonstrates that GNN-DM scales approximately linearly with
network size, with detection time growing from 0.12 seconds for a 50-node
network to 3.87 seconds for 2000 nodes. This sub-quadratic scaling behaviour
arises from the sparse graph structure of real network traffic, where each node
communicates with a limited number of peers, keeping the average node degree
approximately constant as network scale increases.

5. Conclusion

This paper introduced GNN-DM, a graph neural network-based dynamic
malware detection system for software-defined networking environments that
integrates discrete graph spectral analysis, edge attention mechanisms, and
temporal graph evolution tracking into a unified learning framework. The
proposed system models network traffic as time-evolving attributed graphs and
leverages the eigenspectrum of the normalised graph Laplacian to construct
permutation-invariant node embeddings that capture both local communication
patterns and global topological fingerprints of malicious activity. The edge
attention mechanism, trained to weight inter-node communication channels by
temporal entropy differentials, provides enhanced sensitivity to the covert, low-
volume communication patterns characteristic of APT campaigns and
polymorphic malware.

Evaluation on a combined dataset of 2.8 million traffic graph snapshots
spanning three benchmark corpora and a proprietary SDN malware testbed
demonstrated that GNN-DM achieves 98.4% detection accuracy, 97.9% F1-
score, and 0.9% false positive rate, outperforming six state-of-the-art baseline
methods including CNN-LSTM, CTDGNN, and GRAPHSAGE-IDS. Sub-linear
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computational scaling with network size confirms the framework's practical
deployability on SDN controllers managing networks of up to 2000 nodes
within the real-time processing budget of standard controller hardware. Ablation
analysis validated the independent contribution of spectral features, edge
attention, and temporal aggregation components.
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