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Abstract

Quantum key distribution (QKD) provides information-theoretically secure key
exchange whose security is guaranteed by the laws of quantum mechanics. This paper
presents a rigorous discrete algebraic channel model for QKD transmission, representing
the noisy quantum channel as a stochastic operator over the finite field GF(2”n) and
deriving tight information-theoretic security bounds using Renyi entropy formulations over
discrete probability spaces. The proposed framework extends the BB84 and E91 protocols by
incorporating a novel algebraic error reconciliation algorithm based on low-density parity-
check (LDPC) codes over GF(28) that reduces information leakage during post-processing by
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34% compared to Cascade-based reconciliation. A privacy amplification scheme employing
universal hash families constructed from irreducible polynomials over finite fields extracts
provably secure keys from partially compromised raw key material. The security proof is
formalized under the universal composability framework, establishing composable security
against coherent attacks. Experimental simulation on a 150 km optical fibre link with 0.2
dB/km attenuation demonstrates secret key rates of 88 bits/s at the maximum secure
transmission distance, exceeding BB84 by 115% and CV-QKD by 66%.

Subject Classification: 94A60, 94A40, 81P94, 81P45.

Keywords: Quantum key distribution, Discrete algebraic channel model, Information-theoretic
security, Privacy amplification, Finite field cryptography, LDPC error reconciliation.

1. Introduction

Quantum key distribution (QKD) addresses this challenge at a
fundamentally different level than post-quantum cryptography: rather than
replacing hard mathematical problems with quantum-resistant alternatives, QKD
exploits quantum mechanical principles specifically the no-cloning theorem and
the disturbance-observable trade-off imposed by the Heisenberg uncertainty
principle to establish information-theoretically secure shared keys between
communicating parties. The security of QKD is unconditional in the
information-theoretic sense, independent of the computational resources
available to an eavesdropper. The BB84 protocol, introduced by Bennett and
Brassard, encodes key bits in the polarization states of individual photons
transmitted over an optical channel. An eavesdropper's measurement inevitably
perturbs the quantum states, inducing detectable errors in the quantum bit error
rate (QBER). When the QBER exceeds a threshold approximately 11% for
BB84 under individual attacks, the protocol aborts, ensuring that no information
is leaked to an adversary who cannot be detected. The E91 protocol, based on
entangled photon pairs and Bell inequality violations, provides an alternative
security proof that does not require trusted source assumptions. Despite their
theoretical elegance, practical QKD implementations over long-distance optical
fibres are constrained by photon loss, dark count rates of single-photon
detectors, and timing jitter, all of which manifest as noise on the quantum
channel and contribute to QBER.

The modelling of quantum channels using discrete algebraic structures
offers powerful analytical tools for characterizing protocol performance and
optimizing post-processing parameters. Representing the quantum channel as a
stochastic operator over a finite field provides a framework for applying the rich
algebraic theory of error-correcting codes to the reconciliation and privacy
amplification stages of QKD. Low-density parity-check (LDPC) codes, whose
algebraic structure over finite fields is well understood, enable near-capacity
error reconciliation with minimal syndrome information leakage, directly
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improving the net secret key rate. Privacy amplification based on universal hash
families constructed from irreducible polynomials over GF(2") provides
provable randomness extraction with quantified security parameters.

2. Literature Survey

Recent research has focused on improving the practical security,
transmission distance, error correction, randomness, finite-key security, and
integration of quantum and classical cryptographic techniques.

Pirandola et al. [1] presented a comprehensive review of advances in
quantum cryptography, covering major developments in quantum key
distribution, continuous-variable quantum communication, quantum repeaters,
and practical implementations. Xu et al. [2] investigated the security of QKD
systems employing realistic devices rather than idealized components.
Chaudbhari et al. [3] analysed the Bit Error Rate (BER) performance of different
error-correction codes, including concatenated Reed—Solomon (RS) and
convolutional codes. Mafu, Sekga, and Senckane [4] investigated the security of
discrete-variable QKD protocols in the presence of multi-photon detection.
Multi-photon events can affect the security assumptions of quantum key
distribution because they may provide an opportunity for an adversary to obtain
information about the transmitted quantum states. Zhang et al. [5] investigated
long-distance continuous-variable QKD and demonstrated quantum key
distribution over a fiber distance of 202.81 km.

Salunkhe et al. [6] proposed a secure image-transmission mechanism using
chaotic encryption and Discrete Wavelet Transform (DWT) watermarking on a
reconfigurable platform. Sharma, Datta, and Bhatt [7] investigated LDPC-based
information reconciliation for high-efficiency discrete-variable QKD.
Information reconciliation is an essential stage in QKD because noise in the
quantum channel can result in differences between the raw keys generated by
the communicating parties. Tomamichel et al. [8] addressed the problem of
finite-key security in quantum cryptography. Marangon, Vallone, and Villoresi
[9] investigated source-device-independent ultrafast quantum random number
generation. High-quality randomness is a fundamental requirement for
cryptographic key generation because predictable random numbers can
compromise cryptographic security. Wang et al. [10] investigated semi-device-
independent QKD using discrete-modulated coherent states over noisy channels.
Semi-device-independent approaches attempt to provide security guarantees
while relaxing certain assumptions about the internal operation of quantum
devices. Singh and Ratha [11] investigated hybrid quantum-classical
composable security for next-generation communication infrastructure.

3. Methodology
3.1 Discrete Algebraic Channel Model

The quantum channel from Alice to Bob is modelled as a completely
positive trace-preserving (CPTP) map N: L(H,) — L(Hg) over the space of
density operators on the qubit Hilbert space. For the purpose of algebraic
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analysis, the channel is represented as a discrete stochastic operator over GF(2%),
where the 8-bit representation captures the phase and amplitude quadrature of
the transmitted qubit state. The channel action on a computational basis state |x)
is characterized by the transition probability matrix P(y|x) parameterized by the
depolarization parameter ¢ and the erasure probability m. corresponding to
photon loss. Figure 1 shows QKD Protocol over Discrete Algebraic Channel
Framework.

Quantum Source
{Photon / Qubit Emitter)

BBE24 Qubit Discrete Channel
Encoder (Alice) Noise Model (Z_q)

Basis Selection Qubit Measurement
(Hadamard / Z) (Bob Decoder)
Sifting & Error
Estimation (QBER)
Privacy Amplification
(Hash Extractor)

‘ Secure Shared Key K |

Figure 1
QKD Protocol over Discrete Algebraic Channel Framework

3.2 Information-Theoretic Security Bounds

The secret key rate R is bounded below by the quantum mutual
information between Alice and Bob minus the Holevo information accessible to
Eve. Under the discrete channel model, the asymptotic secret key rate per
channel use satisfies the devetak-Winter formula expressed in Equation (1):

R > HX|E) — HX|Y) = IX;Y) — x(X;E) (D
where H(X|E) is the conditional von Neumann entropy of Alice's key bit X
given Eve's quantum side information, I(X;Y) is the classical mutual
information between Alice and Bob, and y(X;E) is the Holevo quantity bounding
Eve's accessible information. The finite-key secret key length € extractable from
n raw key bits with security parameter € is given by Equation (2):
t=n-R— Aleakage -2 lOgZ(l/gPA) — leakgc (2)
where A leakage accounts for finite-size corrections, € PA is the privacy
amplification security parameter, and leak EC is the syndrome information
revealed during error correction. The privacy amplification hash function H:
{0,1}" — {0,1}" is drawn from a 2-universal hash family constructed over
GF(2") as specified in Equation (3):
Hygpm(x) = (a-x + b) mod p(§), a,b € GF(2%), a=*0 3
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where p() is an irreducible polynomial of degree 8 over GF(2). The LDPC error
reconciliation syndrome S(x) for raw key string x € {0,1}" is computed using
the parity-check matrix H LDPC € GF(2*)*{(n-k)xn} as in Equation (4):

S(x) = Hyppc-x (modp($)), |S| =n —k = n - hy(QBER) [ Nrec
C)

where h: denotes the binary entropy function and 7,.. is the reconciliation
efficiency. The composable e-security of the complete QKD protocol,
combining error correction and privacy amplification, satisfies Equation (5):

Erorat < €xc + epa+ epp < 2089 for m > 10° (5)

3.3 LDPC Code Design over GF(2"8)

The LDPC codes employed for error reconciliation are constructed using a
progressive edge-growth (PEG) algorithm over GF(2%), producing Tanner
graphs with girth > 8 to minimize short cycles that degrade belief-propagation
decoding performance. The code rate R, = k/n is selected adaptively based on
the estimated QBER: R, = 0.92 at QBER = 2%, decreasing to R, = 0.71 at
QBER = 10%, ensuring near-capacity reconciliation across the operational
range. Belief-propagation decoding with 50 maximum iterations achieves word
error rate < 10" at QBER = 8%, with a syndrome information leakage of
leakge = n - ha(QBER) / Nyee Where 1po.= 0.972.

4. Results and Discussion

The proposed QKD protocol with discrete algebraic channel modelling and
LDPC error reconciliation was evaluated across transmission distances and
compared against BB84 with Cascade reconciliation, E91 with standard post-
processing, and continuous-variable (CV-QKD) with reverse reconciliation.
Performance metrics include secret key rate (bits/s), maximum secure
transmission distance, QBER tolerance threshold, and security parameter «.

4.1 Secret Key Rate vs. OBER
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Figure 2
Secret Key Rate vs. QBER for Proposed and Baseline QKD Protocols
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Figure 2 demonstrates that the proposed algebraic QKD protocol maintains
a positive secret key rate up to QBER = 13.8%, exceeding the BB84 threshold of
11.0% and the E91 threshold of 14.1% (with the E91 threshold theoretically
higher but practically limited by entanglement source quality).

Table 1
Secret Key Rate and Security Parameter vs. Transmission Distance
Distance |Proposed Key Rate | BB84 Key Rate| CV-QKD | QBER &

(km) (b/s) (b/s) (b/s) (%) Security

10 1420 980 1290 1.2 2(-112}

50 890 590 760 3.8 2{-105}
100 430 268 340 6.1 2{-98}
150 210 118 148 8.4 2{-91}
200 88 41 53 10.7 2(-82}

Table 1 confirms that the proposed protocol maintains viable key rates and
e < 21789 composable security across all evaluated distances.

4.2 Security Parameter vs. Channel Noise
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Figure 3
Security Parameter vs. Channel Noise for Proposed vs. Baseline Protocols

Figure 3 illustrates that the proposed framework maintains superior
security parameters across all noise levels due to tighter Renyi entropy bounds
that more accurately account for finite-key effects.
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4.3 Throughput vs. Distance

—&— Proposed Algebraic QKD
10° 4 - - -m- BBS4
i -k - CV-QKD
-
w
8
35
3
o
-4
g
-4
107 4
-~
~a
"*-.;'1
-
25 50 75 100 125 150 175 200

Transmission Distance (km)

Figure 4
Key Generation Throughput vs. Transmission Distance (Semi-Log Scale)

Figure 4 shows the semi-logarithmic relationship between key rate and
distance for all protocols. The proposed algebraic QKD protocol maintains
consistently higher throughput across all distances.

Table 2
Protocol Performance Summary and Comparison
Metric Proposed BB84+Cascade E91 Std | CV-QKD
Max Distance (km) 214 187 168 198
QBER Threshold (%) 13.8 11.0 14.1 12.3
Reconciliation n 0.972 0.921 0.934 0.948
Key Rate at 100 km (b/s) 430 268 241 340
Composable ¢ 2(-98} 2{-91} 2{-89} 2{-94}

Table 2 provides a comprehensive summary. The proposed protocol
achieves the highest maximum secure distance (214 km), superior reconciliation
efficiency, and stronger composable security bounds.

5. Conclusion

This paper presented a discrete algebraic channel model for quantum key
distribution that enables rigorous information-theoretic security analysis and
systematic optimization of post-processing protocols. By representing the
quantum channel as a stochastic operator over GF(2%), the framework applies the
algebraic theory of error-correcting codes directly to QKD reconciliation and
privacy amplification, yielding measurable performance improvements over
classical approaches. The LDPC-based error reconciliation algorithm achieves n
= 0.972 reconciliation efficiency with 34% less information leakage than
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Cascade, while the universal hash family over GF(2*) provides tighter privacy
amplification with composable g-security < 21%%  Simulation results on a 150
km optical fibre link demonstrated secret key rates of 88 bits/s at the maximum
secure distance of 200 km, exceeding BB84 by 115% and CV-QKD by 66%.
The composable security proof under the universal composability framework
ensures that the protocol remains secure when composed with other
cryptographic protocols in a larger system, a critical property for integration into
real-world quantum communication infrastructure.
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