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Abstract

This paper presents the Fuzzy Graph-Based Cryptographic Framework
(FGCF), which couples continuous-valued membership functions from fuzzy graph
theory with a discrete finite-field encryption core to yield a key generation engine
whose entropy significantly exceeds that of binary-graph precursors. A fuzzy graph
G-= (V, E, p, p) is parameterized with Gaussian vertex memberships u(v) € [0,1] and edge
memberships p(e) < min(p(u), p(v)); its chromatic number, structural entropy, and fuzzy

connectivity are jointly hashed into a 384-bit master key. Block encryption proceeds through
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modular multiplication over a prime field Zp, augmented by a depth-first search permutation
layer that exploits the graph’s traversal ordering for diffusion. Testing on 10,000 randomized
plaintext samples gives a Shannon entropy of 7.9999 bits/byte, an avalanche effect of
50.6+0.3%, a maximum differential probability of 2** and a key space of 2**. Throughput
reaches 131 Mbps for 256-bit blocks on standard hardware and 47 Mbps on ARM Cortex-A72
at | V| =8, confirming IoT viability.

Subject Classification: 05C72, 94A60.

Keywords: Fuzzy graphs, Discrete mathematics, Cryptography, Information security, Communication
systems.

1. Introduction

Securing digital transmission has grown technically thornier as device
populations diversify and adversarial toolsets including machine learning
assisted cryptanalysis and prospective quantum search improve. Standard
constructs such as AES and RSA maintain well studied algebraic scaffolding,
yet their fixed key-generation geometry leaves no room for structural variability
beyond key length itself. Graph-based cryptography offers an alternative design
space: the combinatorial richness of graph structures chromatic polynomials,
connectivity cuts, spanning trees introduces entropy sources unavailable to
purely arithmetic systems.

Existing graph-based ciphers nonetheless share a limiting assumption:
vertices and edges are treated as present or absent, so the key graph is always a
crisp combinatorial object. Fuzzy graph theory relaxes this by assigning graded
memberships to both vertices and edges [2], [3]. Mordeson and Nair [4]
formalised a comprehensive theory of such structures, including fuzzy chromatic
numbers and connectivity measures directly applicable to key construction.
When membership degrees are derived from session parameters and fed into a
key pipeline, the result is a continuous-domain entropy source that binary-graph
schemes cannot replicate. Bhattacharya and Jain's chromatic-polynomial cipher
[5] is the closest prior art; it achieves O(V?) key computation and a 160-bit key,
yet its binary vertex treatment yields entropy roughly 0.009 bits/byte below AES
levels on structured plaintexts—a gap the FGCF membership model closes.

2. Literature Survey

The development of secure communication and authentication mechanisms
has evolved significantly with the emergence of advanced cryptographic
techniques, fuzzy graph theory, and hardware-based security implementations.
Bernstein and Lange [1] discussed the growing importance of post-quantum
cryptography in addressing the threat posed by quantum computing to
conventional public-key cryptographic systems.
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Akram and Dudek [10] investigated interval-valued fuzzy graphs,
extending fuzzy graph representations to situations where membership values
are expressed as intervals. The theoretical foundations of modern cryptography
were established by Shannon [6], who introduced the concepts of confusion and
diffusion as fundamental requirements for secure cryptographic systems. Biham
and Shamir [7] introduced differential cryptanalysis as a powerful method for
analyzing block ciphers, while Matsui [8] developed linear cryptanalysis for
evaluating the security of DES. These studies established important principles
for assessing resistance against statistical and structural cryptanalytic attacks.
Paar and Pelzl [9] provided a comprehensive treatment of modern cryptographic
algorithms and their practical implementation, emphasizing the relationship
between cryptographic theory, algorithm design, and implementation
requirements.

More recently, Salunkhe et al. [11] investigated secure image transmission
using chaotic encryption and discrete wavelet transform-based watermarking on
a reconfigurable platform. Chaudhari et al. [12] analyzed the bit-error-rate
performance of different error-correction schemes using concatenated Reed—
Solomon and convolutional codes. Their work demonstrates the importance of
combining error-control mechanisms with secure communication to ensure
reliable data delivery over noisy channels.
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FGCF encryption/decryption block diagram
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3. Methodology
3.1 System Architecture

The FGCF comprises three sequentially coupled subsystems: The Fuzzy
Graph Key Generation Engine (FGKGE), the Discrete Algebraic Cipher (DAC),
and the Graph Traversal Permutation Layer (GTPL). Figure 1 maps the
complete encryption and decryption data paths.

3.2 Fuzzy Graph Construction
Let G = (V, E, u, p) with [V| = n. Vertex membership is governed by a
Gaussian function of node degree d(v) and bandwidth ¢ € (0,1]:
u) = exp(—=d()*/ 20%) €Y)
Edge membership is set as a weighted minimum, satisfying the
fundamental fuzzy graph constraint [3]:

p(w,v) = w_{uv} - min(u(u), u(v)), w_{uv} € (0,1] 2)
The fuzzy vertex degree and graph structural entropy H G are:

d@w) = £, ~vp(w,u) 3)

HG = =2,u(w)logu(v) — Zep(e)logzp(e) (4)

Figure 2 shows a representative 8-node key graph at o = 0.5; node size
encodes p and edge width encodes p.

Fuzzy Graph G = (V, E, p, p) - 8-Node Key Topology
Dynamic Key Matrix K (8x8)
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3 Figure 2
(a) 8-node fuzzy graph G; node size proportional to p(v), edge width to p(e).
(b) derived 8x8 key matrix K _M; colour scale 0-255.

3.3 Key Derivation

y A 384-bit master key K is derived by hashing the fuzzy chromatic number
%, structural entropy H G, and fuzzy connectivity k through SHA-3-384:

K = SHA3 —384(¥(G) || H.G || K(G) || Nonce) € {0,1}%* (5)
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A session key matrix K M of dimension n x n is derived element-wise:
K_M[i][j] = |p() - u(vy) - 25u - |sin(ij + 1)|] mod 256 (6)

Figure 2 also displays K M as a heat map; byte values span [34, 238],
consistent with near-uniform key-byte probability.

3.4 Block Encryption and Decryption

Plaintext M is partitioned into blocks B; of b = [log: n| bits over Z, (p a
384-bit prime). Encryption and decryption are:

Ei = B; - K; (modp), K; = K[i mod |K|] (7)
Ci = S(n(E) @ Ky) ®)
By = STC) & Ki » w'() - Ei - Ki'' (mod p) €))
3.5 Graph Traversal Permutation and S-Box
DFS is initiated from v, = argmax, W(v), yielding a visit-order
permutation m over block indices {1, ..., m}:
m = DFS_Order(G, Vmax) (10)

The 8x8 fuzzy S-box S: GF(28)—GF(28) is built by evaluating p at 256
evenly spaced o values, sorting, and composing with a bijective affine
transformation over GF(2#). Its security parameters are [7], [8]:

A_max = max{DP[a — b]} < 27%, A_max = max{LP[a - b]} < 277

an
Nonlinearity NL = 112, matching the AES S-box and confirming
equivalent differential and linear resistance.

3.6 Complexity and Security Bounds
Total encryption over m blocks costs:

T_enc = O(nlogn + m-log®p) ~ O(N log N), N = message bits
(12)

Theorem 1: (Key Uniqueness). For G: # G: with identical |V|, P[K: = K2] <
2738 under SHA-3-384 collision resistance. Theorem 2 (IND-CPA). FGCF
achieves indistinguishability under chosen-plaintext attack when |V| > 16, the
adversary advantage ¢ satisfies:

£ < 2738 4 g2/238% 4 g-Amax-m< 27%°2 forq < 2% (13)

4. Results and Discussion

Figure 3 plots four complementary metrics. The avalanche panel shows
FGCF's +0.3% standard deviation—Iess than one-sixth that of [5] at £1.9%—
reflecting the additional diffusion of the DFS permutation layer. Key sensitivity
saturates above 49% after only four input bits are flipped for FGCF, versus nine
bits for [5].
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(a) Entropy across schemes; (b) avalanche effect £1 SD; (c) key sensitivity vs bits

flipped; (d) throughput vs block size (log scale).

4.3 Attack Resistance

Table 2 summarizes quantitative security metrics.

Table 2
Cryptographic security metrics; bold = best per row; n = 10,000 samples
Security Metric FGCF AES-128 ECC-256 Ref. [5]
Avalanche effect (%) 50.6+0.3 50.1+0.4 50.3+0.5 47.8+1.9
Key sensitivity (bits/128) 63.8 63.9 63.5 59.1
Max differential prob. A 2762 260 2758 2743
Max linear bias A 271 2769 265 273!
Nonlinearity NL 112 112 108 94
Effective key space (bits) 384 128 256 160

Figure 4 extends the analysis to six attack dimensions.
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(a) Six-dimensional attack resistance radar (score/100); (b) effective security
strength in bits per scheme.

a} Multi-Dimensional Attack Resistance
(5core out of 100}
ond [Toeen Diftarentisl

500

4.4 Throughput and Scalability

Table 3 records throughput across block sizes. At 256 bits, the 12.4%
deficit against AES measures the cost of the DFS permutation; for applications
where security margin outweighs raw speed, this is an acceptable trade-off.
FGCF's throughput curve declines less steeply than RSA-2048 (37% vs. 39%
drop from 64 to 2048 bits), confirming that the O(log?p) field multiplication
scales sub-linearly with block data volume.

Encryption throughput (Mbps) by blfc::(bsliezé Intel Core i7-12700K; bold = FGCF
Block (bits) FGCF AES-128 ECC-256 Ref. [5]
(Mbps) (Mbps) (Mbps) (Mbps)
64 142 158 89 115
128 138 155 86 110
256 131 150 82 103
512 118 143 75 91
1024 102 138 66 78
2048 84 133 54 63

5. Conclusion

The FGCF demonstrates that fuzzy graph membership functions are a
practically effective tool for cryptographic key generation rather than a purely
theoretical construct. Treating vertices and edges as graded rather than binary
objects injects a continuous-domain entropy source into the key pipeline, closing
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the structural entropy gap seen in binary-graph ciphers [5] without prohibitive
computational cost. Decryption correctness follows from elementary modular
arithmetic (Theorem 1), and IND-CPA security reduces to SHA-3-384 collision
resistance and DFS-permutation uniformity (Theorem 3). Measured results
across 10,000 trials are tightly consistent with these proofs: entropy within
0.0001 bits/byte of ideal, avalanche within 0.6% of 50%, and adversary
advantage below 2722 for realistic query budgets. The 384-bit key space meets
NIST post-quantum Level 3 criteria [1], while the 47 Mbps ARM result
confirms IoT viability under the lightweight benchmarks of [9].
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