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FOREWORD

This special issue titled “Advances in Computational Security and 
Cryptographic Technologies through Artificial Intelligence, Machine Learning, 
and Multimedia Analytics” presents a collection of high-quality research 
contributions that explore the convergence of discrete mathematics, graph 
theory, cryptography, artificial intelligence, machine learning, multimedia 
analytics, and modern communication networks. The issue highlights the 
growing importance of mathematical foundations in addressing evolving 
cybersecurity challenges across next-generation digital infrastructures.

A significant portion of this special issue focuses on advanced 
cryptographic mechanisms for securing contemporary communication 
networks, including Software Defined Networks (SDN), Internet of Things 
(IoT), Wireless Sensor Networks (WSNs), Blockchain Environments, 
Healthcare Information Systems, Cloud-Edge Infrastructures, and 
Emerging 6G Communication Systems. 

This special issue received an overwhelming response from 
researchers across academia and industry worldwide, with more than 
200 manuscript submissions covering diverse aspects of mathematical 
modeling, artificial intelligence, cybersecurity, blockchain, intelligent 
communication systems, and computational intelligence. Each submission 
underwent a rigorous double-blind peer-review process conducted by 
subject experts to ensure originality, technical quality, and scientific 
significance. Following multiple rounds of careful evaluation, 29 high-
quality research articles were selected for publication which encompass 
a broad spectrum of theoretical and applied  research in computational 
security and cryptographic technologies. 
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The accepted papers present innovative methodologies, theoretical 
developments, and practical applications that significantly advance the 
fields of intelligent computational frameworks, secure cyber-physical 
systems, next-generation communication networks, and emerging digital 
technologies. The integration of artificial intelligence and machine 
learning with cybersecurity represents another major theme of this issue.

We extend our sincere appreciation to all authors for their valuable 
contributions, to the reviewers for their insightful comments and dedicated 
efforts, and to the editorial team for their continuous support throughout 
in bringing out this special issue. We are particularly thankful to Professor 
B. K. Dass, Chief Editor, for his constant support and encouragement 
during the publication process in the Journal of Discrete Mathematical 
Sciences & Cryptography, published by Taru Publications, New Delhi.

Guest Editors :
Priya Mathur
Amit Kumar Gupta
Carlos M. Travieso-Gonzalez

iv� FOREWORD



Journal of Discrete Mathematical Sciences &  
Cryptography
Volume 29, Number 8, August 2026

Special Issue on

Advances in Computational Security and Cryptographic 
Technologies through Artificial Intelligence, Machine 
Learning, and Multimedia Analytics

CONTENTS

S. S. Dash, A. K. Behera, D. P. Bhatta and D. Acharya
Some explorations on odd-even graceful labeling of graphs 2989–2999

P. Vats, S. K. Budhani, S. Shanker, D. K. Srivastava, M. L. Saini 
and A. K. Saini
P4-assisted context-aware encryption framework for secure 
packet transmission in active SDN networks

3001–3009

Y. T. Jemberie, B. B. Belayneh, Z. T. Wale, G. M. Addis,  
S. A. Fufa and D. P. Sharma
Soft rings based on soft binary operations 3011–3025

P. Vats, N. Tewari, S. Shanker, D. K. Srivastava, M. L. Saini 
and A. K. Saini
Trust-aware ad hoc network security using random bit 
operations and RC4 stream cipher framework

3027–3036

B. Pattanaik, A. K. Behera, C. Bohidar and B. Biswal
Different classes of graceful coronas and their second kind 3037–3049

Y. M. Manjunath, H. L. Parashivamurthy, S. G. Babu and  
G. Manjunath
Enhancing network security with graph theory through 
identification of critical nodes and vulnerabilities

3051–3064

A. Kumar, V. Revathi, J. K. Baruah, P. C. Pradhan and  
A. Nanthaamornphong
A Module-LWE driven post-quantum security model for 6G 
networks using discrete mathematical cryptography

3065–3073



vi	�  CONTENTS

S. Khullar, R. K. Saxena, A. Pandit, V. Biradar and M. Sahu 
Hybrid discrete mathematical and deep learning techniques 
for next-generation cryptographic protocols

3075–3084

M. Sharma, A. Arora, P. Mathur, S. Bhushan and A. K. Gupta
Discrete mathematical modeling–driven machine learning 
framework for secure encrypted DDoS attack detection in 
cloud and edge computing

3085–3093

A. Bansal, S. S. Biswas, Md. T. Nafis, S. Parveen, P. Agarwal 
and M. A. Ahad
An approach for IoT graph modeling for handling smart city 
services

3095–3106

S. Sharma, G. Devi, P. Rathi, N. Soms, S. P. Chakravarthy and 
P. Vats
Secure wireless communication in 5G networks using 
optimized cryptographic algorithms

3107–3116

S. S. Kushwaha, S. C. Addimulam, M. K. Rawat, S. Sridevi and 
A. Noonia
Design and analysis of a discrete mathematical model for 
secure and encrypted dynamic sharding in blockchain systems

3117–3125

A. Nanthaamornphong, A. Kumar, V. Revathi and N. Gaur 
Data privacy and security in the future data-driven healthcare 
ecosystem : Cryptographic approaches, challenges, and open 
research issues

3127–3136

A. Kumar, A. K. Gupta, P. Mathur, C. Singh and V. Tiwari
A discrete mathematical framework for network intrusion 
detection with applications to cryptographic network security

3137–3147

A. Kumar, M. Sharma, A. S. Rathore, S. Ghode and V. Tiwari 
Encryption-assisted reversible data hiding using median 
prediction and grayscale invariance for high-security image 
systems

3149–3158

Sushama, S. Vaidya, A. K. Saini, M. L. Saini, J. Yadav and  
P. Vats
Design of ECC-based secure communication protocols over 
discrete mathematical structures for 6G WSNs

3159–3166

A. K. Saini, M. Wadhwa, R. Rawal, S. Jain, R. Batra and P. Vats
Lightweight elliptic curve cryptography for SDN-managed 
secure communication in 6G wireless sensor networks

3167–3176



CONTENTS� vii

R. S. Pharande, B. Tiwari and S. Bhoite
Dynamic entropy-based lightweight security architecture 
integrating ECC signcryption and zero trust for interoperable 
healthcare systems

3177–3195

M. Sharma, P. Sharma, P. Rathi, S. Kumar, V. Soni and P. Vats
A cryptography-oriented reversible data hiding scheme using 
median prediction and grayscale invariance for secure image 
steganography

3197–3205

A. Tiwari, S. Gupta, A. Sandhu, P. S. G. A. Sri, H. S. Arri and 
M. Sharma
Cryptographic and discrete approaches to IoT cybersecurity : 
A risk management and security analysis

3207–3217

P. Mathur, K. L. Jain, M. Nawal, Neeraj and A. K. Gupta
Security analysis of cryptographic Boolean functions using a 
discrete mathematical model and machine learning

3219–3227

D. P. Bhatt, P. Vats, S. Tharewal, S. P. Goje, R. K. Popli and  
S. Sharma
Cipher cell-based information-theoretic encryption over 6G 
channels

3229–3237

R. Kumar, S. Narayan, S. Tripathi, A. K. Singh and G. Berar
Mathematical modeling and security analysis of a lightweight 
cryptographic encryption algorithm for resource-constrained 
IoT devices

3239–3248

P. Mathur, P. Gupta, K. Nandhini, L. Goel, S. S. Kushwaha 
and A. K. Gupta
Spectral security analysis of cryptographic Boolean functions 
using discrete mathematical modelling and machine learning

3249–3257

S. Kumar, M. M. Shukla, A. K. Phogat, S. Jain, R. Batra and  
P. Vats
An efficient watermark-driven steganographic framework for 
secure multimedia communication

3259–3268

A. K. Saini, V. Thada, S. Jain, Swati, R. Mehra, P. Vats and  
S. L. Yadav
Cryptanalysis-resistant SDN architecture for dynamic 
traffic management using applied algebra and elliptic curve 
cryptography for secure tenant isolation

3269–3277



viii	�  FOREWORD

P. Mathur and A. K. Gupta
A graph-theoretic discrete mathematical model for 
cryptanalysis of classical ciphers using spectral transition 
network analysis

3279–3294

A. K. Saini, M. Chauhan, S. K. Budhani, A. Malhotra,  
M. L. Saini and P. Vats
Secure data acquisition in web crawlers using 
steganographically watermarked images

3295–3303

P. Mathur
A discrete graph-theoretic spectral framework for analyzing 
classical cipher security

3305–3313


