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Abstract

Cryptographic security of symmetric primitives relies on the discrete mathematical
properties of Boolean functions and S-boxes. While machine learning (ML) has shown
effectiveness in cryptanalysis, many approaches lack theoretical grounding. This paper
proposes anML-based cryptanalysis framework rooted in Boolean function theory, integrating
Walsh-Hadamard analysis, nonlinearity computation, and algebraic characterization.
Boolean functions and S-boxes are modeled for precise evaluation of cryptographic strength.
The study establishes theoretical links between nonlinearity and ML learnability, validated
using neural classifiers. The framework is further extended to side-channel analysis under
the Hamming weight model, enabling reliable key recovery. Results show that higher
nonlinearity reduces ML learnability, though S-boxes may still exhibit vulnerabilities.
Overall, ML-based cryptanalysis is shown to exploit inherent Boolean structural weaknesses,
emphasizing the importance of discrete mathematical analysis in security evaluation.

Subject Classification: Primary 94A60, 06E30, Secondary 68T05, 68Q32, 94A55.

Keywords: Boolean functions, Walsh—-Hadamard spectrum, Nonlinearity, Machine learning,
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1. Introduction

Cryptographic security relies on discrete mathematics, particularly Boolean
functions and S-boxes, which ensure resistance to attacks through properties like
nonlinearity and Walsh—-Hadamard spectra [1]. With the rise of machine
learning (ML) and deep learning, cryptanalysis has advanced significantly,
enabling improved function approximation and side-channel attacks, often
outperforming classical methods in noisy settings [2], [3]. However, many ML-
based approaches lack theoretical transparency. Boolean function theory
provides a rigorous foundation, where spectral properties influence both
cryptographic strength and ML learnability [1], [4]. Additionally, ML-assisted
side-channel analysis builds on classical leakage models such as Hamming
weight, though often without explicit linkage to underlying Boolean structures

[5].

2. Literature Review

Cryptographic security is grounded in Boolean function theory and related
discrete structures, which define resistance to attacks through properties such as
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nonlinearity and Walsh spectra [1], [4]. S-boxes, modeled as vector Boolean
functions, require strong bitwise and global properties, as weaknesses in
individual components can lead to vulnerabilities [6], [7]. Recent advances in
machine learning (ML) have enabled effective cryptanalysis by exploiting
statistical and structural weaknesses in cryptographic primitives, though many
approaches remain empirical [2], [3]. Theoretical studies show that Boolean
structure and spectral properties significantly influence ML learnability [8], [9].
In parallel, ML-assisted side-channel analysis enhances classical techniques like
Differential Power Analysis using leakage models such as Hamming weight,
improving key recovery even in noisy environments [5], [10].

4. Methodology

This work proposes a theoretically grounded framework for analyzing
cryptographic vulnerability using machine learning (ML), based on Boolean
function theory. While classical cryptanalysis relies on spectral and algebraic
properties of Boolean functions and S-boxes [1], [10], existing ML-based
approaches are often empirical and lack formal justification [2], [14—16]. The
methodology links ML learnability with key Boolean properties such as Walsh
spectra and nonlinearity [1], [6], treating ML as an analytical tool rather than a
black-box attacker. It integrates three layers: discrete Boolean analysis [1], [4],
[6], ML-based approximation [2], [7], and ML-assisted cryptanalysis and side-
channel evaluation under classical leakage models [5], [10], [11]. The
methodological architecture adopted in this research shown in Figure 1.

Boolean Function Discrete Boolean Machine Learning Vulnerability Side-Ch 't\l“ ML-Assisted
Assessment  Leakage Model =%  Key Recovery

Truth Table,
Walsh Spectrum

Figure 1
Machine Learning—Based Cryptanalysis Framework Using Discrete Boolean
Function Theory

This methodology models a Boolean function

f:{0,1}" - {0,1} (1)
using exact truth tables (forn =4, 2" =16 inputs), enabling precise
computation of cryptographic properties [1], [4]. The Walsh—-Hadamard
spectrum is defined as

Wr(@) = 3o (-1 80 )
and the nonlinearity is given by

NL(f) — 21‘1.—1 —% mwax I Wf((;)) |, (3)
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capturing resistance to linear attacks [1], [5]. Machine learning approximates
Boolean functions as

fo =1 “4)
where learnability is evaluated using accuracy and Hamming error [2], [7].
Theoretical results show that large spectral coefficients improve learnability,

while the approximation error satisfies
< NLU)

="on *

(5)
S-boxes are modelled as vector Boolean functions
S:{0,1}" - {0,1}™ (6)

where vulnerability arises if any component function has low nonlinearity [6],
[7]. For side-channel analysis, leakage is modelled as

L(x, k) = HW(S(x ® k)) + N, (7

and machine learning enables key recovery when leakage correlates with key-
dependent Boolean functions, extending classical DPA principles [5], [10], [11],
[12], [13], [15].

5. Results and Discussion

This section presents a detailed analysis of the experimental results
obtained from the proposed machine learning—based cryptanalysis framework
grounded in discrete Boolean function theory. The results are discussed in
relation to the theoretical claims and theorems established in the Methodology
section, thereby validating the correctness and relevance of the proposed
approach.

5.1 Walsh—Hadamard Spectral Analysis of Boolean Functions

5.1.1 Linear Boolean Function

The Walsh spectrum of the linear Boolean function shows a single peak of
magnitude 2" = 16 with all other coefficients zero (Figure 2), confirming
perfect linearity and zero nonlinearity. This indicates maximum vulnerability to
linear cryptanalysis and supports Theorem 4.1, as strong spectral correlation
makes the function easily learnable by low-complexity models.

5.1.2 Nonlinear Boolean Function

The nonlinear Boolean function exhibits multiple Walsh coefficients with
moderate values while most remain near zero (Figure 3), indicating dispersed
spectral energy and reduced affine correlation. Its lower maximum Walsh
coefficient results in higher nonlinearity, confirming improved resistance to both
classical and ML-based attacks.
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5.1.3 Bent-like Boolean Function

The bent-like function shows a uniform Walsh spectrum with equal-
magnitude coefficients (Figure 4), indicating a flat spectral profile. This yields
high nonlinearity and strong resistance to linear and correlation attacks,
supporting Proposition 4.1 that higher nonlinearity reduces achievable
approximation accuracy.
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5.2 Learnability versus Boolean Nonlinearity

Figure 5 shows an inverse relationship between nonlinearity and ML
accuracy: linear functions achieve highest accuracy, nonlinear moderate, and
bent-like lowest. This validates Theorem 4.1:

Higher nonlinearity = Lower ML learnability
confirming that ML exploits existing spectral weaknesses rather than bypassing
cryptographic principles.
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Walsh Spectrum — Bent-like

Learnability vs Boolean Nonlinearity

ML Approximation Accuracy
o o
a o
33
a8

2
-
o
o

0.625

0.600 1

Boolean Nonlinearity

Figure S
Learnability vs Boolean Nonlinearity

5.3 S-Box Cryptanalysis Results
5.3.1 ML Learnability of S-Box Output Bits

Each S-box output bit is modeled as an independent Boolean function and
evaluated for ML accuracy. Some bits achieve near-perfect accuracy (Figure 6),
while others show lower accuracy despite identical nonlinearity NL = 4. This
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confirms Theorem 4.2: an S-box is vulnerable if any component has low
effective resistance. Insight: Even with uniform nonlinearity, ML accuracy
varies (Bits 0 & 3 = 100%, Bits 1 & 2 = 93.8%), indicating that equal
nonlinearity does not ensure uniform security—bit-level structural differences
can still enable ML-based leakage.

ML Learnability of S-Box Output Bits
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Figure 6
ML Learnability of S-Box Output Bits

5.4 ML-Assisted Side-Channel Key Recovery
5.4.1 Correlation-Based Key Hypothesis Testing

Figure 7 shows correlation scores across key guesses, with a clear peak at
the correct key and low values for others. This validates Theorem 4.3: Hamming
weight leakage preserves key-dependent structure, and ML enhances signal-to-
noise ratio for reliable key recovery, extending classical DPA with learning-

based modeling.
ML-Assisted Side-Channel Key Recovery
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ML-Assisted Side-Channel Key Recovery
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6. Conclusion

This work presents a theoretically grounded ML-based cryptanalysis
framework linking the learnability of cryptographic primitives to their Boolean
properties. It shows that ML exploits existing structural weaknesses rather than
bypassing classical principles, with higher nonlinearity leading to lower
learnability. Results highlight that S-box security varies at the bit level despite
similar nonlinearity, and ML-enhanced side-channel analysis improves key
recovery under noise. Overall, the study establishes that ML-based cryptanalysis
is fundamentally governed by Boolean spectral and algebraic characteristics,
providing a bridge between classical and data-driven security analysis.
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