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Abstract

This paper proposes a secure web crawling framework using steganographically
watermarked images. It embeds instructions covertly while ensuring authentication through
watermarking. The approach provides dual-layer security, maintains image quality, and
resists attacks. Results show high robustness, payload capacity, and minimal distortion,
enhancing confidentiality, integrity, and reliability in large-scale web data collection.
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1. Introduction

The rapid expansion of the World Wide Web has made web crawlers vital
for automated data collection, but they remain vulnerable to threats such as data
interception, spoofing, and malicious manipulation. To address these challenges,
this paper proposes a secure framework that integrates image steganography and
digital watermarking. Steganography enables covert transmission of sensitive
instructions within images, while watermarking ensures data authenticity,
integrity, and traceability. By combining these techniques, the framework
establishes a dual-layer security mechanism that enhances confidentiality,
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prevents unauthorized access, and ensures trustworthy data acquisition in web
mining environments, making crawler operations more secure and reliable.

2. Related Work

Recent research highlights growing concerns around data privacy and
security in digital environments [1]. Steganography, particularly LSB-based
techniques, has been widely explored for secure data hiding due to its simplicity
and effectiveness [2], [6], while comprehensive reviews emphasize
advancements and challenges in steganographic security [3]. Parallel studies on
digital watermarking demonstrate its importance in ensuring data integrity,
ownership, and robustness against attacks [7], [9], [10]. Machine learning
approaches further enhance data hiding and interpretability in complex systems
[4], [8], while regularization techniques improve model reliability [5].
Collectively, these works underline the need for integrated, secure frameworks
for robust multimedia and web-based data protection.

3. Proposed Multi-Level Trusted Security Framework

The distributed web crawling system consists of multiple crawler agents
that collaboratively collect, process, and securely transmit web data across
networked environments.

C={C,Cp ... Cp}
visiting a set of web resources
U = {uy, uy, ..., up}
Each crawler C; acquires a digital image from resource u;, modeled as
1D = 1D, y)ysew, 1P (x,¥) € {0,1, ..., 255}.
The crawler generates a binary metadata stream

MO = @ m®, .., mP},m® € {01},

Tier I: Crawler Layer — Secure Data Acquisition

The first tier consists of multiple distributed crawler agents that
systematically traverse web resources and collect multimedia data, particularly
images. Let the set of target web resources be denoted as

U = {uqg, uy, ..., Uy}

Each crawler visits a resource u; and extracts an image I. A digital image

can be modeled as a two-dimensional matrix of pixel intensities:
I'=1[I(x,y)]muxn, 0 < I(x,y) < 255

where M and N represent image dimensions. Along with the image, the crawler
generates metadata such as crawler ID, timestamp, and navigation path. This
sensitive information forms the secret message:

M = {my,m,,...,m},m; € {0,1}
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Instead of transmitting M directly, the system embedsit within the image
using Least Significant Bit (LSB) steganography. For each selected pixel, the
embedding operation is defined as

I;(x,y) =1(x,y) — (I(x,y)mod2) + m;
where m; is the next message bit. This operation replaces the least significant bit
of the pixel with the secret data while preserving visual quality. For color
images with channels R, G, B, embedding can be applied independently:
E(x,y) =1°(x,y) — (I°(x,y)mod2) + mj,c € {R, G, B}
The resulting stego-image I is perceptually indistinguishable from the

original image yet contains hidden crawler information.
To quantify distortion, Mean Squared Error (MSE) is used:

M
MSE = ﬁzm Zﬁzl(l(x, y) — I;(x, )

Peak Signal-to-Noise Ratio (PSNR) evaluates visual quality:
PSNR = 10log;, (ﬁ)
MSE
High PSNR values indicate imperceptible embedding.
Define a mapping function ¢ that assigns message bits to pixel
coordinates:

{1, k}>00={(xy)|1<x<M1<y<N).

Distortion metrics:

M
(ONNE N ) 2
MSE™ = MNzle Zy=1(l xy) =17 (%)%

i 2552
PSNR(L) = 1010g10 (m)

Tier II: Security Processing Layer — Watermarking and Encryption

While steganography ensures secrecy, it does not guarantee authenticity.
Therefore, the second tier embeds a digital watermark containing ownership and
integrity information. Let the watermark be represented as

W = W, y)mxn

A common additive watermarking model produces the watermarked stego-

image:
Low(x,y) = Is(x,y) + aW (x,y)

where a > 0 controls embedding strength. For transform-domain watermarking
using the Discrete Cosine Transform (DCT), the image is first transformed:

M-1

— 2x+1)u m(2y+1)v
F(u,v) = OZL& I (x,y)cos [n 7 ]cos [ N ]
x=

Watermark embedding modifies selected coefficients:
F'(u,v) = F(u,v) + aW (u,v)
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The inverse transform reconstructs the spatial image:
I, = IDCT(F")

To protect against interception, cryptographic encryption is applied. Let
E} (+) denote encryption using key k:

C = Ex(Lsw)
For symmetric encryption modeled mathematically,
c=1I, DK

where @ denotes bitwise XOR and K is a pseudorandom key stream derived
from k. The ciphertext C is transmitted to the central server, the watermark be

WO = WO )]
Spatial additive embedding:
180,y) =189, y) + aWw D (x,y),a > 0.
Transform-domain embedding via DCT:
F® =DCTU®), F'O(u,v) = FOw,v) + aW D (u, v),
19D = IDCT(F'®).

Encryption

Let Ey () be encryption with key k:

cO = E,(19).
Stream-cipher model:
CO =10 ® KD, KD =Gk, D),

where G is a pseudorandom generator.

Transmission:

Ci-oN->S,

where IV denotes the network and S the server.

Tier III: Control and Storage Layer — Verification and Extraction
Upon reception, the server performs decryption:
Ly = Dy (C)
Watermark extraction verifies authenticity. For additive watermarking, the
estimated watermark is

' _ Isw(xy)—Is(xy)
Wixy) ="
Authentication is confirmed if the normalized correlation exceeds a
threshold T

p= IWEW' (1Y)
VIW@E)EW ()
If valid, the hidden message is extracted from the LSB plane:
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M; = Iy, (x;,y;) mod?2
Reconstruction yields
M' = {M{, M, ..., My}
Security Analysis
Confidentiality arises because the message is concealed within image
pixels. Even if intercepted, detection requires steganalysis. Integrity is ensured
through watermark verification, which detects modifications. Encryption
protects against unauthorized reading during transmission. Robustness against
attacks such as compression or noise can be evaluated by Bit Error Rate (BER):

1wk ,
BER = ¥ 1(M; # M))

where 1(+) is the indicator function.
System Scalability
For multiple crawlers C;, C, ..., Cp, each produces a secured image:

Ci = Iy = Ex() > €O

The server aggregates verified data:
_1I? (i)
D={,_,M
Decryption
I8 = D (€D), Dy = E ™.
Watermark Extraction and Authentication

(@) @
o _ -1 @)
W (x,y) - :
Authentication condition:

p(i) >T,
where T is a threshold.

Steganographic Extraction
Recovered bits:

Al = 19 (¢ (t))mod2.
Recovered message:
O = @®, . mdy
Robustness Metric
o S
BER® ==, 1(m{® = m{).

Multi-Crawler Aggregation
Verified data set:

D= Ule M® subjectto p® > T.

Storage mapping:
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W: M® - Index(M®).
Security Properties (Mathematical Conditions)

Confidentiality:
Pr(Recover M® | €Dk ¢ K) =~ 0.
Integrity:
p® < T = Reject.
Authenticity:

p(i) >T = Accept.
End-to-End System Mapping
Overall transformation:

Steg

M(i)’ I(i) - ) WM Verify + Extract

. S E < Dr . _
1© 5O 5 co 30 LT o,
Compact functional form:

MO = g:'(M(i),I(i), k W(i)).

3301

As shown in Figure 1, the three-tier architecture integrates covert
communication, authentication, and cryptographic protection into a unified

mathematical framework.

Crawler Agents Secure Three-Tier Architecture Wk Reéourcis
C={G.GC,...G) ‘ U= {uy, uy,...uy)
( Tier I: Crawler Layer (Steganography)
9= [1(‘)(":)’)],Mlx~ MO = {"'1“)' ”'2“) """ ""km}v
O [0_ i ;
L’=1 —If‘)bm“) P,“:M BG) MSE® = ﬁgl“;;(I"'(x.y)-l‘")xy))'
PSNR() = 1010, 255¢
Smn( MSEm)

Tier Il: Security Processing (Watermarking & Encryption)

1O=1041awl) a>0 C—N—S$
C(i)_—. Ek(,mh))

L=, Dok ‘

( Tier I1I: Control & Storage (Verification & Extraction)

#0)_ p p 1
l“(v'j— Dn(‘(:' ) o = L"“; ST BERY) = =S 1(m, ()
~(i)_ f()_ 7@ (i)
‘j/ =1,7-1 \/‘Z(w,j,) Dzupm(ln)
— M(l): ,‘,,Y)’ i
Figure 1

Secure three-tier web crawling architecture

4. Experimental Results.

The proposed three-tier secure framework was evaluated using standard
512x512 grayscale images under varying payloads and watermark strengths. As
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shown in Table 1, high PSNR (>48 dB) and low MSE values indicate
imperceptible distortion and minimal modification of the host image, confirming
the effectiveness of the steganographic embedding process.

Table 1
Steganographic Image Quality Metrics
Image Payload (bits) MSE PSNR (dB) SSIM
Lena 10,000 0.85 48.84 0.998
Baboon 10,000 0.92 48.48 0.997
Peppers 10,000 0.79 49.15 0.999

Results in Table 2 show strong robustness with high NC values and low
BER under attacks. Table 3 confirms that the integrated framework preserves
visual quality while ensuring confidentiality, integrity, and secure web crawling.

Table 2
Watermark Robustness Under Attacks
Attack Type NC Value BER (%)

JPEG (Q=50) 0.982 1.6
Gaussian Noise 0.975 1.9
Median Filtering 0.988 1.2

Table 3

End-to-End System Performance
Stage Metric Value

Steganography PSNR 48.9 dB
Watermark Detection NC 0.981
Message Recovery BER 1.50%
Encryption/Decryption Time 0.12s

5. Conclusion

This paper presents a secure three-tier web crawling framework integrating
steganography, watermarking, and encryption. It ensures confidential,
authenticated data acquisition by embedding metadata within images and
protecting transmission. Results show high visual quality, robustness, and
reliable recovery, enhancing trust, resilience, scalability, and efficiency in
adversarial web mining environments.
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