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Abstract
Sixth-generation (6G) wireless communication is anticipated to support massive sensor 

connectivity, real-time intelligence, and ultra-reliable services, thereby intensifying security 
requirements in Wireless Sensor Networks (WSNs). Conventional cryptographic solutions 
often impose excessive computational and energy overhead on sensor nodes, limiting their 
applicability in 6G environments. In this work, a lightweight security framework based 
on Elliptic Curve Cryptography (ECC) is presented for Software-Defined Networking 
(SDN)–controlled 6G Wireless Sensor Networks. The proposed framework exploits discrete 
elliptic curve structures over finite fields to provide secure key establishment and data 
confidentiality with minimal resource consumption. SDN is employed to decouple control 
and data planes, enabling centralized policy enforcement, adaptive key distribution, and 
programmable security management. 
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Abstract  
Sixth-generation (6G) wireless communication is anticipated to support 

massive sensor connectivity, real-time intelligence, and ultra-reliable services, 
thereby intensifying security requirements in Wireless Sensor Networks 
(WSNs). Conventional cryptographic solutions often impose excessive 
computational and energy overhead on sensor nodes, limiting their applicability 
in 6G environments. In this work, a lightweight security framework based on 
Elliptic Curve Cryptography (ECC) is presented for Software-Defined 
Networking (SDN)–controlled 6G Wireless Sensor Networks. The proposed 
framework exploits discrete elliptic curve structures over finite fields to provide 
secure key establishment and data confidentiality with minimal resource 
consumption. SDN is employed to decouple control and data planes, enabling 
centralized policy enforcement, adaptive key distribution, and programmable 
security management.  

Subject Classification: Primary 94A60, Secondary 94A62. 

Keywords: 6G Wireless sensor networks, Software-Defined networking 
(SDN), Elliptic curve cryptography (ECC), Lightweight cryptography, Secure 
communication, Programmable data plane, SDN-based firewall, P4-enabled 
switches, Key management, Energy-efficient security. 

 
 
 
 
 

1. Introduction  
The rapid evolution of sixth-generation (6G) wireless communication is 

expected to significantly transform Wireless Sensor Networks (WSNs) by 
enabling ultra-low latency, massive connectivity, and intelligent data-driven 
services. These capabilities support emerging applications such as smart cities, 
autonomous systems, industrial automation, and advanced healthcare. However, 
large-scale sensor deployment in 6G environments introduces serious security 
challenges related to data confidentiality, authentication, key management, and 
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network scalability. The resource constraints of sensor nodes, including limited 
energy, memory, and computational capacity, further complicate the 
implementation of robust security mechanisms. Traditional cryptographic 
approaches such as RSA impose high computational and communication 
overhead, making them unsuitable for resource-constrained WSNs. In contrast, 
Elliptic Curve Cryptography (ECC) provides equivalent security with 
significantly smaller key sizes by exploiting algebraic properties of elliptic 
curves over finite fields, making it well-suited for lightweight secure 
communication. Despite these advantages, efficient management of 
cryptographic operations in dynamic 6G WSN environments remains 
challenging. Figure 1 presents an SDN-based programmable firewall 
architecture where a centralized controller analyzes network traffic and 
dynamically installs security rules on P4-enabled switches. The switches 
perform line-rate packet inspection to block malicious traffic and forward 
legitimate flows. This approach enables scalable, adaptive, and efficient security 
enforcement for SDN-managed 6G Wireless Sensor Networks. 

2. Related Work 
Recent studies on next-generation communication networks emphasize 

secure, efficient, and scalable data transmission across IoT, cloud, and optical 
infrastructures. Trust-based frameworks improve reliability in IoT-enabled 
edge–fog–cloud environments [1], while SDN/NFV technologies enhance 
network flexibility and service management [2, 6]. Optical and elastic networks 
address high bandwidth demands through advanced routing, modulation, and 
spectrum allocation techniques [3, 5, 7, 9, 10]. Security-focused approaches 
such as blockchain-based communication frameworks and intelligent detection 
mechanisms further strengthen network protection [4, 11, 12]. Additionally, 
IoT-driven applications and data-driven analysis support smart infrastructures 
and communication systems [8, 13, 14]. However, integrating lightweight 
cryptographic schemes with SDN-based control for secure 6G wireless sensor 
networks remains limited, motivating this study. 

 

 
Figure 1 

SDN-Based Programmable Firewall Architecture for Secure Traffic Management. 



3170� A. K. SAINI ET AL.

3. Proposed Work 
3.1 Three-Tier SDN-Managed Lightweight ECC Framework 

In this section, we propose a three-tier secure communication framework 
for 6G Wireless Sensor Networks (WSNs) that integrates lightweight Elliptic 
Curve Cryptography (ECC) with Software-Defined Networking (SDN) to 
achieve secure, scalable, and energy-efficient data transmission. The 
architecture consists of the sensor layer, SDN control layer, and 
application/cloud layer, enabling centralized security orchestration while 
preserving lightweight operations at resource-constrained sensor nodes. 

Security is established using elliptic curves over discrete finite fields. Let 
the elliptic curve  over a prime field    be defined as 

                    
where        and                  . Let   be the base point of prime 
order  on  . 

Each sensor node    selects a private key            and computes its 
public key 

        
The SDN controller authenticates nodes, verifies public keys, and 

maintains secure key-to-identity mappings. 
For secure communication between nodes    and   , a shared session key is 

derived using Elliptic Curve Diffie–Hellman (ECDH): 
               

A symmetric session key is generated using a lightweight hash function: 
           

Sensor data    is encrypted as 
            

where        denotes lightweight symmetric encryption. 
The SDN controller dynamically installs secure flow rules expressed as 

                   
where      is the session of a lifetime. 
 

Algorithm 1: SDN-Managed Lightweight ECC-Based Secure 
Communication 
Input: Elliptic curve parameters        , sensor nodes       
Output: Secure ciphertext    
Step 1: SDN controller initializes elliptic curve parameters        and 
broadcasts them to all sensor nodes. 
Step 2: Each sensor node    randomly selects a private key           . 
Step 3: Sensor node    computes its public key        and registers it with 
the SDN controller. 
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Step 4: SDN controller verifies   , authenticates   , and stores the key 
mapping. 
Step 5: When    intends to communicate with   , the SDN controller 
retrieves   and distributes it securely. 
Step 6: Both nodes compute the shared secret using ECDH: 

               
Step 7: The session key is derived as          . 
Step 8: Sensor node    encrypts sensed data    using symmetric encryption: 

            
Step 9: SDN controller installs flow rule                   and forwards 
encrypted data. 
Step 10: Upon expiration of     , the SDN controller triggers key renewal. 

3.2 Security Game for Key Establishment (AKE Model) 
Define the Authenticated Key Exchange (AKE) experiment     

      . 
1. Setup: 

Challenger selects curve parameters        . 
2. Queries: 

 may issue: 
o             : Obtain honest protocol transcript 
o            : Inject message   
o          : Reveal session key 
o           : Reveal long-term key    

3. TestQuery: 
Challenger selects a random bit  : 

   {
            

             
 

4. Goal: 
Adversary outputs   . 

Define advantage: 

      
                   

    

3.3 Perfect Forward Secrecy (PFS) Model 
Session  uses ephemeral secrets: 

  
       

              
Session key: 

             
      

        
Even after                        : 

   [              ]          
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3.4 Signature Security Model (EUF-CMA) & Resistance to Replay Attacks 

Define experiment  xp 
 U - M    . 

  obtains signatures: 
   S  n       

 Adversary outputs         
 Forgery is successful if: 

V r  y                     

4. Experimental Results and Performance Evaluation 
To evaluate the effectiveness of the proposed SDN-managed lightweight 

ECC framework, extensive simulations were conducted to analyze latency, 
energy consumption, scalability, and SDN control-plane stability. The proposed 
ECC-based approach was compared against a conventional RSA-based security 
scheme under increasing network scale. Performance metrics were recorded by 
varying the number of sensor nodes from 50 to 500, reflecting realistic 6G WSN 
deployment scenarios. 

4.1 End-to-End Latency Analysis 
End-to-end latency represents the total time required for secure data 

transmission, including key establishment, encryption, forwarding, and SDN 
flow setup. Figure 2 compares ECC and RSA as the number of sensor nodes 
increases. Results show ECC consistently achieves lower latency due to smaller 
key sizes and faster operations, making it suitable for delay-sensitive 6G WSN 
applications. 

 

 
Figure 2  

End-to-end latency comparison of ECC and RSA under  
varying sensor node density. 
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4.2 Energy Consumption Evaluation 

 
Figure 3  

Energy consumption comparison between ECC and RSA schemes. 
 
Energy efficiency is critical for resource-constrained sensor nodes. Figure 

3 compares the average energy consumption of ECC and RSA-based security 
mechanisms. Results show that ECC consumes significantly less energy, while 
RSA incurs higher computational overhead, leading to faster energy depletion at 
higher node densities. 

 

 
Figure 4 

Bode magnitude plot representing SDN control-plane response. 
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Figure 5  

Bode phase plot illustrates SDN controller stability. 

4.3 SDN Control-Plane Stability Analysis Using Bode Plots 
The dynamic behavior and stability of the SDN control plane were 

analyzed using frequency-domain analysis. Figure 4 shows the Bode magnitude 
plot of the SDN controller response, indicating stable gain characteristics at low 
frequencies and controlled attenuation at higher frequencies. This behavior 
 on  rms th   ontroll r’s  b l ty to h n l   n r  s n  tr       n  s  ur ty pol    s 
without oscillations or instability. The corresponding Bode phase plot is 
depicted in Figure 5, illustrating a smooth phase transition with no abrupt shifts. 
The absence of phase discontinuities confirms stable control-plane operations, 
even under frequent flow updates and key renewals. 

5. Conclusion 
This paper proposes a lightweight ECC-based security framework for 6G 

WSNs using an SDN-managed three-tier architecture. The approach ensures 
strong security with low computational overhead, improves energy efficiency 
and latency, and enables scalable key management and adaptive security 
enforcement for next-generation sensor networks. 
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