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Abstract

The concept of network security is on the increase in the digital era and cyber
threats have increasingly become more advanced and sophisticated. This study examines
the research of finding critical nodes with the help of a graph theory and determining
weaknesses in network structures. The analysis of the network based on centrality metrics
which include degree, betweenness and closeness centrality names important node identities
that are essential in ensuring the network remains connected and efficient. The effect of
node failure is estimated using the MATLAB simulation, and it is concentrated on how
the centrality of nodes is compromised to cause network fragmentation and performance
deterioration. The findings demonstrate the importance of centrality metrics in identifying
vulnerabilities in a network, and degree-centrality nodes are the most susceptible systems
to failure. Betweenness and closeness centrality also underscore how important nodes are
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in regulating the movement of the network and removing delays. The results confirm the
usefulness of the graph theory-related approaches to enhancing the security of the network
through providing information on the identification of the key nodes and simulation of
attacks. The paper also shows the capabilities of dynamic simulations versus the static
methodology that offers real-time analysis of network vulnerabilities and security policies. It
is a work in progress to expand these methods to larger networks (including real-time data
to detect vulnerabilities) and improve recovery measures in the future.

Subject Classification: 68M25, 18M35, 05C10, 05C30, 05C72.

Keywords: Network security, Graph theory, Centrality measures, Vulnerability analysis, MATLAB,
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1. Introduction

Network security is an essential element of the contemporary digital
environment, where the security and privacy of data, systems, and
communication are being subject to ongoing challenges. Due to the fast
growth of the internet, and rising dependency on a digital infrastructure,
there has been a reversal of cyberattacks of organizations, individuals and
governments [1]. These attacks have also taken a new more advanced form
whereby they capitalize on the undiscovered vulnerabilities of the network
architectures and system protocols [2]. Conventional network security
practices although effective to a certain degree will not be effective in
curbing the multiplex and dynamic threats experienced in the
contemporary interconnected world [3]. This necessitates the introduction
of new and more effective approaches in the detection, analysis, and
defense against possible threats [4]. As a mathematical concept, graph
theory presents an effective method of analyzing and controlling network
structure to offer a novel perspective on network security [5].

In this regard, it is important to determine which nodes are critical in
a network and evaluate the vulnerabilities order to enhance security in a
network [6]. The resilience of a network can be frequently dependent on a
number of important characteristics, failure of which would result in
extensive failure [7]. The centrality measures, which are graph theoretic
measures, enable the identification of such critical nodes - nodes whose
failure or compromise may impact network performance and security in
disproportionate measure [8]. With the knowledge of the significance of
every node in a network and the connection between them, it becomes
possible to allocate resources and prioritize defense mechanism better [9].
Besides, network weaknesses that are usually concealed by complicated
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topologies can be identified and evaluated through graph-based solutions
to construct more effective predictions of attack patterns and the
development of more effective recovery plans [10].

The functionality of this study is the simulation and analysis of
network topologies using MATLAB. The ability to build network graphs,
compute centrality measures, and perform attacks or vulnerability
simulation make MATLAB a great solution in dealing with network
graphs. The software also enables the analysis of different network setups
and orchestration of different security scenarios to determine the effect of
the failure or compromise of critical nodes. This paper, through the
application of MATLAB, provides an example of the ways in which graph
theory could be utilized in relation to practical network security problems,
and give practical suggestions on how network resilience and response to
changing cyber threats could be better covered.

2. Related Work

Network analysis has been using graph theory, which has provided a
strong mathematical system to study the structure and activity of complex
systems. Graph theory has become a useful tool to network security [11],
especially in the determination of vulnerabilities, detection of anomalous
operation and enhancement of network robustness [12]. As has been seen
before, graph theory is a useful tool to model and study different types of
networks, including computer networks to communication systems [13].
Graph theory can be used to undertake a systemic analysis of network
security on the understanding that networks can be represented by graphs,
where the nodes can represent the different devices or objects, and the
edges can be the links among the different devices in the network on the
issue of information flow within them [14]. Numerous studies have been
targeted at applying the concept of graph theory to determine the various
key nodes, along with their sensitivity, in regards to failed systems of
cyber-physical, social and communication networks [15]. The notion of
centrality has been extensively applied in order to recognize central nodes
that are very important in the global connectivity and functionality of the
network [16]. Such metrics as the degree centrality, the betweenness
centrality, and the closeness centrality are often used to reveal the nodes
that must be considered as the most important to the integrity of the
network [17]. One such example is nodes with high betweenness centrality
that are at the shortest paths between other nodes and are thus vital in
ensuring that there is a flow in the networks [18]. Such node failures or
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compromises may have a drastic effect on the activity of networks [19]. On
the same note, degree centrality was used to discover nodes with numerous
connections and that may act as a bottleneck in case they are attacked.
These centrality measures have been utilized in several studies to establish
the possible vulnerabilities and rank security resources based on that
vulnerability [20]. In this research, the researcher hopes to fill such gaps
by implementing graph theory in a more practical, dynamic and scaled
manner and combining network data in real-time and giving actionable
information to improve network security. Given a combination of both
static and dynamic elements of the network topologies and vulnerabilities,
this study attempts to provide a more holistic solution to enhancing
network resilience.

3. Graph Theory

Graph theory the representation of a graph, on which networks are
represented, uses graphs that are represented by vertices (or nodes), and
edges (or links). A graph is a mathematical system that can be used to
model the pair-wise relationships of objects. The vertices model the objects
in the network, which can be computers in communication network,
devices in sensor network or users in social network. The edges give the
relationship or association between these entities which may be in the
form of a physical relationship, communication association or any other

Network Representation Degree Centrality
( |
C ]
Betweenness Centrality Closeness Centrality
A
\ C

Figure 1

Network Representation and Centrality Measures
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association. A network may be directed (the directed edges imply that a
particular node of the network sends information to another) or undirected
(the directed edges imply that the edges of the network are directed). In
directed graphs, the edges are also known as directed edges or arcs which
run out of one vertex to the other accounting to the direction of the
relationship. In an undirected graph there is however no constancy of
direction i.e. mutual relationships between nodes where information or
resources can flow in both directions.

The Figure 1 has four subplots, which contain a broader perspective
of a network and how it is analyzed using different centrality measures. In
the plots outlined earlier the first subplot displays the simplest Network
Representation where the nodes (A, B, C, D) are interrelated in terms of
edges which depict the basic structure of the network. This is the basis of
knowing the relation and network linkage of the various network
components. The second subplot is about Degree Centrality where degree
centrality determines how different nodes are colored, in this case
according to their degree centrality as the number of explicit connections
that each node has in the network. Ones that have a large degree centrality
are better connected and are essential in ensuring connectivity in the
network. Jet colormap is provided to differentiate the nodes based on the
centrality scores. The third subplot introduces Betweenness Centrality,
which discovers nodes that act as conduits or mouthpiece to other nodes,
thus the nodes are very important to restrict the flow of information within
the network. The greater betweenness centrality marks the node as an
essential node that supports the communication in a network. The nodes
have been plotted in hot colormap and brighter colors represent more
centrality in betweenness. The fourth subplot demonstrates Closeness
Centrality, which is used to determine node closeness to every other node
in the network, the efficiency of communication in the network.
Vulnerability analysis can be conducted through the analysis of the
resilience of the nodes and edges in the case of various attacks, like removal
of the nodes or failure of the edges. In such cases, the overall connectivity
of the network can be evaluated by applying graph theory techniques to
determine the throughput of a network in case of the deletion of critical
nodes or edges. Such failures may be measured with the help of graph
metrics which can give information about the susceptibility of the network
to certain attacks.
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4. Methodology

4.1 Data Collection and Network Topology

The type of network used in this research is that of a simplified
communication network structure that comprises of the nodes linked by
the edges. Within the framework of the current study, the network may be
a representation of a communication system, where the nodes are
represented by computers or devices, or a social network, where they are
represented by people and the relationship between them by an edge. In
the analysis, we treat the network as an undirected graph, in which each
edge includes a connection between two nodes. The graph is constructed
in MATLAB using an adjacency matrix, which is a square matrix where
each element A, represents the presence or absence of a connection
between nodes i and j. In this study, a simple example of a network is
represented by the adjacency matrix.

010

0

1 11
A= 0

0100

0100

The points of the network are represented by every row and column.
When a value is 1, then there is a connection (edge) between two nodes
whereas when a value is 0, there is no connection. The network structure
can be easily visualized and analyzed with the help of this matrix which is
used in further calculations.

4.2 Critical Node Identification

Centrality measures are used in order to determine crucial nodes and
edges in the network. Measures of centrality evaluate the significance of
each node based on how central the node is in the network. The three
centrality measures, which are commonly used, are: degree centrality,
betweenness centrality and the closeness centrality.

Degree Centrality: Centrality of a node is calculated as the degree of
the node that is the number of edges of the node. Nodes that have high
degree centrality are better connected and, therefore, have more power in
the network.

Degree Centrality of node i=deg(i) = ZAZ.].
j
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Where A, is the element of the adjacency matrix indicating the
connection between nodes i and j.

Betweenness Centrality: Betweenness centrality of a node is a
measurement of how effective the node is in the shortest path between
other nodes. High betweenness centrality nodes are considered as bridges
between various sections of the network and they are vital in ensuring the
flow of the network.

o, (i
Betweenness Centrality of node i= Z ﬁ
o

s#t#i st

Where o (i) is the number of shortest paths between nodes s and ¢
passing through iii, and o, is the total number of shortest paths between
sand t.

Closeness Centrality: Closeness centrality determines one node
proximity with respect to all the nodes in the network in terms of shortest
paths.

Closeness Centrality of node i =

_
> di.j)

Where d(i, j) is the shortest path distance between nodes i and j

The Figure 2 provides a step-by-step approach to the process of
network security analysis, which consists of four important phases.
Starting with Data Collection and Network Topology where an adjacency
matrix or list is used to represent the network as a graph, all the data on
the structure of the network is collected.

Vulnerability Analysis: Vulnerability analysis is about analyzing the
effect of the compromise of critical nodes and edges. The vulnerabilities
are calculated in this study according to the centrality measurements that
were made above. The approach entails deletion or breaking of the nodes
that are considered significant (via high centrality rates) and the resultant
effect on the network is also looked at with regards to network connectivity
and network performance. Graph theory can be used in the modeling of
the vulnerability of networks, in that the effect of the deletion of critical
nodes or edges can be analyzed as a whole in the structure. When a central
node is lost, then the network can be fragmented, and efficiency and
connectivity can be lowered. The removal of high-centrality nodes one by
one, followed by recalculation of the connectivity of the network based on
the adjacency matrix, can be simulated in MATLAB.
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4.3 Simulation Process in MATLAB

In MATLAB, the centrality measures are calculated and the graph is
built with the help of the adjacency matrix, which initiates the process of
network simulation. Simulation of network disruptions or attacks is done
next by the removal of nodes or edges of the graph.

[ STEP 1: DATA h

COLLECTION AND
NETWORK TOPOLOGY

¥

Define network structure (nodes,
edges, etc.)

2

Represent network as a graph
(adjacency matrix/list)

¥

[ STEP 2: CRITICAL

~
NODE IDENTIFICATION
USING CENTRALITY

Apply Degree Centrality Apply Betweenness
(Number of connections) Centrality (pathways)
A 4 v

Rank nodcs by
centrality Identify critical
nodes

I I
¥

[ STEP 3: VULNERABILITY ]

Apply Closeness
Centrality (Shortest paths)

ANALYSIS

Simulate removal of
critical nodes and assess

networlk impact

Measure the impact on
network performance and
connectivity

( STEP 4: SIMULATION OF )
NETWORK ATTACKS IN

MATLAB
\ J

¥

Simulate attack scenarios: node
compromise, denial of service,
ctc.

2

Analyze and visualize
attack effects on network
security

Figure 2

Methodology Flowchart for Network Security Analysis
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To illustrate, failure of a node can be represented by assigning a zero
to the corresponding row and column in the adjacency matrix and it is
effectively removing the node in the network. Graph based analysis in
MATLARB is applied to see the effects of deletion of critical nodes on the
overall contacts of the network. This is measurable by counting the number
of connected pieces having made the disruption. The simulations give
information on the possible vulnerabilities of the network and allow
prioritizing the nodes and edges that need more security in the network.

5. Results and Discussion

The outputs of the MATLAB simulations indicate that the centrality
metrics can be used to determine critical nodes and determine the
vulnerability within the system. The key of network topology is displayed
in Figure 3 that depicts the network structure in terms of nodes and edges
that constitute the structure of the network. Nodes that had high degree
centrality (including node B in the example network) were determined by
the calculation of centrality measures and these nodes were determined to

P -
K_&_Q/ —

A
Figure 3 Figure 4
Network Topology Degree Centrality
= /E
QA A
Figure 5 Figure 6

Betweenness Centrality Closeness Centrality
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have most direct connections with other nodes and therefore played an
important role in keeping the network connected.

The visualization of degree centrality is presented in Figure 4, and
the nodes are coloured based on the degree values. The nodes that have
the greatest degree centrality are depicted in darker shades, which means
that they are the most related and they are the ones much needed by the
entire network. Figure 5 and Figure 6 illustrate betweenness centrality and
closeness centrality of nodes respectively, having drawn an emphasis on
those nodes which can be termed as bridges or closest to the other nodes.
These values highlight the role of the nodes that have high centrality in
terms of betweenness and closeness, which is crucial to ensure an efficient
communication inside the network. Figure 7 is a simulation of the failure
(of one node (node B) of the network, which demonstrates how the network
is partitioned and broken when a critical node is taken away.

A 0 €
! D
V. .
Figure 7 Figure 8
Impact of Node Failure on Network Network Connectivity after Attack
Connectivity Simulation
E E
PpE
‘Proposed /
pC | Proposed Existing
/ Existing
-a— i
- ) 9N c A c A
Figure 9 Figure 10

Comparison of Centrality Measures = Comparison of Node Failure Impact

Figure 8 is a simulation network with more serious attack scenario by
removing several nodes (B and C) of the network, which further affects the
connectivity and performance of the network. Such visualizations make it
clear how vulnerable the high-centrality nodes are as well as the effect of
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the failure on the network. The Figure 9 provides a comparison between
the calculation and the visualization of centrality measures (degree,
betweenness, and closeness) in our work with the existing approaches. In
our implementation, we compute centrality measures based on the
centrality of centrality own centrality analysis centrality (input data) as
centrality measures along with dynamically displaying centrality
measures using color-codings to display nodes in a map type structure
which offers a good interactive user-friendly way to understand the
significance of each node. The Figure 10 is a comparison of the effects of a
node failure in our work and those of the current techniques. Nodes failure
simulations are performed in our work by deleting important nodes (e.g.
node B) and monitoring the way in which network connectivity and
performance is compromised. Current means tend to embrace the dotted
analysis of networks explain what can happen as a result because of the
failure of the node, which could not be useful to show the chain reactions
of the network performance.

The centrality measures were effective in identification of the most
vulnerable parts of the network. Degree centrality formed those nodes
that are more interconnected and are therefore more susceptible to attacks.
The middle nodes like node B which have a high betweenness centrality
are critical to the flow of the network and they are important to inhibiting
fragmentation. Closeness centrality also gave some information on the
nodes that were best able to communicate most to the rest of the network,
which made them significant in the reduction of delays and efficient flow
of data. The results of the simulation indicate the importance of these
centrality measures to network security. Targeted security can be achieved
by identification of critical nodes through placing of additional monitoring
or protection on high-centrality nodes. The effect of failed critical nodes is
a clear evidence of the significance of critical nodes in the network
connectivity and security. In relation to the current research, comparing
these findings, it can be seen that the measures of centrality have been
extensively employed when it comes to the analysis of network
vulnerability. Nonetheless, the introduction of the concept of dynamic
simulations (the failure of nodes, the attack scenario) introduces a new
dimension of understanding network security. Although the previously
conducted studies tend to be based on its statics, the present one offers
more realistic and dynamic approach to comprehend the network
vulnerabilities and enhance standards of its security.
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6. Conclusion

In conclusion, the present work has shown that centrality measures
can be applied successfully to the network to improve its security on the
basis of the graph theory. Using centrality measures like degree,
betweenness and closeness centrality, key nodes on the network were
determined and the key nodes identified are those that will be at risk of
compromise. Simulations in MATLAB revealed that failure of nodes with
high centrality which include allies with the highest degree or betweenness
centrality played an important role in destabilizing network connectivity.
The simulations also demonstrated how these vulnerabilities would result
into cascading failures that would impact on the overall network
performance. The findings underscore the significance of the high-
centrality nodes in terms of security controls in order to make the network
resilient. The conclusions made are that dynamic simulations provide a
more holistic approach as opposed to conventional fixed systems and this
gives in-depth information on actual network vulnerabilities. It can be
developed further in future work adding dynamic and adaptive network
structures, and also more intricate attack models. Further, the usefulness
of graph theory in network security may be increased with further
possibilities of its integration with real time information to detect
vulnerabilities and recovery mechanisms.
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